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ABSTRACT

Online romance fraud has received increasing scholarly and policy
attention due to its socioeconomic and psychological conse-
quences. While prior research has examined the technical, psycho-
logical, and structural conditions that enable these scams, far less is
known about the temporal and behavioural processes that shape
how individuals enter, sustain, and exit them. This study addresses
that gap using qualitative data from publicly available court case
files and interviews with active and former offenders. Drawing on
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behaviour, including pre-entry preparation, operational stages,
and pathways out of fraudulent activity. Findings show that
romance fraud is not opportunistic but a structured enterprise
requiring planning, adaptation, and sustained deception. Exit is
commonly triggered by lawenforcement pressure, reduced finan-
cial returns, and moments of moral conflict. The study advances
cybercrime research by illuminating the dynamics of recruitment,
socialisation, and disengagement, with particular attention to
Global South contexts.

Introduction

Cyber-enabled fraud has emerged as one of the top-tier threats in contemporary cyber-
space, targeting both individuals and organisations. Among its many forms, online
romance fraud has become a dominant cybercriminal enterprise in West Africa
(Abubakari, 2024; Auwal & Lazarus, 2025; Button et al., 2026). Online romance fraud
involves offenders cultivating online romantic relationships with victims to defraud them
by exploiting trust, emotional vulnerability, and perceived intimacy (Feng, 2025; Soares
et al. 2025). In Ghana and neighbouring countries, its prevalence is shaped by
a constellation of sociocultural norms, spiritual belief systems, and political-economic
conditions (Abubakari & Blaszczyk, 2024; Lazarus, 2019; Lazarus et al., 2022). Studies
show that the rise of online romance fraud in West Africa reflects not only deviant and
criminal narratives but also broader socioeconomic inequalities, youth precarity, and
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local moral economies (Abubakari & Blaszczyk, 2024; Lazarus et al., 2025; Oduro-
Frimpong, 2014).

One distinctive Ghanaian variant is “Sakawa,” a form of online romance fraud that
incorporates ritual practices and spiritual consultations alongside digital manipulation.
While conceptually linked to online romance fraud, we use the term “online romance
fraud” consistently throughout the paper, except when directly quoting sources that
employ “Sakawa.”

In recent years, the phenomenon has attracted sustained scholarly and media
attention due to its social visibility, youth participation, and entanglement with digital
economies and popular culture. At the national level, online romance fraud presents
challenges for law enforcement, financial stability, and Ghana’s international image.
At the international level, online romance fraud has raised concerns among global
policy actors and law enforcement agencies such as Nigeria’s Economic and Financial
Crimes Commission (EFCC) (Soares & Lazarus, 2024; Soares et al.,, 2025). Yet
disruption remains difficult because these networks are locally embedded, flexible,
and socially adaptive.

Existing research has illuminated many of the sociocultural and economic forces
underpinning the spread of online romance fraud across the region. This includes
work on offender modus operandi (Abubakari, 2024) and analysis of structural drivers
such as unemployment, inequality, and political corruption (Longe & Chiemeke, 2008;
Ugowe, 2022). In many communities, proceeds are used not only for personal gain but
also for family support, community assistance, and informal redistribution (Abubakari,
2025; Lazarus, 2018). These practices contribute to mixed public perceptions in which
online romance fraud can be framed as a digital survival strategy, a form of postcolonial
redress, or a symbolic protest against unequal opportunity structures. This complexity
underscores the need for a more nuanced criminological approach that goes beyond
moral judgements to examine how actors understand, justify, and sustain their
involvement.

Despite growing academic interest, significant gaps remain in understanding how
individuals enter, remain in, or exit online romance fraud. These processes are crucial for
understanding offender motivations and identifying points at which desistance may
become possible. To address this gap, the paper adopts a Crime Script Analysis (CSA)
framework to map the procedural stages involved in entry into and exit from online
romance fraud in Ghana (Cornish, 1994; Dehghanniri & Borrion, 2019). Developed
within environmental criminology, CSA enables researchers to break down complex
criminal behaviours into sequential stages and decision points (Chainey & Alonso
Berbotto, 2021; Dehghanniri & Borrion, 2019). After introducing the framework, we
refer to it subsequently as CSA.

Applying CSA to online romance fraud provides insight not only into technical
operations but also into recruitment pathways, socialisation processes, enabling condi-
tions, and disengagement efforts. To achieve this, the paper draws on publicly available
court cases and in-depth interviews with active and former online romance fraudsters.
This qualitative approach allows for a detailed understanding of offending trajectories,
motivations, and rationalisations (Mik-Meyer, 2020). Clarifying these trajectories offers
practical value for designing interventions that disrupt recruitment channels and support
pathways out of fraud.
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Finally, while this study’s findings offer important implications for law enforcement
and policy, we avoid overstatement. Court cases provide legal narratives, official
accounts, and judicial reasoning, while interviews reveal offenders’ lived experiences.
Used together, they provide complementary insights without assuming complete factual
precision in any single source.

We conclude the introduction with the key research questions guiding this
study:

(1) What are the pathways through which individuals enter online romance fraud in
Ghana?

(2) What mechanisms, routines, and enabling conditions sustain these fraudulent
operations?

(3) What are the processes and conditions that shape disengagement and exit from
online romance fraud?

Regional dynamics of online romance fraud

Online romance fraud has drawn growing scholarly attention, with studies exploring its
techno-social, psychological, and personal dimensions. According to a systematic review
of empirical studies conducted over 20 years, research on this transnational phenomenon
remains geographically skewed: victim-centred studies disproportionately focus on the
Global North (Lazarus et al., 2023), while offender-centred research dominates in the
Global South, particularly in Africa south of the Sahara (Abubakari, 2024; Button,
Lazarus, et al., 2025; Lazarus Soares et al., 2025; Soares et al., 2025) and Southeast Asia
(Shaari et al., 2019). This divide reflects dominant victimhood narratives and the socio-
political contexts shaping these crimes. Offenders in Africa often target victims in the
West, framing their actions as colonial retribution, resource redistribution, or participa-
tion in shadow economies (Abubakari & Blaszczyk, 2024; Lazarus et al., 2025).
Consequently, the Global North is framed as the site of victimhood, and the Global
South as the site of offending.

Offenders create convincing fake identities on dating and social media platforms,
posing as military personnel, professionals, or models, to build trust and manipulate
targets (Abubakari, 2024; Cross & Holt, 2021; Soares & Lazarus, 2024). Offender-focused
research outlines a seven-stage script: profile creation, reconnaissance, trust-building,
scam execution, truth reinvention, co-opting victims, and abandonment (Abubakari,
2024). In Ghana and Nigeria, some incorporate spiritual rituals to influence victims,
attract wealthier targets, and shield themselves from law enforcement (Abubakari, 2024;
Lazarus & Okolorie, 2019).

Romance fraud is sustained by transnational networks. In Ghana and Nigeria, scam-
mers collaborate with diaspora accomplices who help launder money, provide Western
mailing addresses, and register local phone numbers to legitimise fake identities
(Abubakari & Amponsah, 2024; Lusthaus et al., 2025). These networks complicate law
enforcement efforts due to the fragmentation of actors and legal jurisdictions. Regional
variations further shape fraud operations. In Southeast Asia, some operate from “scam
compounds” where people are trafficked and coerced into fraud under false job promises
(Lazarus, Chiang, et al.,, 2025). This blurs the line between offender and victim. In
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contrast, West African online illicit hustlers, while sometimes part of informal hierar-
chies, primarily act independently, driven by economic pressure or political narratives,
with little evidence of coercion (Button et al., 2025; Lazarus, Soares et al., 2025; Yushawu
& Jaishankar, 2025). These regional distinctions invite a broader comparative lens to
examine how the procedural logic of online romance fraud aligns or diverges across
global contexts.

Situating Ghanaian fraud scripts in comparative perspective

While our Ghanaian cases foreground culturally specific idioms and spiritual economies,
their procedural logic aligns with fraud scripts documented across other global contexts.
In Europe, crime script analyses reveal similar sequences capability assembly, victim
targeting, credential capture, and cash-out structured around either ATM/PIN theft or
social engineering strategies designed to elicit one-time verification codes. These tech-
niques have become increasingly reliant on persuasion rather than technical sophistica-
tion (Loggen & Leukfeldt, 2022). Related research highlights how phishing and online
payment fraud operations are embedded within localised cybercriminal ecosystems,
often relying on money mules and third-party intermediaries to obscure digital trails
(Bekkers et al., 2023; Leukfeldt & Holt, 2020; Romagna & Leukfeldt, 2025).

Organisationally, Ghanaian fraud schemes exhibit fluid, project-based coordination
around specialist roles, mirroring the flexible, decentralised structures found in European
cyber-fraud networks. Recognising the role of enablers (whether deliberate or unwitting)
is essential for designing targeted interventions, as their actions create opportunities that
offenders exploit. In this regard, Hutchings and Holt (2015) advocate for crime script
analysis as a method capable of disentangling the specific steps, interactions, and division
of labour within cybercrime markets. Such an approach not only maps offender routines
but also helps expose the relational infrastructure that supports them. These findings
resonate with broader criminological theories, which suggest that fraud is often struc-
tured around opportunity chains rather than rigid hierarchies (Lazarus, 2025; Levi, 2008;
Nguyen & Luong, 2021; Romagna & Leukfeldt, 2025).

In Southeast Asia, research on scam compounds reveals the industrialisation of these
same crime script components within tightly controlled and frequently coercive envir-
onments (Lazarus, Chiang, et al., 2026). These compounds depend on trafficked or
exploited labour, tightly scripted social engineering routines, and hierarchical oversight
systems that emphasise obedience and performance over innovation (Franceschini et al.,
2023, Franceschini et al., 2024, Franceschini et al., 2025; Lazarus, Chiang, et al., 2025;
Luong, 2025; Sarkar & Shukla, 2024). Comparative studies further illustrate how trans-
national fraud operations in the region, such as phone scams and bank-card data fraud,
coordinate tasks between domestic and foreign actors, using technological tools to reach
victims across borders without requiring direct contact (Van Nguyen, 2022).

Beyond offender routines, a parallel line of inquiry has emerged through victim-
centred crime scripts. Wang and Kelsay (2025) apply this lens to online romance
scams, identifying key decision points across the fraud trajectory from initial contact to
emotional entrapment and financial loss. Their findings highlight critical intervention
nodes for prevention, including awareness-raising, targeted platform design, and respon-
sive victim support mechanisms. These comparative insights also raise questions around
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desistance in cyber-fraud careers (Loggen et al., 2023). It suggests that exit points may be
shaped less by technical disengagement than by changing opportunity structures, rela-
tional ties, or shifting self-concepts (Loggen et al., 2023). Indeed, these strands demon-
strate that the Ghanaian case is not isolated (see Franceschini et al., 2023, 2024; Loggen &
Leukfeldt, 2022; Sarkar & Shukla, 2024; Van Nguyen, 2022; Wang & Kelsay, 2025).
Instead, it reflects global regularities in the mechanics of social engineering, the exploita-
tion of weak guardianship, and the monetisation of fraud. What distinguishes the
Ghanaian context is the embedding of moral and spiritual rationales within an otherwise
globally recognisable crime-script architecture.

Furthermore, motivations in Africa are complex. Studies point to unemployment,
limited mobility, and systemic inequality as key drivers (Warner, 2011). Cultural narra-
tives frame fraud as a path to social mobility or as moral resistance to corruption or
postcolonial injustices (Abubakari & Blaszczyk, 2024; Lazarus et al., 2025). This framing
provides moral cover for offenders, allowing them to rationalise their actions despite
internal conflict (Abubakari, 2025). While the primary goal is financial gain, the impact
on victims extends beyond monetary gain, encompassing emotional harm (Ibrahim,
2016; Wilson et al., 2022). Victims experience grief, betrayal, anxiety, and shame
(Alam, Dhillon & Oliveira, 2026; Cross & Lee, 2022; Feng, 2025), even without financial
loss, and often face blame from authorities or loved ones. Research further shows that
victims commonly suffer betrayal, anxiety, depression, loss of self-esteem, and broader
emotional trauma, alongside severe financial losses that jeopardise their financial security
and overall well-being (Feng, 2025; Schokkenbroek & Snaphaan, 2025; Thumboo &
Mukherjee, 2024). Despite the growing body of literature on online romance fraud and
Online romance fraud in Ghana, gaps still exist. Most research focuses on structural
causes, spiritual tactics, or justification narratives but overlooks the processual aspects,
including how individuals enter, maintain, and exit fraud. Employing Crime Script
Analysis (CSA) could shed light on these behavioural sequences, especially within
Ghana’s close-knit yet widespread fraud culture.

In Ghana, Online romance fraud refers to economic cybercrime, especially online
romance fraud. Online romance fraud is distinct from other narratives of online romance
fraud for its integration of spiritual rituals (Abubakari, 2024; Duah & Kwabena, 2015;
Lazarus et al., 2023). Offenders view Online romance fraud as a “game” or business,
rationalising it through narratives of survival and digital skill (Abubakari & Oseh-
Ovarah, 2025; Lazarus, 2018; Lazarus, Olaigbe et al., 2026). Victims are labelled “clients,”
which reframes the crime as transactional and devoid of moral weight (Abubakari, 2024;
Alhassan & Ridwan, 2021). This normalisation fosters a professional identity among
offenders, positioning fraud as a legitimate path to wealth in an exclusionary system
(Abubakari & Blaszczyk, 2024; Lazarus et al., 2025). Online romance fraud becomes more
than a crime. It is a culturally embedded survival strategy shaped by inequality and
limited opportunity. The term “Sakawa boys” is used to describe online romance
offenders, which incorrectly suggests that only men are engaged in Online romance
fraud activities. However, research shows that female involvement is increasing
(Abubakari, 2024; Ogunleye et al., 2020). However, women tend to act more discreetly
and anonymously than men, limited by stricter sociocultural judgement compared to
men who openly accept the identity (Cassiman, 2018; Lazarus et al.,, 2025). Public
perceptions of online romance fraud and related crimes indicate that many
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Anglophone West African citizens view such crimes as a morally ambiguous response to
systemic failure (Abubakari & Blaszczyk, 2024; Lazarus et al., 2022). Nonetheless, spiri-
tual elements still trigger moral panic, sensationalised as ritual killings (Lazarus, 2019;
Ridwan, 2019) obscuring the deeper socioeconomic roots of the practice.

Crime script analysis and cybercrimes

Crime Script Analysis (CSA) provides both a methodological and theoretical lens for
deconstructing criminal behaviour into discrete, sequential steps or “scripts” (Cornish,
1994). It offers a structured approach to studying crimes beyond the act of commission
itself, encompassing the pre-commission, commission, and post-offence phases. By
employing CSA, researchers and crime investigators can construct a comprehensive
picture of criminal activities, identifying key decision points and behavioural patterns
necessary to understand how crimes are planned, executed, and eventually exited. This
script-based approach not only significant in uncovering the procedural logic behind
crimes but also supports the development of targeted prevention and intervention
strategies by revealing vulnerabilities and disruption points within the criminal process
(Dehghanniri & Borrion, 2019).

Since from its inception in the 1990s, CSA has been used to study different forms of
crimes such as drug trafficking, child exploitation, robbery, theft, and even terrorism
(Leclerc & Morgenthaler, 2023). The methodological and theoretical directions make
CSA an essential tool to understanding organised and ritualised forms of crimes, where
offenders operate within certain forms of transitional logics. However, the recent devel-
opment of technology and cybercrimes have expanded the relevance of CSA into the
study of criminal activities that occur on the internet. Although the application of CSA in
the study of cybercrimes is still underexplored, especially in the global north, the growing
trend of the use of CSA in studying cybercrimes showcases its relevance in unpacking
complex criminal behaviours in contemporary technological era.

One of the key strengths of Crime Script Analysis (CSA) in studying cybercrime is its
ability to deconstruct criminal activities into distinct phases, allowing researchers, law
enforcement agencies, and policymakers to map out the cybercrime process in a detailed
and organised manner (Chainey & Alonso Berbotto, 2021). This approach is evident in
studies of cybercrimes such as carding (Van Hardeveld et al., 2016) and ransomware
attacks (Gilbert, 2024). For example, Van Hardeveld et al. (2016) applied CSA to
investigate carding, or credit card fraud, revealing how these frauds are perpetrated
through underground forums. They traced the process from the acquisition of stolen
credit card details to the execution of the crime. Their analysis shows the preparation
phase, where offenders gather information, acquire operational security, and enter the
dark web to obtain card details. It also covered the activities of cashing out the card and
the post-activity stage, where offenders take steps to cover their tracks. Also, Gilbert
(2024) employed CSA to study ransomware attacks by analysing 44 court documents
from Dutch and English-speaking countries, along with 10 expert interviews. The find-
ings revealed that ransomware attacks are organised cybercrimes, highlighting the
various stages in which offenders plan, develop, and execute the attacks. The study also
examined how offenders launder the proceeds from these attacks and eventually exit the
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crime scene. This structured approach provided valuable insights into the inner workings
of ransomware attacks and offered a framework for understanding their modus operandi.

The methodological traditions of Crime Script Analysis (CSA) have also been exten-
sively utilised in transnational organised cybercrimes by incorporating the transnational
nature of these crimes into the analytical framework. For instance, a study conducted in
Vietnam (Van Nguyen, 2022) mapped out the operational dynamics of transnational
cyberfraud schemes, including bank card fraud and phone call scams. The study clarified
the distinct roles played by both Vietnamese and foreign offenders in executing these
frauds, thereby contributing to a deeper understanding of global cybercrime networks.
Moreover, CSA’s utility extends to various forms of online fraud, such as mandate fraud
(Leclerc & Morgenthaler, 2023) and phishing (Bodker et al., 2023). In these cases,
mapping the crime process through CSA provides law enforcement with valuable
insights into offenders’ strategies and highlights potential intervention points for dis-
rupting criminal operations.

Despite its analytical strengths, Crime Script Analysis (CSA) remains underutilised in
African contexts, particularly in studies of hybrid cybercriminal forms such as Online
romance fraud, a phenomenon that blends online romance fraud strategies with African
spiritual elements rooted in the sociocultural fabric of African societies (Abubakari, 2024;
Lazarus & Okolorie, 2019). Traditional cybercrime frameworks tend to emphasise
technical aspects and legal classifications, often neglecting the cultural, spiritual, and
procedural dimensions of crimes like Online romance fraud. Besides, existing studies on
online romance fraud and Online romance fraud actors largely focus on the technolo-
gical, sociocultural, economic, and political conditions that drive individuals into these
crimes. However, they often overlook critical behavioural aspects such as the pathways
into online romance fraud, how offenders sustain the scamming process, and how they
eventually exit the fraudulent enterprise. Applying the CSA framework to cases of online
romance fraud and Online romance fraud offers a valuable approach to unpack these
behavioural processes in the African context. This analytical lens can help localise
criminological theory by showcasing the often-overlooked steps through which offenders
are recruited, mentored, and ultimately disengaged from online romance fraud (Chainey
& Alonso Berbotto, 2021).

Data and methods

This study is part of a postdoctoral research project conducted at the University of
Ostrava, Czech Republic, and received full ethical approval in accordance with the
principles of the Declaration of Helsinki. It draws on two primary sources of
qualitative data: (1) in-depth interviews with online romance fraudsters based in
Ghana and (2) publicly available case files involving offenders either from Ghana or
with strong Ghanaian connections. A total of 15 individuals participated in the
interviews, comprising 10 active and 5 former online romance scammers.
Participants were all male, aged between 19 and 36 years, with a minimum of three
years of experience in online romance fraud. While online romance fraud constituted
the core of their criminal operations, participants also engaged in related illicit
activities such as online shopping fraud, money laundering, cryptocurrency scams,
and wire transfer frauds. These activities often functioned as complementary



8 Y. ABUBAKARI ET AL.

mechanisms to sustain or conceal the proceeds of romance fraud. In terms of socio-
economic characteristics, most participants were involved in Ghana’s informal eco-
nomic sector. Active offenders typically combined online fraud with small-scale
entrepreneurial ventures such as running boutiques or transport-related businesses,
often employing others to manage daily operations. Former offenders were also
largely engaged in informal businesses but had ceased online fraudulent activities.
The key distinction between the two groups, therefore, lay in their ongoing involve-
ment in cybercrime rather than in their occupational or socioeconomic status.

Given the varying levels of accessibility and risk associated with each group, different
sampling strategies were employed. Former offenders were recruited through traditional
snowball sampling techniques (Parker et al., 2019), which proved effective due to their
lower risk and relative openness. Participants were eligible for participation if they were
at least 18 years old and had a minimum of one year’s experience in online romance
fraud. Individuals were classified as active offenders if they were currently involved in
romance fraud and actively engaging at least one victim, and as former offenders if they
were no longer engaged in such activities.

Accessing active offenders required culturally embedded and innovative approaches
due to heightened concerns around trust, anonymity, and potential exposure. Initial
attempts to use snowball sampling yielded limited results. Consequently, a combined
strategy of leadership endorsement and methodological grooming was adopted to facil-
itate access and maintain ethical rigour (Abubakari, 2025; Bengry-Howell & Griffin,
2012). Leaders’ endorsement, an adapted form of snowball sampling, involves recruiting
participants through influential figures within the fraud community who can vouch for
the researcher and facilitate introductions (Abubakari, 2024). In this study, the initial
sample was three leaders of online romance fraud networks. These were offenders whom
the first author had existing research and social ties. After agreeing to participate, these
leaders endorsed the first author and referred him to active offenders, often individuals
under their supervision or mentorship.

While this approach proved effective, it raised concerns about potential coercion,
undue influence, and sampling bias. First, participants introduced to the study by
community leaders might have agreed to take part due to the leaders’ influence, thereby
compromising the voluntariness of participation. Second, relying solely on gatekeepers to
identify participants could have limited the representativeness of the sample by excluding
individuals who might provide valuable insights. To address these issues, the researcher
also recruited participants independently of the gatekeepers’ recommendations, thereby
reducing sampling bias and enhancing the diversity of perspectives in the dataset. To
further mitigate the risk of involuntary participation, methodological grooming was
employed. This involved sustained interpersonal engagement with referred participants
to build trust and ensure genuinely voluntary participation. During this process, the
researcher engaged participants in informal conversations, clearly explained the study’s
objectives, discussed ethical considerations in depth, and reassured them of their anon-
ymity, the voluntary nature of their involvement, and their right to withdraw at any stage,
regardless of the referral (Bengry-Howell & Griffin, 2012). The combination of leaders’
endorsement and methodological grooming not only facilitated access to active offenders
but also ensured that participation adhered to the ethical principles of voluntary and
informed consent.
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The researchers’ cultural familiarity with the research field as a native enhanced
rapport-building and credibility among participants. These combined strategies enabled
the collection of rich, candid narratives on participants’ entry into online romance fraud,
the techniques sustaining their operations, and their processes of disengagement. Of the
15 interviews conducted, 12 were audio-recorded with participants’ consent. For the
remaining three, participants declined recording due to privacy concerns; detailed field
notes were taken during these sessions, followed by reflective memos immediately after-
wards to capture context and nuances. The interviews were conducted in locations
chosen by participants, including restaurants, offenders’ residences, the first author’s
residence, and game centres where offenders often spent their leisure time. Each session
lasted approximately 60 to 90 minutes. Both semi-structured and unstructured interview
formats were employed. Semi-structured interviews followed a flexible guide exploring
participants’ socioeconomic backgrounds, motivations for engaging in online romance
fraud, methods of sustaining operations, strategies for managing social and legal risks,
and moral justifications for their actions. For former offenders, discussions also included
their motivations and processes of exiting online fraud.

To complement the interview data, we conducted a documentary analysis of publicly
available court case files involving Ghanaian or Ghana-connected romance fraud offen-
ders. This supplementary dataset was aimed at triangulating our primary findings,
particularly regarding the commission and exit phases of online romance fraud
(Leukfeldt & Kleemans, 2021). Systematic searches were conducted on Google and
Google Scholar, with the latter prioritised due to its more refined capabilities for locating
legal documents. Keywords such as “Ghana AND ‘romance fraud’ AND court”, “romance
scam Ghana court case”, and “Ghanaian and romance fraud” guided the search. While
detailed court files were not readily available outside the United States, our efforts yielded
eight cases from U.S. state and federal courts. These involved either Ghanaian nationals
residing in the U.S. or individuals operating in collaboration with fraudsters based in
Ghana.

Case files were selected based on explicit references to Ghanaian offenders or con-
firmed operational links to Ghana. Although not exhaustive, this dataset provided
valuable insights into the operational dynamics and transnational nature of online
romance fraud, as well as how judicial responses to these crimes offer alternative
perspectives on the realities of online romance fraud in the Ghanaian context. The
selected cases, summarised in Table 1, served as a comparative lens that strengthened
the credibility of our analysis and deepened the contextualisation of narratives derived
from interviews in Ghana. It is important to note that these case files were used as
supplementary data to enrich understanding of the pathways of entry, sustenance, and
exit from online romance fraud, rather than to draw analytical generalisations. We
acknowledge, however, that the small number of cases, their purposive selection, and
their geographical distance from Ghana limit their representativeness. Despite these
constraints, the cases offered triangulated insights into offenders’ motivations and
clarified how law enforcement and prosecutorial dynamics shape decisions of offenders
in Ghana.

To guide our analysis, we employed Crime Script Analysis (CSA) alongside
a qualitative thematic framework approach. Data were drawn from multiple sources,
including interview transcripts, fieldnotes, and court case files. While thematic analysis
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may follow either inductive or deductive logic, we adopted a deductive approach,
structuring our coding around the four phases of CSA: preparation, pre-activity, activity,
and post-activity. In this study, CSA provides an organisational and relational framework
for understanding the “how” and “why” of offenders’ decisions and motivations at each
stage of engagement and withdrawal from online romance fraud (Chainey & Alonso
Berbotto, 2021; Cornish, 1994). For instance, CSA allows us to map how offenders,
through sociocultural, economic, and moral reasoning, rationalise their choices and
morally prepare themselves to engage in online romance fraud without perceiving it as
wrong (Dehghanniri & Borrion, 2019). Beyond serving as a structural tool, CSA offers an
analytical lens to identify critical decision points and vulnerabilities across the fraud
process. These include the transition from moral justification to technical preparation,
the recruitment of apprentices in the pre-activity phase, collaborative grooming and
emotional manipulation during the activity phase, and the moral or situational triggers
leading to desistance in the post-activity phase (Chainey & Alonso Berbotto, 2021;
Cornish, 1994). These decision nodes reveal the procedural logic and situational contexts
underpinning preparation, entry, continuation, and disengagement, demonstrating the
analytical value of CSA in examining the complexities of online romance fraud.

Following Braun and Clarke’s (2012) six-phase model of thematic analysis, we began
with familiarisation through repeated readings of the dataset. During this phase, we
developed initial codes tied to our key research questions (see “Introduction” section).
Subsequent stages involved detailed coding at both sentence and paragraph levels. These
codes were then clustered into broader thematic categories representing behavioural
typologies and crime patterns. To ensure analytical rigour and reliability, two of the three
authors (Y.A. and S.L.) independently coded the data before comparing and collabora-
tively refining codes and emerging themes through iterative discussions. This process
allowed us to preserve both the depth and diversity of the participants’ perspectives.

To supplement and clarify initial findings, six follow-up interviews were conducted via
WhatsApp with selected participants. These follow-up interviews took the form of
informal, conversational exchanges that reinforced rapport and provided contextual
depth to the data. This method was chosen for its practicality, reducing the financial
and logistical burden of returning to the field in Ghana while maintaining engagement
with key informants. Our use of Crime Script Analysis builds upon Cornish’s (1994)
original nine-stage model, which includes preparation, entry, pre-condition, instrumen-
tal pre-condition, instrumental initiation, instrumental actualisation, doing, post-
condition, and exit. While some researchers apply the full spectrum of these phases,
others adapt the model to suit specific research objectives and methodological con-
straints. In this study, we adopted the simplified CSA model proposed by Tompson
and Chainey (2011), which condenses Cornish’s original framework into four broad
stages, including preparation, pre-activity, activity, and post-activity, as illustrated in
Table 2. This version of CSA provided a coherent structure for capturing the sequential
logic of online romance fraud and mapping the behavioural processes described in our
data.

This streamlined model provided a practical and analytically flexible structure
for examining online romance fraud. Our analysis focused on how offenders
prepared to engage in online romance fraud, their pre-entering activities, the
nature of the scamming itself, and the conditions surrounding their exit from
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the venture. This approach enabled us to systematically trace the behavioural
patterns, decision-making processes, and operational dynamics of offenders across
different phases of their criminal trajectories.

Results

The phases of online romance fraud, including preparation, pre-activity, activity, and
post-activity, as revealed in our study, are presented in this section.

Preparation phase
Moral rationalisation

Our data reveals that the preparation phase of online romance fraud (ORF)
involves a gradual process of moral justification, socialisation, and the acquisition
of technical and psychological skills. This phase begins when Interested Offenders
(I0s), often under economic pressure, start to consider fraud as a viable alter-
native to legitimate employment. Many participants report barriers to employ-
ment, such as systemic corruption, structural inequality, or underemployment,
despite holding stable jobs. These structural constraints prompt some individuals
to resort to illicit means of income, with online romance fraud being perceived as
a low-risk, high-reward opportunity. A common starting point is moral rationa-
lisation, where prospective offenders justify their actions as necessary for survival
and family support. As one active offender explained:

It was difficult for me to get money for myself and my younger sisters after school. There are
no jobs in the country master. So, I started this thing to get money to provide food for my
family. (Interview, Active Offender 4)

While active offenders continue to rely on sociomoral and economic justifications,
former offenders often reinterpret such rationalisations as temporary moral compro-
mises rather than sustainable moral paths. A former offender argues as follows:

If you ask the boys they will tell you, I was good at it but I realize that all the money we get is
haram. When I think about how I use to treat these white people, I still feel guilty. I hope the
boys will repent and find someone good to do, even if they make less money, it is better.
(Interview, Former Offender 2)

Unlike more technically demanding cybercrimes such as ransomware attacks, ORF
requires only basic tools like smartphones, internet access, and social networks.
However, participation involves a social learning process through which individuals
internalise the knowledge, routines, and justifications necessary to engage in fraud.
Our results are encapsulated in Figure 1.

Intention declaration

Following moral and psychological preparation, IOs often disclose their intentions
to trusted members of their social networks such as family, friends, neighbours, or
acquaintances connected to existing scammers. Participants report that these
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Figure 1. Preparation for online romance fraud commission.

informal introductions carry expectations of loyalty, discretion, and reciprocal
support. Through such networks, IOs are introduced to the opportunity struc-
tures, operational norms, and tools required to commit fraud, including apps such
as GB WhatsApp, Tinder, and VPN software, as well as SIM cards for creating an
online presence. During an interview, a participant recounted how his brother was
instrumental in his entry into the online romance fraud syndicate:

My elder brother helped me to start and we are working together. He was making money
and helping us and when I told him that I wanted to join the game, he bought the laptop for
me and started teaching me things about it. (Interview, Active Offender 5)

Once IOs are inducted into these networks, they often begin an informal apprenticeship
phase. Demonstrating commitment and loyalty, such as running errands or assisting with
minor tasks, can earn them mentorship from established offenders. These mentors
provide instruction on how to build convincing fake profiles, select suitable victims,
and employ successful manipulation strategies:

When I was going to start, [anonymised] show me what I should do when I want to create
a military profile or a model profile. After that he created my first profile for me and told me
to create another one for him to see. I did that and he ask me to look for clients and show me
where to be looking. (Interview, Former Offender 4)

The results indicate that although ORF requires limited technical expertise, suc-
cessful offenders must possess a complex understanding of its psychological

dimensions, typically acquired through prolonged immersion within the fraud
ecosystem.
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Pre-activity phase

The pre-activity phase begins when offenders actively construct the digital infrastructure
necessary for engagement. Across interviews, participants described this stage as one of
deliberate preparation rather than spontaneous interaction. It involved creating false
social media and dating profiles, opening email accounts, securing foreign phone num-
bers, and in some cases, using virtual private networks to obscure geographic location.
Several participants emphasised that selecting the “right” persona for fake profiles
determined success:

I created my own profiles. When I try the first time, I was not getting. But later I get one
woman and she was serious. I used a U.S. Army general on Facebook. At that time, the
uniform was attracting them very fast fast. So the thing is that if you just open any account,
you won’t get them. You have to think what kind of person they (victims) are looking for.
Soldier works well. Engineer also or doctor or a businessman. But soldier one is faster.
(Interview, Active Offender 6)

When asked why military identities were effective, he explained further:

The uniform makes them trust you and are willing to support you fast fast. They believe you
are disciplined and they are loyal to their military people. And also they think you are far
away, so you cannot just come and see them. That help you to keep taking money from them
and promising them to come home someday. (Interview, Active Offender 6)

Several offenders reflected on their early experimentation with different profiles and
explained that military identities generated quicker and more responses:

When I started, I was just using random pictures. It was not working. Later I changed to U.S.
Army general. Immediately, some clients started responding to me. They were serious and
asking questions about my peace keeping. (Interview, Active Offender 8)

The data reveals that military personas were predominantly used by participants, who
described these identities as effective in attracting and sustaining victim engagement. In
parallel, the data reveals that some offenders, especially those in the diaspora, also
prepare sham company accounts or fake documents to support the fraud or launder
proceeds (see case no. 22-1297, 22-1609). For instance, Abdul Inusah, a Ghanaian
graduate student in West Virginia, acted as a middleman in an international romance
fraud, receiving and routing $152,000 from victims through multiple U.S. accounts (Case
number: 3:21-cr-00070-1/No. 23-4250).

Another key aspect of the pre-activity stage involves offenders conducting reconnais-
sance — the deliberate process of identifying vulnerable targets through open-source
intelligence. Offenders collect personal and emotional data from publicly available
content on social media (e.g., Facebook, Instagram, Tinder), looking for indicators
such as loneliness, bereavement, or signs of romantic longing. Participants referred to
this as “digging” or “checking background:”

We don’t just talk to anybody. You check their Facebook. If they are lonely, like divorce, or
windowed, that one is good. If you see this kind of people ...’ then you know there is
something there for you. (Interview, Active Offender 8)

We look for divorced or widowed women and men, and we can do some digging to get more
information, so that we can chat them well ... .You join groups where you know the type of
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women are there. Christian singles. Military wives. Widow groups. You watch first before
you message. You see how they talk. (Interview, Active Offender 3)

The data reveals that reconnaissance was not incidental but constituted a deliberate and
systematic effort to identify emotionally vulnerable individuals. Participants described
carefully analysing publicly available information to assess potential victims’ emotional
states, financial circumstances, and relational histories before initiating contact. While
previous studies have documented the incorporation of spiritual rituals among some
offenders in Ghana (e.g., Alhassan & Ridwan, 2021) and Nigeria (e.g., Lazarus &
Okolorie, 2019), our data indicate that such practices were confined to more experienced
offenders and were uncommon among newer recruits. For most participants, prepara-
tion was framed less as ritualistic and more as strategic and pragmatic. Overall, the pre-
activity phase emerged as a calculated process involving identity construction, emotional
profiling, and the tactical deployment of digital tools to initiate and structure the fraud.

Activity phase
Grooming, transition, and collaboration

Our data reveal that the activity phase represents the operational stage of online romance
fraud, during which offenders initiate contact with potential victims, typically through
social media or dating platforms. While victims may sometimes initiate contact, offen-
ders predominantly take the first step. Initial messages are often generic yet emotionally
suggestive, offenders employ compliments, expressions of interest, or benign questions to
encourage victim engagement without arousing suspicion. Both active and former
offenders emphasised that persistence and adaptability during these early interactions
are critical to sustaining communication and fostering emotional intimacy:

For this thing, you need to be patient and talk to clients in a kind way. You have to be slow,
just greeting them and asking them how they are doing, how their day is going, show
concern about what they tell you, and how you find it peaceful talking to them and things
like that. . .. (Interview, Offender 4)

The data also reveals that while initial contact commonly occurs on social networking or
dating platforms, offenders gradually migrate conversations to more personalised and
encrypted channels such as WhatsApp. As one active offender noted: ... and small-
small (gradually) you move them to WhatsApp or somewhere else” (Interview, Active
Offender 6). This movement from public to encrypted platforms marks a tactical transi-
tion, signalling offenders’ shift from exposure to control, during which they extend their
grooming of victims to gain trust for later exploitation.

Collaboration is central to the activity stage of ORF. Participants noted that new
entrants often consult experienced offenders when confronted with challenges in groom-
ing victims, reinforcing the apprenticeship structure identified in the preparation phase.
One participant referred to his mentor as a “father,” emphasising that “he always get plan
B” (Active Offender, 18 April 2025). Such exchanges, as illustrated in Figure 2, reveal an
informal but hierarchical organisation within online romance fraud groups in Ghana,
where experienced offenders provide problem-solving expertise and operational
continuity.
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aud as economic resilient participation in money laundering
activity and social « Blackmail victims using nude pictures and videos
Goal: Avoid detection and boost success. Goal: Keep extorting money from victims

Figure 2. Activity phase of online romance fraud.

Professing love and exploitation

Our data reveal that once offenders establish an emotional bond with victims, they
typically escalate the relationship by professing love and envisioning a shared future.
This emotional declaration is often followed by modest financial requests such as a small
sum of money or a gift:

When you see that they are now emotional available to you, you can propose to them. You
can tell them how you like their company, you love them, and you want a future with them.
If they agree, you get romantic with them for sometime and just ask them for a small money
or gift ... If they give you, if means they are good clients. (Interview, Offender 3)

Our data reveals that once financial commitment is secured, subsequent financial
demands are embedded in emotionally charged narratives, such as medical crises, busi-
ness losses, or emergencies. Though victims may believe they are interacting with one
individual, our data reveals that most offenders operate collectively, with multiple actors
managing different aspects of a single online persona. While solo operations exist, they
are considered less profitable:

You can have your client, but you have to work together with others to get the big money. If
you are greedy, you will also get the big gain. (Interview, Active Offender 7)

Our analysis of the case files reveals that in some cases, offenders manipulate victims into
acting as money mules, unknowingly laundering proceeds from other victims under the
guise of legitimate transactions. For instance, a case file in our dataset shows how a victim
was deceived into laundering approximately $290,000 for offenders in Ghana in a U.S.
District Court case in Massachusetts in 2014. Although not criminally charged, she was
held civilly liable for $219,000 in losses.
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West African scholarship suggests that offenders rely not only on internal criminal
networks but also on external social and spiritual networks. The internal network refers
to collaboration among offenders, both within Ghana and across the diaspora. The
external network involves collaboration with non-offenders such as spiritual consultants
or Afa-tibrisi, who provide ritual support or perceived protection. The results reveal
a divergent interpretation between active and former offenders regarding the moral and
practical significance of these practices. Active offenders regard the incorporation of
spiritual elements into their modus operandi as instrumental, believing that ritual
performances can supernaturally influence victims’ compliance and protect them from
law enforcement detection. Contrary to this, former offenders reinterpret these rituals as
forms of psychological reinforcement rather than genuine sources of power, regarding
them as manipulative practices through which “Afa-tibrisi also defraud offenders:”

When you are in the game (fraud), you will belief things, the malams can’t not prevent
Sakawa boys from police or something, or even make white woman or white man to send
money. They are also scamming the scammers. (Interview, Former Offender 1)

Post-activity phase

Our data reveal that the post-activity phase of online romance fraud marks a period
in which offenders transition to either temporary or permanent disengagement from
their activities. This stage involves transitioning from active deception to abandon-
ment or disengagement, navigating social acceptance, and either legitimising or
ceasing fraudulent activities (see Figure 3). Our data reveals that while disengaging
from a victim may remove that individual from the offender’s network, it does not
constitute an exit from online romance fraud, since offenders typically manage several
victims simultaneously:

It doesn’t mean that when you stop scamming a client, you simply stop for all your clients.
You can still scam other clients. but all this depend on the game-boy. But most times, if you
see some game-boys who stop scamming, it means that they don’t get money from clients
again and they are tired of wasting money and time. . .. (Interview, Offender 5)

Our results suggest that exiting online romance fraud manifests as both feedback loops
and endpoints within the broader ORF script. As shown in Figure 3, while some
offenders temporarily disengage and negotiate social and moral reintegration, others re-

Post Activity Phase

Reinforced Fraud

Exit Fraud
¢ Abandon victim »| * Failure and moral reflection
* Negotiation social acceptance *  Legal risk proximity

* Invest in recruiting associates
* Cleaning proceeds

Figure 3. Post-activity phase of online romance fraud.
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enter the preparatory phase, recruiting new victims or reinforcing their modus operandi
on existing victims in their network.

Social reintegration and moral negotiation

The analysis of the interview data reveals that, after accumulating substantial wealth and
recognition within the online romance fraud community, many offenders negotiate
social acceptance and moral validation by engaging in prosocial behaviours such as
donating to religious institutions, funding community projects, providing financial
support to family and community members, and forming ties with religious leaders.
Through these acts, they seek to present themselves as morally upright individuals.

As one active offender remarked: “People begin to understand that this thing is not that
bad ... We dey help a lot of people because the pressure too much for this country”
(Interview, Active Offender 5).

Our data further reveals that many successful offenders recruit and train newcomers
to operate under their guidance while they themselves engage in social service or
informal economic activities. This strategy allows leaders to maintain a socially accep-
table image and delegate ORF operations to subordinates while enhancing overall profit-
ability through decentralised, pyramid-like structures:

You need to be wise. You have to spend on the boys so they can bring more business. You
can also train some boys ... they do the work, and you give them their percentage.
(Interview, Active Offender 3)

Many offenders also invest in legitimate ventures, such as real estate, transport, and retail
businesses, to launder money, evade scrutiny, and secure long-term financial stability.

Exiting fraud as moral and situational phases

Both the interview data and court case files reveal that exiting online romance fraud
constitutes a significant trajectory within the post-activity phase. Our analysis indicates
that while many offenders attributed their decision to desist to a moral awakening, most
such awakenings were triggered by situational conditions such as prolonged unsuccessful
scams, financial decline, or the arrest of highly skilled members within their networks:

I didn’t continue because the business became slow. (Former Offender, 23 November 2022)

Our analysis also reveals that the fear of divine retribution serves as a powerful prompt
towards moral introspection and eventual desistance. This perceived redemption
through religious devotion and charitable acts is often unsustainable and becomes
disrupted by moments of cognitive transformation, especially when offenders witness
misfortunes affecting others in their networks, such as death, mental illness, or terminal
sickness. During one interview, a former offender described how witnessing a friend’s
death led him to quit:

It was at the funeral I decided to stop. The Afa made me realize the punishment from God is
too much ... It’s better to be poor than go to hell, bro. (Interview, Former Offender 3)



INTERNATIONAL JOURNAL OF COMPARATIVE AND APPLIED CRIMINAL JUSTICE . 21

Our analysis also reveals that fear of apprehension by international law enforcement
agencies serves as a significant deterrent. Analysis of court case files revealed that fewer
than one percent of prosecuted cases involved the extradition of offenders to the United
States, suggesting that offenders operating from Ghana face far less risk of prosecution
compared to their diaspora-based counterparts. Proximity to enforcement actions —
especially cases involving international extradition or local arrests - often triggers
desistance:

I was doing this things with Maxwell and co, but when they arrested him and took him to the
USA, I decided to stop. Because if they arrested him today, I will be next tomorrow.
(Interview, Former Offender 5)

Discussion

Overall, the results suggest that the ORF ecosystem within the African context is not
a spontaneous form of techno-social deviance or sociopolitical resistance, but a social
performance informed by the moral, economic, and legal complexities of West African
society. The results position offenders not as lifelong criminals, but as individuals who,
after encountering declining success, moral conflict, or legal threats, actively contemplate
exit. The following discussion situates these findings within existing criminological
theory and prior scholarship.

Preparation phase

The moral and psychological constructs employed during entry into online romance
fraud reflect techniques of neutralisation, moral and cognitive mechanisms that allow
IOs and active offenders to suppress guilt and preserve a sense of moral integrity while
engaging in ORF (Sykes & Matza, 1957). These justifications enable offenders to recon-
cile the guilt of offending with prevailing moral values, thereby avoiding self-
condemnation. Such rationalisations extend beyond offenders themselves: similar justi-
ficatory narratives have gained traction among non-offenders in parts of West Africa,
especially in Ghana and Nigeria, where ORF is sometimes viewed as a form of colonial
retribution, systemic resistance, or alternative economic practice shaped by structural
inequalities and chronic unemployment (Abubakari & Blaszczyk, 2024; Lazarus et al.,
2025), thereby sustaining the moral economy of online romance fraud.

The results showcase the significance of neutralisation and desistance theories in
understanding the moral and cognitive processes of 10s, active offenders, and former
offenders (Giordano et al., 2002). According to Giordano et al. (2002), ex-offenders
engage in moral transformation, reconstructing new identities that move away from
neutralisation narratives. In our study, whereas IOs frame their engagement in ORF as
a necessity for economic survival, former offenders reconstruct these narratives, viewing
OREF as a violation of moral commitments. This distinction reflects the cognitive trans-
formation central to desistance scholarship.

The dynamic of apprenticeship among offenders reflects the relevance of social
learning and criminal-career development perspectives in understanding the ORF econ-
omy in Ghana (Akers, 1997; Macias, 2016). The results align with Holt et al. (2010), who
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used a structural equation model to demonstrate that social learning theory - operating
as a second-order latent construct encompassing differential association, imitation, and
reinforcement - significantly explains variations in cyber-offending behaviours.
Narratives from former offenders illustrate how observation and imitation of mentors’
methods facilitate entry into ORF networks, supporting and extending theoretical
debates surrounding the applicability of traditional criminological frameworks to the
evolving landscape of cybercrime. The importance of social capital in gaining access to
the fraud economy is further underscored by these findings (Bouchard, 2020; Yushawu &
Jaishankar, 2025).

Pre-activity phase

The pre-activity findings extend Abubakari’s (2024) concept of reconnaissance and
affirm that reconnaissance in ORF is not incidental but constitutes a deliberate and
systematic dimension of offender preparation. While previous studies have shown the
incorporation of spiritual rituals among some offenders in Ghana and Nigeria (Ajayi et
al. 2025; Lazarus, 2019; Lazarus & Okolorie, 2019; Yushawu & Jaishankar, 2025), our data
indicate that such practices were confined to more experienced offenders and were
uncommon among newer recruits. For most participants, preparation was framed less
as ritualistic and more as strategic and pragmatic, an observation that nuances prior
accounts of the role of spirituality in the ORF preparation process.

Activity phase

Previous studies suggest that ORF involves offenders grooming victims through emo-
tional manipulation, achieved through persuasive language, empathetic communication,
and personal stories that mirror victims’ past traumas (Thumboo & Mukherjee, 2024;
Whitty, 2015). The purpose of grooming is to foster trust and emotional attachment that
can be weaponised in the later stages of the fraud to defraud victims (Lazarus et al., 2023).
Participants’ accounts align with previous victim- and offender-focused studies, which
show that online romance fraudsters maintain victim engagement through persuasion,
empathetic communication, and demonstrated interest in victims’ personal lives
(Abubakari, 2023, 2024; Lazarus et al., 2023; Whitty, 2015). The tactical migration
from public to encrypted platforms reflects the role of what Abubakari (2024) describes
as reconnaissance in offenders’ grooming and transition strategies.

The findings contribute to debates on organised cybercriminal networks, suggesting
that online romance fraudsters replicate the pattern of apprenticeship, collective skills
development, and support systems fundamental to the internal function of organised
crime (Leukfeldt et al., 2016). Victim compliance following initial financial requests is
interpreted in prior scholarship as successful grooming, indicating psychological readi-
ness for deeper exploitation (Whitty, 2015). If a victim resists, offenders may intensify
their grooming by offering gifts or reinforcing emotional manipulation to build recipro-
city and trust (Sofo et al.,, 2010; Whitty, 2015). Research shows that this initial act of
giving increases the victim’s emotional investment (Sofo et al., 2010), and that subse-
quent emergencies create cyclical dependency, as victims oscillate between hope of
reimbursement and fear of loss (cf. Bilz et al., 2023; Lazarus et al., 2023).
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The findings expand our understanding of victimhood by revealing a continuum of
victim - offender transformation within cybercrime networks. Victims coerced or
deceived into acting as intermediaries occupy an ambiguous moral and legal position
(Levi, 2017). This “grey zone” of criminal participation blurs the boundaries of victim-
hood and offending in cybercrime, particularly money laundering, where emotional
manipulation intersects with financial exploitation. The findings exemplify crime script
evolution (Cornish, 1994; Dehghanniri & Borrion, 2019), where offenders adapt their
operations to reduce risk by externalising the most incriminating components of the
scam to victims themselves.

Regarding spiritual practices, while the perceived efficacy of spiritual powers provided
by Afa-tibrisi may be interpreted as a psychological construct rather than evidence of
actual supernatural influence, these practices nonetheless offer offenders important
forms of psychological reassurance and moral capital that sustain their engagement in
fraudulent activities. The incorporation of spiritual and magical practices in online
romance fraud is not unfounded in the West African context. It aligns with the broader
African moral economy of crime in which spirituality and economic agency are inter-
twined in the pursuit of success under precarious socioeconomic conditions (Ajayi et al.,
2025; Lazarus, 2019). From a cultural criminological perspective, such collaborations
demonstrate how online romance fraud is deeply embedded within Ghana’s moral and
spiritual economy, where belief systems, cultural logics, and economic survival strategies
intersect to shape the meanings and practices of crime (Lazarus et al., 2025).

Post-activity phase

The finding that disengaging from a victim does not constitute an exit from OREF itself
extends prior scholarship. Previous studies show that while victims take the initiative to
disengage after discovering deception (Whitty, 2015), offenders may also cut ties once
a victim is no longer financially useful. Abubakari (2024) revealed that offenders disen-
gage by blocking victims, faking their own deaths, or abandoning communication plat-
forms. Our results refine this picture by demonstrating that such victim-level
disengagement is distinct from offender-level desistance.

The identity negotiation techniques employed by online romance fraudsters
reflect Maruna’s (2025) concept of narrative reconstruction, which explains the
psychological and moral processes through which offenders reframe their criminal
pasts to achieve moral redemption and social acceptance. By engaging in prosocial
behaviours, offenders in Ghana position both themselves and the act of ORF
within a morally acceptable framework. Abubakari (2025) found that offenders
engage in prosocial activities, such as funding religious events and contributing to
charitable causes, as a means of soliciting divine forgiveness while continuing
their fraudulent practices. The findings of Lazarus et al. (2025) and the present
study together suggest that these prosocial behaviours align with Sykes and
Matza’s (1957) concept of appeal to higher loyalties: through communal, familial,
and charitable service, offenders transform ORF from an immoral act into
a perceived collective good. An unintended consequence is that this broader social
neutralisation contributes to moral decline and institutional complacency, with
young people increasingly engaging in ORF without moral reflection.
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These strategic moral and social positioning enable offenders not only to
reshape public perceptions of online romance fraud but also to extend their
own justification and neutralisation techniques to the broader community.
While online romance fraud and related cybercrime activities were widely con-
demned in Ghanaian society during the early 2000s and 2010s, such condemna-
tions have gradually weakened (Yushawu & Jaishankar, 2025). Increasingly, people
have begun to justify ORF (and cyber-enabled fraud in general), as a form of
economic activity (Abubakari, 2024a; Lazarus et al., 2022), as an instrument for
addressing political corruption and unemployment (Abubakari & Blaszczyk, 2024;
Lazarus et al.,, 2022; Ibrahim, 2016), or even as a form of colonial retribution
through which Africans reclaim resources exploited during the colonial past
(Lazarus et al., 2025). This narrative was once limited to offenders themselves.

Regarding desistance, the pattern of situationally triggered exit aligns with rational
choice and opportunity perspectives (cf. Cornish & Clarke, 1987), suggesting that
offenders’ decisions to exit are guided by calculations of risk and reward, where the
perceived costs of continued offending outweigh expected benefits. Economic decline
and reduced returns serve as structural turning points (Laub & Sampson, 1993) that
disrupt participation. The role of divine retribution in prompting desistance aligns with
Maruna’s (2025) concept of redemption scripts, wherein desistance depends on an
offender’s ability to reinterpret past wrongdoing as inconsistent with their “true self.”

This finding also aligns with previous studies on the moral reasoning of online
romance fraud actors in Ghana, which show that although offenders recognise the
spiritual consequences of their actions, this awareness is often suppressed by the
belief that praying, fasting, and engaging in prosocial behaviours can redeem them
(Abubakari, 2025). However, as our results reveal, this perceived redemption is
often unsustainable and becomes disrupted by moments of cognitive transforma-
tion, particularly when offenders witness or hear of misfortunes affecting others in
their networks. This process can also be interpreted through the rational choice
perspective (Cornish & Clarke, 1987): as anticipated rewards of scamming dimin-
ish and the perceived threat of divine punishment intensifies, offenders make
a calculated decision to disengage.

Deterrence theory (Tomlinson, 2016) explains how the arrest and prosecution of
close associates heightened offenders’ perceived certainty of punishment, prompting
exit. Practically, these results illustrate the uneven global and jurisdictional enforce-
ment of cybercrime laws and how, such disparities interact with local sociopolitical
realities (Cao & Vu, 2025). The absence or weakness of consistent law enforcement
responses in Ghana contributes to the proliferation and persistence of ORF, reinfor-
cing a culture of impunity in which offenders operate with minimal fear of legal
consequence.

Conclusion

This study employed Crime Script Analysis (CSA) to map the behavioural, moral,
and situational trajectories of online romance fraud offenders in Ghana, tracing
how individuals enter, sustain, and exit these crimes. The findings show that
online romance fraud is not merely an opportunistic or deviant form of digital
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labour but a socially organised and morally negotiated enterprise, shaped by
structural inequality, peer apprenticeship, and locally embedded value systems.
Offenders rationalise their entry through perceived necessity or spiritual legitima-
tion, sustain involvement through collective learning and emotional desensitisa-
tion, and often exit when faced with moral contradiction, spiritual fear, or
increased proximity to law enforcement.

This paper makes two core contributions

First, it extends current understanding of online romance fraud by revealing how
fraud scripts in Ghana are not only technologically enacted but also ritually mediated,
morally defended, and socially reproduced. While earlier studies have mapped tech-
nical routines or demographic risk factors, this study highlights the symbolic, spiri-
tual, and communal infrastructures that sustain participation and complicate
desistance. These findings demonstrate that online romance fraud, particularly in
African contexts, must be read not just as individual criminality but as part of
a contested moral economy where digital crime becomes entangled with survival,
legitimacy, and identity.

Second, the study contributes to the conceptual development of CSA itself. While CSA
has traditionally been used to model behavioural sequences and decision points in
rational crime commission, this study demonstrates its adaptability to contexts in
which moral beliefs, spiritual rationales, and communal validation play central roles in
offender scripts. By embedding CSA within the sociocultural realities of Ghanaian online
fraud, this study refines the framework’s utility for analysing hybrid cybercrimes those
that merge digital capability with spiritual reasoning, emotional performance, and social
embeddedness.

The study also offers policy-relevant insights. Its findings can inform early-stage
interventions by highlighting key recruitment phases and the role of mentorship in
sustaining cybercrime careers. Programmes focused on youth digital entrepreneurship,
vocational opportunities, and moral education may disrupt early pathways into fraud.
Enforcement strategies should continue to emphasise proximity-based deterrents,
including visibility of legal consequences and targeted investigations. Furthermore,
because many participants frame their exit in moral or spiritual terms, culturally
grounded interventions involving pastors, imams, traditional leaders, and community
elders are essential. Such figures can reshape dominant narratives that currently legit-
imise cyber-fraud as divinely sanctioned, socially justified, or politically retaliatory.

This study has limitations. Although integrating interview data with public court
records enhanced analytical depth, some interview accounts may reflect self-reporting
bias, especially when documentary triangulation was limited. Moreover, the study
focuses primarily on male offenders in Ghana, limiting exploration of gendered roles
and reducing generalisability across different national and diasporic contexts. Future
research should adopt longitudinal designs, include a wider range of participants (includ-
ing victims and female offenders), and conduct comparative studies across fraud ecolo-
gies to further refine CSA applications and generate more targeted, culturally sensitive
interventions.
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Note

1. The term pick-up is used by offenders to describe a money laundering process in which
diaspora or international network members collect or receive fraudulent funds through
sham accounts or stolen identifies and transfer them to offenders in Ghana. This is often
done through cryptocurrency ATMs or by purchasing goods and shipping them to Ghana.
Offenders also use the term “blow” to refer to a successful transaction involving a large sum
of money.
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