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ABSTRACT

Distributed data storage systems are vital in the era of expanding data across various applications.

Industries like �nance, healthcare, and the Internet of Things (IoT) require e�cient management

of vast and signi�cantly growing data. Traditional centralised storage systems face challenges in

scalability, security, and availability. They’re prone to bottlenecks, cyber-attacks, and data loss

together with latency during network failures. These limitations signi�cantly impact the reliability

and e�ciency of data storage, making them unsuitable for critical IoT applications where real-time

data access and integrity are important.

To address these challenges, this thesis proposes integrating Substrate blockchain with InterPlane-

tary File System (IPFS). This approach aims to create secure, scalable distributed storage for smart

water meter data, including numerical readings and infrared images. The integration leverages the

strengths of blockchain for data integrity and IPFS for scalable, decentralised storage, enhancing

overall data availability and privacy through cryptographic techniques. The proposed hybrid model

not only reduces dependency on centralised servers but also mitigates risks associated with single

points of failure and unauthorised data access.

This research is structured into two distinct phases. The �rst phase develops a blockchain-based

secure data collection mechanism for Smart Water Meters (SWM) to prevent data tampering and

ensure data integrity. A Substrate-based blockchain framework is employed, utilising its modular

architecture to create a tailored solution for IoT applications. The second phase extends this sys-

tem by integrating with IPFS and evaluates its performance against an Ethereum-based blockchain.

Metrics such as storage e�ciency, data accessibility, block con�rmation times, and privacy preser-

vation for image data are analysed to assess the e�ectiveness of the hybrid model.

The results demonstrate that the Substrate-IPFS integration signi�cantly outperforms Ethereum
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in terms of storage e�ciency and scalability, particularly for handling large datasets like smart

water meter readings and infrared images. The use of the Blake2 cryptographic hashing algorithm

enhances data security and privacy, ensuring that data remains tamper-proof throughout its lifecy-

cle. Furthermore, the system exhibits faster block con�rmation times and lower transaction costs

compared to Ethereum, making it a more viable solution for real-world IoT applications.

This work contributes to the development of more secure and scalable data management systems,

providing a benchmark for future research in distributed data storage. The implications of this re-

search extend beyond IoT, with potential applications in industries such as healthcare, supply chain

management, and environmental monitoring. By addressing the critical limitations of traditional

and blockchain-based storage solutions, this thesis lays the groundwork for innovative advancements

in distributed data systems.

Keywords: Blockchain, IPFS, Distributed Data Storage, Smart Water Meter, Scalability, Data

Security, Data Privacy, Cryptography
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Chapter 1

INTRODUCTION

1.1 Background and Orientation of the Study

The exponential growth of data generated by the Internet of Things (IoT) devices has created

signi�cant challenges in managing, storing, and securing vast amounts of data across various indus-

tries, including healthcare, smart utilities, and water resource management. Traditional centralised

and distributed data storage systems used in IoT data management have proven inadequate in ad-

dressing the crucial requirements of scalability, security, and data integrity [3]. Centralised systems

are prone to su�er from a single point of failure, leaving the data vulnerable to network disruptions,

latency issues and hacking or unauthorised access, which often lead to signi�cant risks and data

loss [4]. Furthermore, these systems typically struggle with regulatory compliance and frequently

expose data to privacy risks due to their limited security mechanisms [5]. In IoT applications

like innovative water meter management, where real-time water usage and quality monitoring are

crucial, traditional data storage methods lack the resilience and reliability required for continuous

operation and secure data accessibility. Such systems frequently encounter limitations in ensuring

data integrity and con�dentiality across multiple nodes and regions, essential for e�cient water

resource management and conservation [6]. As cloud-based storage gained popularity due to its

cost-e�ectiveness and ease of access, concerns regarding data transfer bottlenecks, high operational

costs, and privacy violations in cloud-based environments have also emerged [7]. These limitations

reveal the pressing need for advanced, decentralised distributed storage solutions that can handle

the data demands of IoT without compromising security, scalability and privacy.

2
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In addressing these challenges, the blockchain and InterPlanetary File System (IPFS) technologies

have gained signi�cant attention in recent years as complementary solutions for distributed data

storage systems [8]. Blockchain technology introduces a decentralised ledger structure where data

is cryptographically secure and tamper-proof. Every transaction is recorded on multiple nodes, en-

suring data integrity and resistance against unauthorised modi�cations or alterations. Blockchain's

decentralised nature also eliminates single points of failure, thus enhancing system reliability and

security. However, blockchain alone is limited by resource and scalability constraints and high

execution costs when handling large datasets, especially with high data throughput such as IoT

applications [9, 10].

IPFS is a peer-to-peer (P2P) �le storage protocol that complements blockchain by providing

content-addressed storage, allowing data to be split into smaller, unique blocks distributed across

nodes in a decentralised network. Each data block is associated with a cryptographic hash, which

enables e�cient data retrieval without reliance on a central server [1]. This approach signi�cantly

improves data availability and retrieval speed while reducing redundancy and storage overall costs,

making it suitable for high-volume data environments like IoT [11]. However, IPFS faces data pri-

vacy challenges as its open-access structure may inadvertently expose sensitive information unless

strict access controls are in place [12].

Blockchain and IPFS o�er a promising hybrid model that leverages the strengths of each technology.

Blockchain technology ensures data integrity and secure transaction logging, while IPFS enables

scalable and e�cient data storage. In this hybrid approach, blockchain stores metadata or hash,

while raw data resides on the IPFS network. Such a model meets the dual scalability and security

requirements for IoT applications for real-time data storage and access in sectors requiring high

data security and availability. Mishra et al. [13] further applied the integration of blockchain and

IPFS to healthcare data management, achieving robust security and practicality for the hybrid

approach, thus validating it for real-world application instead of theoretical approaches only.

This integration of blockchain IPFS is impactful in IoT applications that demand continuous mon-

itoring and secure data storage, such as smart water management. In this context, IoT-enabled

devices, such as smart water meters, generate a constant stream of data, including numerical read-

ings and image data, that requires secure and e�cient storage. Current research demonstrates that

combining blockchain with IPFS not only enhances data accessibility and integrity but also can ad-

dress the con�dentiality, integrity and availability which are essential for data-intensive IoT storage
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applications [14], [15]. The hybrid blockchain-IPFS models in IoT present a framework for con-

trolled access to data, an essential feature for sectors like healthcare, smart water management or

hydrology, where data privacy is paramount. Through smart contracts, blockchain-based systems

enforce prede�ned access policies, granting access only to authorised entities, thereby safeguarding

sensitive data [16] [17].

On the other hand. the Substrate blockchain framework has emerged as a foundational technology

for developing customisable and interoperable blockchain networks. Samuel et al. [18] demonstrated

its e�ectiveness in automotive data monetization architectures, enabling secure crowd-sourced data

sharing. Their subsequent research validated the performance of Substrate's hybrid consensus

mechanisms, particularly AuRa and BABE with GRANDPA [19]. Frauenthaler et al. [20] high-

lighted the framework's interoperability strengths, emphasizing its ability to adapt through runtime

selection. Zantalis [21] et al. documented Substrate's broad applications across �nance, IoT, e-

voting, healthcare, and transportation sectors. Altamimi et al. [22] proposed leveraging Substrate

for decentralised application stores, while Shrestha et al. [23] explored its potential for incentivized

user data-sharing platforms. Kamal et al. [24] advanced the framework's utility by developing

compatible storage network modules, further expanding Substrate's capabilities as a blockchain

solution.

1.2 Problem Statement

Even though there have been advances in the Substrate-based blockchain, it has not been imple-

mented in data-intensive IoT applications. This research problem can be further presented in a

three-pronged format as follows:

ˆ Although blockchain technology provides enhanced data integrity and security, it is con-

strained by small block sizes, such as Bitcoin's block size of approximately 1 MB, which

limits the capacity of the blockchain to store large datasets, including images-based data [25].

This limitation a�ects blockchain's scalability and restricts its application in data-intensive

IoT environments [26]. These issues can be solved by using a Substrate-based blockchain.

ˆ Existing IoT data management systems lack e�ective integration between blockchain secu-

rity features and distributed storage capabilities. This gap creates challenges in achieving
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optimal performance metrics, including storage e�ciency, query response times, and privacy

preservation, especially when handling diverse IoT data types at scale [27], [28].

ˆ The demand for scalable, secure and distributed storage, the challenges in both traditional

storage systems and blockchain-based storage highlight the need for a solution that can meet

IoT requirements for data security, accessibility, and scalability, more especially in applica-

tions where real-time data integrity and security are critical [29], [30],[31], [32], [33].

1.3 Research Objectives

The primary objective of this research is to develop and evaluate a secure and scalable blockchain-

based data management system for data-intensive IoT applications, with a speci�c focus on data

collection. The research aims to improve the data's integrity, privacy and security by implementing

innovative hybrid blockchain and distributed storage technologies. The sub-objectives of this study

are as follows:

1. To design a Substrate-based blockchain secure data collection mechanism for IoT-based data,

ensuring data integrity and mitigating tampering and unauthorised access risks.

2. To develop a hybrid data storage solution that integrates Substrate blockchain [34] with

InterPlanetary File System (IPFS), focusing on storing IoT-based data securely and e�ciently.

3. To evaluate the performance of the proposed system against an Ethereum-based blockchain

solution, comparing metrics like storage e�ciency, data accessibility, and privacy preservation.

4. To analyse the scalability and potential of this system for broader IoT applications, assessing

its suitability for di�erent data types and scales.

1.4 Signi�cance of the Study

This study addresses signi�cant gaps in data storage solutions for IoT-based applications. By

implementing a secure and scalable hybrid model using Substrate-based blockchain and IPFS,

this study will enhance data management capabilities in sectors like environmental monitoring

and utility services where data integrity is essential. The proposed solution has the potential to
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set a benchmark for distributed storage in IoT, in
uencing advancements in �elds that rely on

high-volume, secure data transmission, such as smart grids and resource management systems.

Integrating IPFS will reduce reliance on centralised storage, lower operational costs, and mitigate

cybersecurity risks. This study will explore the technical feasibility of a hybrid blockchain-IPFS

model and address a pressing need within the IoT sector: a scalable, secure, and cost-e�ective

storage solution. The �ndings have the potential to inspire new applications across industries that

require real-time data integrity and availability, thereby in
uencing both academic research and

industry application in real-world applications.

1.5 Limitations

This study faces several limitations that impact its generalisability and applicability. The blockchain

implementation relies on a private blockchain using the Substrate framework [35], which may not

fully re
ect the diverse capabilities of other blockchain platforms. To address this, the private

blockchain was con�gured with multiple peering nodes to approximate the operational character-

istics of a live production environment. The comparative analysis with Ethereum was conducted

on a testnet rather than the Ethereum production blockchain, which could in
uence performance

metrics. However, the Ethereum test blockchain network mirrors the production blockchain's func-

tionality, ensuring reliable insights into its real-world behaviour.

1.6 Delimitations

The study focuses on a hybrid model using Substrate blockchain [35] and IPFS [36]. Substrate

was selected for its modular architecture and optimisation for IoT applications, notably its cus-

tomisable runtime. Comparisons are restricted to the Ethereum testnet, chosen for its established

use in blockchain-based storage studies and reliable baseline metrics. The dataset comprises smart

water meter data and infrared images, representing common types of IoT data. This focused ap-

proach enables controlled system performance analysis, though �ndings may extend to other IoT

applications and blockchain environments.
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1.7 Contributions

The contributions of this work are the development, implementation, and comparative analysis

of a hybrid distributed storage model for IoT data using Substrate blockchain and IPFS. The

contributions are presented as follows:

1. A private blockchain based on the Substrate framework is developed for secure data collection

to handle IoT data.

2. An evaluation and comparison are conducted between the Substrate-based blockchain and

Ethereum testnet to assess performance, scalability, and suitability for IoT applications, par-

ticularly managing large datasets.

3. An integration of IPFS as a decentralised storage solution is implemented and tested to

address the limitations of blockchain's storage capacity, enhancing data accessibility and

reducing dependency on centralised servers.

4. A detailed analysis of data integrity, security, and scalability in a hybrid Substrate-IPFS

model, o�ering insights into the practical application of decentralised storage in IoT environ-

ments.

5. A framework for future research by demonstrating a viable approach to decentralised dis-

tributed data management that can be adapted for other �elds requiring secure, scalable IoT

data storage, such as environmental monitoring and smart utility management.

These contributions have led to the following publications:

1. T. Nododile and C. Nyirenda, "A blockchain-based secure data collection mechanism for

smart water meters," in 2023 IST-Africa Conference (IST-Africa). IEEE, 2023, pp. 1{8.

2. T. Nododile and C. Nyirenda, "Advancing Blockchain-enabled interplanetary �le system

with Substrate for distributed data storage", in Proceedings of the 2024 International Con-

ference on Emerging Trends in Networks and Computer Communications (ETNCC) (Pub-

lished).



Section 1.8. Thesis Organisation Page 8

3. T. Nododile and C. Nyirenda, "A Hybrid Blockchain-IPFS Solution for Secure and Scalable

Data Collection and Storage in Smart Water Meter" in 2025 IST-Africa Conference (IST-

Africa). IEEE, 2025, pp. 1{8.

1.8 Thesis Organisation

The rest of the thesis is organised as follows.Chapter 2 presents a literature review on tradi-

tional and decentralised storage systems, focusing on blockchain and IPFS within the context of

IoT applications. Key studies are analysed to identify existing research gaps and to establish the

foundation for developing a hybrid storage model for secure, scalable data storage.Chapter 3

details the development of a secure data collection mechanism based on the Substrate blockchain

framework. This chapter covers the blockchain's design and implementation, highlighting its capa-

bilities in ensuring data integrity with security and preventing tampering. Chapter 4 provides a

comparative evaluation of the Substrate-IPFS model against an Ethereum-based blockchain setup.

Various metrics, such as storage e�ciency, hashing and privacy preservation, are evaluated, focusing

on handling smart water meter data and infrared image data. Chapter 5 concludes the research

and discusses potential directions for future work.



Chapter 2

Literature Review

2.1 Introduction

This chapter presents a comprehensive review of existing research relevant to this study. It is struc-

tured as follows: Section 2.2 explores the fundamentals of decentralised distributed storage systems

for the Internet of Things (IoT), with a focus on blockchain technology and the InterPlanetary File

System (IPFS) as key solutions for secure and scalable data storage. Section 2.3 examines the cur-

rent approaches to optimize blockchain storage, highlighting unique challenges and requirements in

this �eld. Section 2.4 discusses the hybrid models combining Substrate-based blockchain and IPFS

for IoT applications, evaluating its potential for enhanced data integrity and scalability. Section 2.5

evaluates the hybrid model's performance through key metrics and comparative analysis. Finally,

Section 2.6 concludes the chapter.

2.2 Decentralised Storage Systems

The exponential growth of the Internet of Things (IoT) has resulted in a massive increase in data

generation, demanding robust, scalable, and secure storage solutions. While widely used, traditional

centralised storage systems face signi�cant challenges in IoT environments due to their limited

scalability, vulnerability to single points of failure, performance bottlenecks and susceptibility to

security breaches [37]. Son et al. [38] compare centralised and decentralised storage systems,

emphasizing the limitations of centralised approaches in managing the growing data demands of IoT

9
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environments. By distributing data across multiple nodes, decentralised storage systems address

these limitations and o�er signi�cant advantages. Zang et al. [37] discuss how decentralised systems

enhance data availability and redundancy, mitigating the risks associated with centralised failures.

Furthermore, Kumar et al. [39] emphasize the role of decentralised architectures in improving

security by eliminating the reliance on a single point of control and reducing the likelihood of

targeted cyberattacks.

Blockchain technology is critical in decentralised storage solutions by ensuring data integrity and

transparency through its secure and immutable ledger. Wu [40] highlights blockchain's ability to

maintain tamper-proof records using cryptographic hashing and distributed consensus mechanisms,

which is particularly valuable for applications requiring trust and accountability. However, as

Sharma et al. [41] note, blockchain's inherent limitations, such as restricted storage capacity and

scalability challenges, can hinder its direct application in IoT systems.

In contrast, the InterPlanetary File System (IPFS) o�ers a complementary approach to decen-

tralised storage by focusing on large-scale, distributed �le storage. Hajra [42] discusses IPFS's

content-addressable architecture, which uses unique hashes to identify and retrieve data e�ciently

without relying on a central entity. This design improves system resilience and scalability, making

it well-suited for managing IoT data's vast and distributed nature. Haryanto et al. [43] further

argue that IPFS's peer-to-peer structure enhances fault tolerance, ensuring continuous data avail-

ability even during network disruptions. Despite its advantages, decentralised storage also presents

challenges. Son et al. [44] also highlight issues such as complex data retrieval processes and poten-

tial inconsistencies arising from the distributed nature of these systems. However, Zang et al. [37]

point out that the cost-e�ectiveness, increased throughput, and enhanced resilience of decentralised

solutions make them a promising alternative to centralised storage.

This section examines the key features, strengths, and limitations of blockchain and IPFS, setting

the stage for subsequent discussions on their potential integration into hybrid models. In contrast

to standalone implementations, hybrid solutions seek to combine the security and integrity of

blockchain with the scalability and e�ciency of IPFS, addressing the unique challenges of IoT data

management.
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2.2.1 Blockchain Technology for Data Integrity and Security

Blockchain is a decentralised technology designed to enable secure, transparent, and immutable

data sharing across untrusted networks [45]. Its innovative architecture ensures data integrity and

security through its foundational components and design principles, making it a cornerstone of

decentralised storage systems.

2.2.1.1 De�nition and Components of Blockchain

Heydari et al. [45] de�ne blockchain as a distributed ledger technology (DLT) where data is stored

in blocks linked sequentially through cryptographic hashes. Key components include:

ˆ Peer-to-Peer Networks : Nodes communicate directly without a central authority, enabling

decentralization [46].

ˆ Smart Contracts : Self-executing programs that facilitate, verify, and enforce agreements

automatically [47].

ˆ Distributed Ledgers : Shared databases that maintain an unalterable history of transactions

[46].

ˆ Digital Wallets : Tools for storing and managing cryptographic keys used to interact with

the blockchain [47].

ˆ Consensus Mechanisms : Protocols like Proof of Work (PoW) and Proof of Stake (PoS)

that ensure agreement across the network on the validity of transactions [48].

Alzhrani et al. [47] noted that the blockchain architecture is divided into three crucial subsys-

tems consisting of external, internal, and execution environment:External Subsystem - Includes

platforms and network components that interface with users; Internal Subsystem - Manages the

distributed ledger, smart contracts, and consensus protocols; Execution Environment -Comprises

nodes, wallets, tokens, and cryptographic tools essential for blockchain operations.



Section 2.2. Decentralised Storage Systems Page 12

2.2.1.2 Features and Advantages of Blockchain Technology

Blockchain technology o�ers features highly relevant to secure data storage and decentralised sys-

tems. Decentralisation eliminates the need for a central authority, fostering trust and transparency

among participants [49, 50]. Immutability ensures data integrity by preventing alterations once

recorded [51]. Transparency enhances auditability, allowing authorized participants to view trans-

actions [52]. Cryptographic techniques and distributed computing further strengthen data security

and provenance [53]. Consensus mechanisms like Proof of Work and Proof of Stake ensure agreement

without central oversight, while smart contracts enable automated, condition-based transactions

across industries [54]. However, challenges such as scalability, privacy, interoperability, and energy

consumption remain signi�cant hurdles for broader adoption [55].

Thilakavathy et al. [56] and Karaarslan el at. [57] discuss how blockchain leverages cryptographic

techniques, such as hash functions and digital signatures, to protect data integrity. However, Heo

et al. [58] highlight signi�cant challenges associated with blockchain, including scalability, lim-

ited storage capacity, and high energy consumption. To address these issues replication-based,

redaction-based, and content-based strategies aim to enhance blockchain's scalability and e�ciency

[58]. In similar e�orts, Saif et al. [59] propose combining blockchain with decentralised storage

systems like IPFS to ensure data availability and privacy. Do [60] explore secure keyword search

mechanisms over encrypted blockchain data, demonstrating its potential for improving data acces-

sibility. In contrast, Musa et al. [61] discuss the application of blockchain in mobile environments,

introducing the BSADS framework to enhance storage security.

Despite these advancements, Alzoubi et al. [62] emphasize notable limitations in blockchain sys-

tems, particularly regarding block size, throughput, and execution costs. Fixed block sizes restrict

the number of transactions that can be processed within a given timeframe, leading to scalability

issues as transaction volumes grow. These challenges necessitate ongoing research and iterative

updates to maintain blockchain's e�ectiveness and adaptability in data storage applications [56]

2.2.1.3 Applications in Data Integrity and Security

Table 2.1 highlights key applications employed, and their contributions to enhancing security and

integrity.
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Table 2.1: Applications of Blockchain in Data Integrity and Security

Domain/Application Key Contribution

Electronic Voting Systems

[63]

Ensures secure, tamper-proof election processes

through immutable and transparent ledgers.

Secure Data Transfer [64], [65] Protect data from tampering during transmission us-

ing cryptographic encryption and hash validation.

Enterprise Information Man-

agement [66]

Enhances security in organisational systems by pro-

viding veri�able and auditable transaction records.

Cloud Computing [67], [68] Addresses data integrity through veri�able and au-

ditable blockchain-based event logs.

Data Science and Cybersecu-

rity [69]

preserve data integrity and protect against unautho-

rised access in data-driven environments.

IoT Security and Privacy [70] Manages decentralised IoT data securely using

blockchain frameworks

Location Data Management

[71]

Ensures the integrity of location data on servers

through blockchain-based hash validation.

Message Authentication

Codes [72]

Secures data integrity in communication systems using

blockchain and cryptographic message authentication.

Public Veri�cation [73], [74] Enables data integrity through cryptographic hash

methods.

2.2.1.4 Bitcoin Blockchain Storage

The Bitcoin blockchain, introduced by Nakamoto [75] in 2008, represents the �rst blockchain tech-

nology and serves as the foundational layer for tamper-resistant storage in subsequent blockchain

innovations. Its decentralised architecture ensures data integrity and immutability, but the rapid

growth of its blockchain size has introduced signi�cant challenges for full nodes. As illustrated

in Figure 2.1, the blockchain size has grown signi�cantly over the years, driven by the increasing

number of transactions stored on the Bitcoin blockchain [76]. This exponential growth not only

underscores the scalability challenges but also necessitates innovative approaches to mitigate the

storage burden.
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Figure 2.1: Blockchain size growth over time

As of 2022, the Bitcoin blockchain size exceeds 366GB, raising concerns about storage scalabil-

ity and node participation [77]. The increasing size of the Bitcoin blockchain presents signi�cant

challenges for full nodes, which are required to store the entire blockchain to validate transactions

and maintain network security. Gobel el at. [78] highlight that increasing block size, a potential

solution, can exacerbate synchronization delays and reduce transaction processing speeds, impact-

ing the network's e�ciency. This has led to new implementations of blockchain protocols such

as Ethereum blockchain for decentralised applications (dApps) to resolve bitcoin's storage and

throughput limitations [79].

2.2.1.5 Ethereum Smart Contract

Ethereum is a blockchain platform that extends the capabilities of Bitcoin by enabling the de-

ployment of smart contracts, which are self-executing programs that facilitate general-purpose

computations [80]. These smart contracts eliminate intermediaries by automating agreements and

are foundational to the development of dApps in domains such as crowdfunding, �nancial services,
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and supply chain management [81].

These contracts provide a secure, decentralised, and transparent environment for handling sensitive

data [82], [83]. By leveraging blockchain technology, smart contracts can address issues such as

data leakage, manipulation, and single points of failure that are common in centralised systems [82].

Smart contracts enable the implementation of role-based access control mechanisms, ensuring that

only authorised individuals can access speci�c information [84]. Interestingly, some studies have

demonstrated the practical application of smart contracts in healthcare scenarios. One proof-of-

concept smart contract was developed to store Coronavirus disease patient data, showing e�cient

retrieval and insertion of sensitive information [85]. Another study proposed a Blockchain-based

Medical Cloud (BC-MedCl) framework that achieved a superior accuracy ratio of 98.7% and a lower

latency ratio of 25% compared to existing systems [86]. As the technology continues to evolve, smart

contracts have the potential to revolutionise healthcare data management and improve privacy

protection.

Jabarulla et al. [87] presented a smart contract that implements an account-centric access con-

trol mechanism for managing sensitive data. It supports secure interactions by facilitating request

approvals, hash validations, and event logging, ensuring robust data security and privacy. The pseu-

docode for this smart contract, presented in Algorithm 2.1, outlines the work
ow and functionality.

Despite their advantages, Ethereum smart contracts face signi�cant challenges:

1. Security Vulnerabilities : Connelly [88] and Kushwaha et al. [89] emphasize that poorly

coded or malicious contracts lead to severe �nancial losses. High-pro�le exploits, such as the

DAO attack, underscore the importance of secure contract development and auditing.

2. Usage Patterns and Concentration : Oliva et al. [80] reveal that 80% of Ethereum

transactions are concentrated in only 0.05% of contracts. These highly active contracts often

have simple code structures, highlighting the platform's scalability limitations in supporting

complex computations.
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Algorithm 2.1 Pseudocode for Infrared Image-Centric Access Control Ethereum Smart Contract
1: Initialize:

2: Function Create contract()

3: Requires: Caller is the patient

4: Emit ContractCreated event with contract details

5: Function Request access(patientAddress, notes, IRpublickey)

6: Requires: Caller is not the patient

7: Emit RequestedForApproval event

8: Function Approve IRs(requesterAddress, imageHash)

9: Requires: Caller is the patient

10: Store imageHashin imageHashes[requesterAddress]

11: Record current timestamp astimestamp

12: If imageHashmatchespatientimagehash :

13: Emit Requestaccepted and Approved events

14: Update recordList and approvedIRs to true

15: Else:

16: Emit Requestdenied and Reasonevents

17: Update recordList and approvedIRs to false

18: Calculate hashUploadTimeas block.timestamp - timestamp

19: Emit HashUploadTimeevent with hashUploadTime

20: Function RemoveIRs(requesterAddress, imageHash)

21: Requires: Caller is the patient

22: If imageHashmatchespatientimagehash :

23: Emit UserRemovedevent

24: Update recordList and approvedIRs to false

25: Function Trace authorization(requesterAddress, patientAddress)

26: If recordList[requesterAddress] and approvedIRs[requesterAddress] are true:

27: If patientAddress == patient :

28: Emit AuthorizationSuccess event

29: Else:

30: Emit AuthorizationFailed event
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Research has explored innovative approaches to improving smart contract development and deploy-

ment. Panda et al. [90] emphasize the use of Web3.js and Solidity for e�cient contract deployment

and seamless interaction with blockchain systems. Chishti et al. [91] investigate mechanisms for se-

cure and e�cient on-chain data access, enabling smart contracts to interact reliably with blockchain

data. Additionally, Ait Hsain et al. [92] propose model-driven engineering techniques to enhance

the standardisation and quality of smart contract code, minimizing vulnerabilities and accelerating

development.

Ethereum's smart contract ecosystem demonstrates immense potential for innovation and decen-

tralised solutions. However, the platform faces challenges in ensuring security, scalability, and e�-

cient usage of computational resources. Research into improving the development and deployment

processes continues to drive Ethereum's evolution, making it a critical component in advancing

blockchain-based decentralised applications.

2.2.1.6 Substrate Blockchain Framework

The Substrate blockchain framework has emerged as a highly versatile platform for developing

tailored blockchain applications. Its modular architecture enables developers to design and deploy

customizable blockchains for a wide range of use cases, demonstrating signi�cant potential for

addressing challenges in data privacy, security, and decentralisation. Substrate's 
exibility has

enabled innovations across diverse domains:

ˆ Automotive Data Monetization : Samuel et al. [18] propose using Substrate to create data

monetisation architectures for automotive systems, enabling secure, decentralised trading of

vehicle-generated data.

ˆ IoT Systems : Pham et al. [93] highlight Substrate's ability to support �ne-grained access

control models, ensuring secure and e�cient data sharing in IoT environments.

ˆ Blockchain Interoperability : Frauenthaler et al. [20] discuss Substrate's runtime selec-

tion feature, which enhances interoperability, allowing seamless interaction between di�erent

blockchain networks.

These applications underscore Substrate's potential as a foundational tool for addressing data
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management challenges across various �elds. Substrate's modular framework o�ers unique features

that distinguish it from other blockchain platforms:

1. Customisation : Developers can customize runtime logic and consensus mechanisms to suit

speci�c use cases, o�ering 
exibility unmatched by traditional platforms [20].

2. Interoperability : Substrate supports cross-chain communication, enabling interactions with

other blockchain networks, including Ethereum and Polkadot [94].

3. Scalability : Its architecture facilitates horizontal scaling, making it suitable for applications

requiring high transaction throughput, such as IoT and supply chain systems.

The Substrate framework is particularly advantageous due to its modular structure, which allows

customisation for speci�c application requirements. Fig 2.2 illustrates the simpli�ed architecture of

a Substrate node, highlighting key components such as outer node services, runtime call executor,

and the WebAssembly (Wasm) runtime environment where application logic and state reside. This

modularity and adaptability make Substrate suitable for developing specialised blockchains tailored

to IoT data integrity and security needs. Substrate's architecture enables building custom func-

tionalities using pallets pre-built or custom modules that de�ne speci�c behaviours and features

within the blockchain.

Research highlights the capabilities of blockchain frameworks, including Substrate, in advancing

decentralised applications. Galtier et al. [95] explore privacy-preserving machine learning frame-

works, emphasizing traceability and privacy, themes closely aligned with Substrate's strengths.

Dinh et al. [96] propose analytical models for private blockchains, reinforcing Substrate's focus

on secure and customisable solutions. Furthermore, Zantalis et al. [21] discuss the versatility of

frameworks like Substrate in addressing domain-speci�c challenges across �nance, smart contracts,

IoT, e-voting, healthcare, and transportation. The Substrate blockchain framework demonstrates

signi�cant promise in enabling decentralised, secure, and e�cient data management solutions across

various domains. Its modularity, interoperability, and scalability make it a leading choice for de-

velopers seeking to build next-generation blockchain applications.



Section 2.2. Decentralised Storage Systems Page 19

Figure 2.2: Substrate Node Architecture

[35]

2.2.2 InterPlanetary File System (IPFS)

The InterPlanetary File System (IPFS) is a peer-to-peer distributed �le system designed to address

the scalability and storage limitations inherent in traditional storage systems. By utilising content-

addressed storage and decentralised data retrieval mechanisms, IPFS o�ers a solution for managing

large datasets, making it advantageous for Internet of Things (IoT) applications [97].

IPFS utilizes a content-addressed storage model, assigning each �le a unique cryptographic hash

(CID) to ensure data integrity and facilitate e�cient retrieval. Files are divided into smaller chunks,

each with its own CID, enabling distributed storage and retrieval. A Distributed Hash Table (DHT)

maps CIDs to nodes storing the data, allowing users to locate and access �les e�ciently by querying

the nearest node [98]. Fig 2.3 illustrates the structure of a Content Identi�er (CID) used in IPFS. A

CID is a self-describing identi�er that ensures data integrity and supports content-based addressing.
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Figure 2.3: CID Structure [1]

The CID consists of four main components:

1. Multibase Pre�x : Indicates the encoding of the CID, such as base32 (denoted by "b" in

the �gure).

2. CID Version : Speci�es the version of the CID, with v0 and v1 currently in use (v1 shown

here).

3. Multicodec Identi�er : De�nes the data format (e.g. protobuf or JSON).

4. Multihash : A hash digest of the data, which includes metadata about the hashing algorithm

(typically sha2-256) and the length of the content hash (32 bytes by default).

These components make the CIDs 
exible and interoperable, supporting various encoding and

hashing formats for future-proof data representation [99], [1]. In IoT environments, IPFS enhances

scalability by distributing data storage across multiple nodes, reducing reliance on central servers.

This decentralised architecture improves data availability, fault tolerance, and cost-e�ciency, align-

ing with the dynamic and expansive nature of IoT systems.[33].

Despite its scalability and e�ciency in decentralised storage, the IPFS faces signi�cant limitations

regarding data security and access control. Unlike centralised storage systems that often include

built-in encryption and access restrictions, IPFS lacks these intrinsic features, requiring applications

to implement custom encryption protocols to maintain con�dentiality - a necessity that increases
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development complexity and may introduce vulnerabilities if encryption is improperly applied [100].

Furthermore, IPFS's content identi�er (CID) approach allows anyone with the CID to access the

corresponding data, which can be problematic in applications handling sensitive information, such

as healthcare and IoT [101]. To address these issues, Wang et al. [102] have explored hybrid

models that integrate IPFS with blockchain, utilising blockchain's decentralised consensus and im-

mutable ledger to secure data access and integrity. This integration leverages blockchain's security

strengths to complement IPFS's scalable storage capabilities, providing a balanced solution for

distributed data management in IoT applications [103]. However, this combination also introduces

new challenges, such as increased system complexity and potential latency, indicating the need

for further studies to optimise these models without compromising IPFS's scalability [104]. IPFS

has a variety of implementations, each for speci�c environments and use-cases. The most notable

implementations are as follows:

ˆ Helia (JavaScript) : The most popular JavaScript implementation, suitable for use as a long-

running process in Node.js and constrained environments like browsers. (Formerly known as

js-ipfs)

ˆ Kubo (Go) : The original and most widely used IPFS implementation. It supports advanced

features such as managing multiple Kubo nodes through ipfs-cluster. IPFS Cluster enables

data orchestration across a swarm of IPFS daemons by allocating, replicating, and tracking

a global distribution among multiple Kubo peers.

ˆ Elastic IPFS (Go) : A cloud-native IPFS implementation designed to optimize IPFS for

elastic and scalable infrastructure.

ˆ Iroh (Rust) : An e�ciency-focused system for syncing data with CIDs. While it's IPFS-

based, it is not fully interoperable with standard IPFS implementations (refer to Iroh docu-

mentation for details).

ˆ IPFS Desktop : A user-friendly application that allows users to leverage IPFS on the desktop

without requiring terminal commands.

The IPFS Desktop application [97] is utilised for IPFS nodes' peering and data storage. This

choice is driven by its simplicity and ease of setup, aligning with the objectives of facilitating data

management during experimentation.
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2.2.3 Comparison of Blockchain and IPFS

Table 2.2 compares Blockchain and IPFS for IoT applications, focusing on di�erences in function,

scalability, speed, security, and cost-e�ectiveness.

Table 2.2: Comparison of Blockchain and IPFS in IoT Applications

Aspect Blockchain IPFS

Primary Function

[98] [105]

Immutable ledger for secure,

tamper-resistant record-

keeping.

Decentralised �le system for scal-

able and e�cient data storage.

Data Type Sup-

ported [98] [106]

Best suited for transactional

and metadata storage.

Optimised for storing large �les

such as multimedia and sensor

data.

Scalability [107] Limited scalability due to

block size and throughput

constraints.

Highly scalable as storage capac-

ity increases with the addition of

nodes.

Speed and

Throughput

[26]

Slower data processing speeds

due to consensus protocols

(e.g., POW, POS).

Faster retrieval using P2P

communication and content-

addressing mechanisms.

Data Security [98] Strong data integrity and au-

thenticity via cryptographic

hashing and consensus mech-

anisms.

Requires external encryption and

access control measures for data

security.

Cost E�ectiveness

[108], [109]

Expensive due to high compu-

tational and storage costs

Cost-e�ective as storage costs are

distributed among participating

nodes in the network.

Integration Po-

tential [105], [110]

Combining with IPFS pro-

vides a hybrid solution with

IPFS for secure, scalable IoT

data management.

Addresses blockchain's storage

limitations, enabling manage-

ment of large-scale IoT data.

The table also highlights how these technologies can complement each other. For instance, Blockchain
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is ideal for applications requiring strong data security and traceability, such as supply chain man-

agement or �nancial transactions, while IPFS is better suited for scenarios involving large data

volumes, such as multimedia storage or IoT sensor data aggregation. The integration of both tech-

nologies has signi�cant potential to create a hybrid solution that combines secure data management

with scalable storage capabilities, addressing the diverse needs of IoT environments.

2.3 Approaches to Optimise Blockchain Storage

As blockchain networks face signi�cant challenges in managing on-chain data storage, particularly

with increasing transaction volumes and larger datasets. Various methods have been proposed

to address these challenges, focusing on optimising storage while preserving data integrity and

scalability. These methods are described as follows:

1. Distributed Storage with IPFS : Zheng et al. [111], Zhou et al. [77], and Chou et al. [112]

discuss the integration of IPFS with the Bitcoin blockchain to o�oad storage requirements.

By distributing data across a peer-to-peer network, IPFS reduces the burden on full nodes

while maintaining data availability and integrity.

2. Fountain Codes for Data Encoding : Kadhe et al. [113] propose using fountain codes,

a method of e�cient data encoding, to compress blockchain data. This approach minimizes

redundancy and optimizes storage without compromising transaction veri�ability.

3. Distributed Hash Tables (DHT) : Abe et al. [76] introduce DHT for load balancing, ensur-

ing that blockchain data is distributed e�ciently across network participants. This strategy

reduces the storage burden on individual nodes while maintaining decentralised control.

4. Sharding : This involves partitioning a blockchain network into smaller parallel chains, known

as shards, each responsible for a subset of transactions. This technique enhances throughput

and reduces storage burdens on individual nodes. Studies by Wang et al. [114] and Zheng

et al. [115] demonstrate its e�ectiveness in addressing scalability challenges by distributing

transaction data loads across multiple shards.

5. Compression : This incorporates techniques that reduce the size of blockchain data through

advanced encoding methods, ensuring that compressed data requires less storage. Farahat
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et al. [116] and Karthik et al. [117] explored innovative compression algorithms tailored to

blockchain systems, highlighting their potential to signi�cantly decrease storage demands.

6. Deduplication : This technique eliminates redundant data by checking and removing du-

plicate records during pre-processing. This ensures storage space is optimised without com-

promising data integrity. Liu et al. [118] provided a detailed framework for integrating

deduplication processes into blockchain systems, yielding considerable storage savings.

7. Indexing : This creates compact data structures to improve the e�ciency of accessing and

retrieving blockchain data. Chen et al. [119] discussed the use of lightweight indices for

blockchain records, which facilitated faster data retrieval while minimising storage space re-

quirements.

8. Layer-2 solutions (e.g., Lightning Network) : Layer-2 solutions, particularly the Light-

ning Network (LN), have emerged as promising approaches to address Bitcoin's scalability

issues [120]. LN enables o�-chain transactions, improving throughput and reducing fees [121].

However, studies have revealed centralisation concerns, with few highly active nodes acting

as hubs [122]. This centralisation impact network e�ciency and resilience [123].

These solutions collectively aim to address the scalability issues inherent in the Bitcoin blockchain

and other blockchain protocols. Distributed storage approaches like IPFS o�er a promising pathway

to reduce node requirements, and blockchain storage constraints.

2.4 Hybrid Blockchain-IPFS Models

The integration of blockchain and the InterPlanetary File System (IPFS) has emerged as a promis-

ing approach to overcome the inherent limitations of using either technology independently. This

hybrid model addresses key challenges such as data integrity, scalability, privacy, and availability,

making it a highly e�cient solution for secure, decentralised data management [124], [59].

2.4.1 Challenges with Blockchain-Only and IPFS-Only Systems

Blockchain, while o�ering robust security, transparency, and immutability, faces critical limitations:
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ˆ Storage Constraints : Blockchain requires data replication across all nodes, leading to

ine�ciencies and scalability challenges [125].

ˆ High Costs and Performance Issues : On-chain storage is expensive, and large data

volumes reduce transaction processing speeds [126].

On the other hand, although IPFS provides scalable, distributed storage, it has the following

drawbacks:

ˆ Limited Security Features : IPFS lacks native mechanisms for data authenticity or trace-

ability, making it susceptible to tampering [127].

ˆ Access Control Gaps : Privacy concerns arise due to insu�cient mechanisms for secure

access to sensitive data [128].

Hybrid models capitalize on the complementary strengths of blockchain and IPFS:

ˆ Data Anchoring : Storing large datasets on IPFS and metadata on blockchain reduces on-

chain storage needs while maintaining data integrity [127], [129].

ˆ Encryption for Privacy : Combining encryption techniques with IPFS enhances data pri-

vacy and ensures secure access [128], [59].

ˆ Scalability : Hybrid models improve scalability by o�oading large �les to IPFS, leaving

blockchain to manage essential metadata [125], [130].

The primary motivation for integrating blockchain with IPFS is to address the storage ine�cien-

cies of traditional blockchain systems. Blockchain's append-only nature leads to continuous data

growth, causing storage bloat and high costs [131]. By leveraging blockchain's security and IPFS's

scalability, hybrid systems provide enhanced Integrity and improved E�ciency [132]. Although

hybrid models o�er signi�cant bene�ts, challenges like privacy, access control, and interoperability.

The next subsection explores the implementation of a hybrid Substrate-based blockchain and IPFS

model designed to address these challenges.
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2.4.2 Examples of Blockchain and IPFS Data Storage

Recent research demonstrates the e�ectiveness of combining blockchain and IPFS technologies

for e�cient and secure decentralised data storage. This hybrid approach addresses blockchain's

inherent storage limitations by leveraging IPFS for o�-chain data storage while maintaining data

integrity through blockchain-stored hashes [130]. The implementation process, as outlined by Vish-

niakou et al. [133], involves environment con�guration, IPFS node integration, and smart contract

development on blockchain platforms. Amasala et al. [134] demonstrated how this system assigns

unique product identi�ers and employs cryptographic techniques for data encryption, ensuring both

user privacy and transaction immutability. Balachandar et al. [135] highlighted IPFS's e�cient

data sharding and retrieval capabilities, which enhance data accessibility and fault tolerance in

distributed environments. For implementation, the process begins with cloning the Polkadot SDK

repository [136], which provides a standalone Substrate node template for establishing network

connections. The functionality is extended through custom pallet modules developed in Rust pro-

gramming language [137], enabling specialized features for the blockchain network. The integration

of IPFS with Substrate blockchain provides a robust foundation for developing decentralised storage

solutions that combine Substrate's 
exibility with IPFS's distributed storage capabilities.

2.5 Evaluating the Hybrid Blockchain-IPFS Model's Performance

The evaluation of the hybrid blockchain-IPFS model examines key performance metrics such as

throughput, latency, scalability, and data storage utilisation. These metrics provide insights into

the model's e�ciency and potential for decentralised data management. The following metrics are

commonly used in literature:

1. Block Size:

ˆ Impact: Determines scalability and throughput by limiting the number of transactions

per block.

ˆ Gap: Most blockchains struggle with �xed block sizes, which restrict high-frequency

data storage in real-time applications.

2. Block Time:



Section 2.5. Evaluating the Hybrid Blockchain-IPFS Model's Performance Page 27

ˆ Impact: Faster block times enhance transaction speed but can increase orphan rates,

reducing network consistency.

ˆ Gap: Achieving a balance between speed and reliability remains a challenge, even in

e�cient systems like Ethereum's Proof of Authority (PoA), which achieves 1000 TPS

[135].

3. Throughput (TPS):

ˆ Impact: High throughput is critical for scalability, particularly in data-intensive use

cases.

ˆ Gap: Blockchain often struggles to match centralised systems in TPS, despite improve-

ments like sharding, which compromise decentralisation [138]).

4. Security Level:

ˆ Impact: Ensures data integrity and resistance to attacks, essential in decentralised sys-

tems.

ˆ Gap: Security enhancements frequently increase latency and computational costs, re-

quiring further optimisation [139].

Ethereum's PoA consensus mechanism achieves a throughput of up to 1000 TPS and an average

data retrieval latency of 15 milliseconds when integrated with IPFS [135]. Additionally, George et

al. [140] reported that blockchain-based access control achieved: 95% genuine user detection rate,

95% search accuracy, and 2.25 seconds responsiveness for a blockchain size of 500 MB. However,

challenges remain with storage e�ciency and block con�rmation times, which limit Ethereum's

scalability.

Evaluations of permissioned blockchains like Hyperledger Fabric provide additional insights:

ˆ Scalability: Supports up to 200 TPS with latency in fractions of a second [141].

ˆ Block Size Optimization: Increasing block size to 100 transactions improves performance

[142].

ˆ Trade-O�s: Security optimizations often a�ect throughput and latency, requiring a balance

between these factors [138].
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The hybrid blockchain-IPFS models demonstrates signi�cant improvements in throughput, scala-

bility, and storage utilisation. However, challenges like adaptive block sizing and security-e�ciency

trade-o�s remain, forming critical areas for further research and optimisation. These �ndings lay

the groundwork for evaluating the model in subsequent chapters.

2.6 Chapter Summary

This Chapter has presented a comprehensive literature review exploring decentralised storage sys-

tems for Internet of Things (IoT) applications, focusing on blockchain technology and the In-

terPlanetary File System (IPFS). The research investigates innovative solutions to address data

management, security, and scalability in IoT environments. The chapter highlights the exponential

growth of data generation in IoT and the limitations of centralised storage systems. Blockchain

technology emerges as a promising alternative, o�ering a secure, immutable ledger that ensures

data integrity. The review examines a Substrate-based private blockchain, emphasizing its modu-

lar architecture that allows customization for IoT application requirements.

The InterPlanetary File System (IPFS) is explored as a peer-to-peer distributed �le system address-

ing scalability challenges. By using content-addressed storage with unique cryptographic hashes,

IPFS enables e�cient data retrieval and distribution across networks, making it advantageous for

managing large IoT datasets. Ethereum smart contracts are investigated as a solution for managing

data privacy and access permissions. Practical healthcare applications demonstrate their potential

to implement role-based access control and secure sensitive information, with examples including

a proof-of-concept smart contract for storing COVID-19 patient data.

A comparative analysis of blockchain and IPFS reveals their distinct characteristics. Blockchain

excels in data integrity but faces scalability challenges. IPFS o�ers scalable storage with limited

security features. The research suggests a hybrid approach for IoT data management. To address

blockchain's storage limitations, the study explores optimization strategies. Sharding partitions

network infrastructure, compression reduces data size, deduplication eliminates redundant infor-

mation, and indexing creates more compact data structures, enabling more e�cient decentralised

systems.

The development of a hybrid blockchain-IPFS model emerges as a key contribution. By combining
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blockchain's security mechanisms with IPFS's scalable storage, this approach aims to overcome

individual technology limitations and create a more e�cient data management solution for IoT

environments.

The chapter concludes that integrating blockchain and IPFS presents a promising approach to

addressing complex IoT data management challenges, o�ering enhanced security, scalability, and

cost-e�ectiveness.



Chapter 3

A Blockchain-based Secure Data

Collection Mechanism for IoT-based

Data

3.1 Introduction

This chapter presents the development and evaluation of a blockchain-based secure data collection

mechanism for Internet of Things (IoT) environments. The system addresses critical challenges in

IoT data management, including data integrity veri�cation, tamper prevention, and the elimination

of trusted third-party dependencies. Leveraging the inherent strengths of blockchain technology,

the system addresses critical challenges such as data integrity, tampering, and the need not to rely

on a trusted third party. The proposed solution integrates a Substrate-based blockchain framework,

complemented by the Application Programming Interface(API) and web-based explorer, to ensure

secure, tamper-resistant, and transparent data handling.

The chapter is structured as follows: Section 3.2 describes the motivations for developing the

blockchain-based mechanism. Further outlines the comprehensive system architecture and its core

components. Section 3.3 discusses the detailed implementation process, including blockchain setup,

API integration, and data 
ow mechanisms. Section 3.4 presents the results and performance

analysis. Finally, Section 3.5 summarises the chapter and highlights its contributions.

30
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3.2 The Proposed Blockchain-based Secure Data Storage

3.2.1 Motivations

Data integrity and trust face signi�cant challenges across various sectors, including healthcare, cloud

computing, and AI/ML ecosystems, due to increasing incidents of data tampering and fraudulent

activities [143], [144]. Traditional centralised systems rely heavily on third-party intermediaries

for data management, processing, and validation, raising critical concerns about trust and secu-

rity. This raises a critical question: can third parties always be trusted to maintain data integrity

and con�dentiality ? These intermediaries introduce vulnerabilities through potential unauthorised

modi�cations, data breaches, and lack of transparency in data handling. As noted by Duggineni

et al. [145], such vulnerabilities can result in substantial �nancial losses, reputational damage, and

legal consequences for organisations.

The centralised architecture inherently creates single points of failure, making these systems partic-

ularly vulnerable to cyberattacks and operational disruptions. A compromise in the central server

can lead to cascading e�ects, including widespread data loss or manipulation, ultimately undermin-

ing the reliability of critical data records. These systemic weaknesses highlight the urgent need for

a more robust, secure, and transparent data management mechanism. Blockchain technology o�ers

a promising solution through its tamper-resistant and immutable characteristics. As demonstrated

by Geyer et al. [146], blockchain provides particular value in industrial processes where multiple

stakeholders require secure data processing and sharing capabilities. Liu et al. [147] emphasise

how the decentralised architecture of blockchain eliminates single-authority dependencies, creat-

ing a trustless environment where participants can independently verify data integrity. Building on

these capabilities, this study develops a secure data collection mechanism for IoT devices, leveraging

blockchain's core properties of immutability, transparency, and cryptographic security.

3.2.2 System Design and Implementation

The focus of this section is to outline the design and implementation approach for blockchain-based

secure data storage. The implementation focuses on the following key aspects:

ˆ Ensure Data Integrity and Mitigate Tampering Risks: Develop a tamper-resistant
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system that prevents unauthorised data alterations during collection, transmission, and stor-

age. The system employs theBLAKE2b cryptographic hash function, which processes data

of any byte length 0 � l < 2128 [44]. The data is padded to form N = dl=128e blocks

m0; m1; :::; mN � 1, and hashed using:

h0  IV � P; (3.1)

hi +1  compress(hi ; mi ; i ); for i = 0 ; :::; N � 1; (3.2)

H (x)  hN ; (3.3)

where IV is the initialisation vector, P is the parameter block, and compress is the compres-

sion function. This ensures tamper detection, as even slight changes inx yield signi�cantly

di�erent hashes H (x).

ˆ Eliminate the Need for Trusted Third Parties: Leverage blockchain's decentralised

architecture to remove intermediaries, enhancing trustworthiness and transparency. Sub-

strate's consensus mechanisms, such as Proof of Authority (PoA), validate transactions using

deterministic rules:

C = Verify( T; R); (3.4)

whereC represents consensus,T is the transaction, and R is the validation logic implemented

in the blockchain runtime.

ˆ Enhance Data Security and Privacy: Utilise cryptographic techniques to secure trans-

actions and prevent unauthorised access. Each transactionT is signed using a private key

K priv and veri�ed using the corresponding public keyK pub:

Sig(T; K priv ) ! Verify( T; Sig; K pub): (3.5)

This ensures authenticity and prevents unauthorised transactions within the blockchain net-

work.

ˆ Enable Transparent and Immutable Data Storage: Design a system where data is

recorded immutably on the blockchain. Each data recordD is hashed using BLAKE2b:

H (D) = compress(IV � P; D); (3.6)

and stored as part of a transaction block, ensuring the data is traceable and tamper-proof.
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ˆ Support Scalable and E�cient Blockchain Operations: Optimise the blockchain's

runtime for e�ciently handling high volumes of data consumption data. The throughput TP

is evaluated as:

TP =
Total Transactions Processed

Total Processing Time
; (3.7)

ensuring the blockchain can handle the demands of real-time water metering systems.

This approach bridges the gap between secure IoT applications and the limitations of traditional

centralised solutions, demonstrating the potential of blockchain technology to revolutionise critical

data management systems.

3.2.3 System Architecture

The system architecture of the proposed blockchain-based secure data collection mechanism inte-

grates various components to ensure data integrity, transparency, and secure transmission. The

architecture uses a Substrate-based blockchain framework, which serves as the decentralised ledger

for recording and validating data storage. This blockchain interacts seamlessly with the application

programming interface (API) that facilitates data exchange. A user-friendly web-based interface

further enhances accessibility, querying, and real-time data validation. The architecture is divided

into three main components:

ˆ Blockchain Node: Serves as the system's backbone, managing data validation, storage, and

consensus among participating nodes.

ˆ IoT-based Data: Input data to insert and query on the designed system.

ˆ API and User Interface: Bridges the communication between the blockchain and the smart

water meter data input while providing an intuitive interface for querying and visualising data.

The following subsections provide a detailed description of each component and its role within the

system architecture.
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3.2.3.1 Blockchain Node

The blockchain node serves as the core component of any blockchain system, and its architecture

signi�cantly in
uences the entire network's functionality, scalability, and security. Understanding

the unique characteristics of a Substrate node, including its core services and libraries, is essential.

The substrate node consists of two primary components: the client and the runtime. These com-

ponents are logically separated, each ful�lling distinct roles within the blockchain system:

ˆ Core Client: The core client handles outer node services and manages network activity.

This includes peer discovery, managing transaction requests, achieving consensus with net-

work peers, and responding to remote procedure call requests. The client ensures seamless

communication and synchronisation between participating nodes, enabling decentralised op-

eration without reliance on a central authority.

ˆ Runtime: The runtime encapsulates all the business logic necessary for executing the state

transition function of the blockchain. This includes validating transactions, updating the state

of the blockchain, and implementing application-speci�c functionalities. The runtime operates

within a WebAssembly (Wasm) environment, ensuring high performance and compatibility

across di�erent platforms. WebAssembly (Wasm) is a low-level bytecode format that o�ers

near-native execution performance and is supported by all major browsers [148].

This separation of responsibilities between the core client and the runtime is a de�ning characteristic

of the implemented substrate nodes. It allows focus on data storage requirements within the runtime

while leveraging the client's robust network, storage, and consensus capabilities. The substrate node

has been presented in Figure 2.2; Chapter 2 is implemented, highlighting the interaction between

the client and the runtime.

In this study, the o�-chain indexing [149] mechanism has been chosen to store data hashes rather

than raw data to o�set system data storage. By storing only the cryptographic hash of the IoT

data on the blockchain, the system ensures data integrity and traceability while reducing on-chain

storage requirements. This approach allows the raw data to be securely managed o�-chain, ensuring

scalability and e�cient resource utilisation.

The blockchain node serves as the backbone of the proposed system, facilitating data storage valida-
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tion and interaction with API and other network components. Figure 3.1 illustrates the architecture

of a Substrate Blockchain Network integrated with data storage and hashing mechanism. In this

architecture, incoming data �les undergo cryptographic hashing using the BLAKE2 algorithm,

generating unique hash values that ensure data integrity. These hashes are transmitted through a

dedicated API to the Substrate blockchain network.

Within the blockchain network, a specialised data store pallet manages the systematic storage of

these hashes. The storage process begins at the genesis block and continues sequentially through

subsequent blocks, creating an immutable chain of data records. This design ensures the integrity

and traceability of stored data, making it particularly suitable for IoT-based datasets.

The blockchain node establishes secure communication channels with input data, processing their

hashed outputs. These outputs are permanently recorded as transactions within the blockchain's

sequential block structure (Block 1, Block 2, Block 3, etc.). A blockchain explorer provides a

user-friendly interface where accounts can query and verify stored data transparently to facilitate

data access and veri�cation. This comprehensive architecture ensures e�cient data 
ow while

maintaining robust security, integrity, and accessibility standards, essential for a reliable IoT-based

data management system.
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Figure 3.1: High-Level Architectural Design

3.2.3.2 API and User Interface

The Application Programming Interface (API) enables di�erent software applications to commu-

nicate and interact with each other. It serves as an interface between programs, allowing one

software to access functionalities of another software [150]. The API acts as the intermediary layer,
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connecting the data with the blockchain node to facilitate secure data storage and retrieval.

The API implementation employs FastAPI, a high-performance Python framework, to ensure e�-

cient and scalable communication. The API is designed with two primary endpoints:

1. Data Storage Endpoint : Accepts raw data from the IoT device, applies cryptographic

hashing, and stores the hashed data on the blockchain. A block hash is returned as a reference

for the stored data.

2. Data Retrieval Endpoint : Accepts a block hash as input and queries the blockchain to

retrieve the corresponding data, which is then returned to the requester.

A web-based user interface (UI) is developed for enhanced user interaction, allowing users to query

and view the data. The UI connects to the API and provides a user-friendly platform for con-

sumers to access their records while maintaining transparency. This ensures that consumers can

independently verify data accuracy without relying on a TTP.

As summarised in Table 3.1, the API provides endpoints for storing and retrieving data securely

and e�ciently.

Table 3.1: Summary of API Endpoints

Endpoint Method Description Input Output Status

Code

/StoreData POST Store hash data on the

blockchain.

Raw Data Block

hash

200 (Suc-

cess)

/GetData GET Retrieve stored data using the

block hash.

Block

Hash

Retrieved

data hash

200 (Suc-

cess)

Algorithm 3.1 outlines the pseudocode for the API work
ow, detailing its core functionalities.

These include receiving raw data from IoT-based devices, hashing the data using the BLAKE2b

algorithm, and submitting it as transactions to the blockchain for secure storage. Additionally, the

API enables data retrieval by querying the blockchain using block hashes, ensuring that only users

with the block hash can access the information.
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Algorithm 3.1 Pseudocode for API Work
ow for Blockchain-based Data Storage
1: Module: De�ne the API endpoints

2: POST Endpoint: /StoreData

3: Accept raw data

4: Hash the raw data usingBLAKE2b

5: Compose a blockchain transaction to store the hashed data

6: Submit the transaction to the blockchain

7: Return the resulting block hash

8: GET Endpoint: /GetData

9: Accept a block hash as input

10: Query the blockchain using the provided block hash

11: Retrieve the corresponding stored data

12: Return the retrieved data to the requester

13: Helper Functions:

14: Function insertData(raw data)

15: Compose a blockchain call to store hashed data

16: Sign the transaction with the blockchain node's keypair

17: Submit the transaction and obtain the block hash

18: Return the block hash as a reference

19: Function queryData(block hash)

20: Retrieve the block using the provided block hash

21: Parse the block to extract the required data

22: If data exists, return the data value

23: Otherwise, return an error message

24: Run API:

25: Host the FastAPI application locally or on a server

26: Handle POST and GET requests concurrently

27: Ensure secure and e�cient handling of requests

By integrating the API and UI with the blockchain system, this study achieves a seamless and

secure mechanism for data management, addressing the core challenges of data integrity, privacy,

and trust.
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3.3 Implementation

This section details the development of the blockchain using the Substrate framework, the inte-

gration of the Application Programming Interface (API), and the testing of the system to ensure

secure data management, e�cient data retrieval, and seamless interaction between the blockchain

nodes. The implementation is divided into two key components:

1. Blockchain Development: This subsection describes the process of creating and con�gur-

ing a private blockchain using Substrate, including the development of a custom pallet for

storing and retrieving data. The implementation ensures data integrity, security, and tamper

resistance using cryptographic hashing and immutable ledger mechanisms. Details on how

the blockchain node is con�gured and optimised for IoT applications are also presented.

2. API Integration: This subsection covers the development and integration of an API to fa-

cilitate communication between the data and the blockchain node. The API handles requests

to store and retrieve data on the blockchain using block hashes, ensuring secure, e�cient,

and scalable data management. The subsection also highlights the testing framework and the

con�guration of endpoints to optimise system performance.

This section aims to provide a comprehensive understanding of the technical steps undertaken to

achieve the key implementation approaches outlined in this study. It bridges the gap between theo-

retical design and practical implementation, demonstrating the feasibility of the proposed solution

in real-world applications.

3.3.1 Blockchain Development

The blockchain was implemented using the Substrate framework, which provides a modular and

extensible platform for creating custom blockchains. Substrate's architecture comprises a runtime

environment for executing state transition logic and an outer node service layer for handling network

activity, transaction validation, and consensus mechanisms. The Substrate node template was

cloned from the Polkadot GitHub repository [136] to serve as the foundation for the blockchain

setup.



Section 3.3. Implementation Page 40

3.3.1.1 Hardware and Software Speci�cations

The setup required the following hardware speci�cations, chosen to meet the computational and

storage demands of the private Substrate blockchain network:

ˆ MacBook Pro with an M1 chip: The M1 chip o�ers high performance with its ARM-based

architecture and e�cient energy usage, making it well-suited for running resource-intensive

blockchain nodes and development environments

ˆ 16 GB RAM: Su�cient memory is critical for handling multiple processes simultaneously,

including running the Substrate node, executing smart contracts, and conducting performance

evaluations without system lag.

ˆ macOS Sonoma: This macOS version ensures compatibility with the latest tools and libraries

required for Substrate development, including Rust and WebAssembly environments.

ˆ At least 10 GB of available storage for the Substrate blockchain node: This storage capacity

accommodates the blockchain ledger, node con�guration �les, and transaction data, ensuring

smooth node operation during the development and testing phases.

The following software components were used:

ˆ The Substrate node.

ˆ Required dependencies included:

{ Protobuf: For protocol bu�ers serialisation.

{ Openssl: To ensure secure communications.

{ Cmake: A cross-platform tool for managing the build process.

{ Rust: The programming language used for Substrate development.

The BLAKE2b cryptographic hashing algorithm was utilised for hashing operations, o�ering high

performance and security for generating unique data �ngerprints.

The implementation required a broadband Internet connection to set up the Substrate node and

interact with the blockchain testnet.
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3.3.1.2 Custom Pallet Development

A custom pallet was developed to handle the secure storage and retrieval of the data. The pallet

implements the following functionalities:

ˆ Data Storage: Allows the storage of hashed data in a decentralised manner.

ˆ Event Logging: Emits events whenever data is stored or retrieved.

ˆ Error Handling: Ensures robustness by handling duplicate or missing data cases.

The pallet code is structured to de�ne the con�guration trait, storage items, events, and dispatch-

able functions. Algorithm 3.2 outlines the pseudocode for the implemented pallet's core function-

ality. The pseudocode is a basic structure for creating customised pallets [151]; it begins with

de�ning the pallet module and the con�guration trait. This con�guration trait speci�es the nec-

essary characteristics and types, including an Event type, which allows the pallet to emit custom

events within the blockchain framework.
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Algorithm 3.2 Pseudocode of Custom Pallet for Data Storage and Retrieval
1: Module: De�ne the pallet module

2: Trait: De�ne a con�guration trait for the pallet

3: Event: De�ne an event type associated with the pallet

4: Storage Item: De�ne storage for the pallet

5: StorageMap : DataStore<T: Config>

6: Event Declaration:

7: De�ne events to emit DataStored event for stored data

8: Error Handling:

9: De�ne errors, including NoneValueand StorageOverflow

10: Dispatchable Functions:

11: Function store data(origin, value)

12: Verify that the function is called by a signed user

13: Update the storage with the provided value

14: Emit an event to con�rm data storage

15: Return success

16: Function get data(origin)

17: Verify that the function is called by a signed user

18: Check if data exists for the sender

19: If data exists, log the value

20: If no data is found, return an error

3.3.1.3 Node Deployment

The blockchain node was deployed in a local testing environment, enabling e�cient development and

debugging. The setup required at least 8 GB of RAM, 10 GB of storage, and a broadband Internet

connection. The blockchain node was con�gured to include the custom pallet, and the functionality

was tested using various transactions to ensure data integrity and consistency. Multiple nodes were

added to the private chain following the Substrate node tutorial guidelines [152].

Figure 3.2 provides a detailed view of the node information interface for the Substrate-based

blockchain network. This interface plays a crucial role in monitoring and managing the opera-

tional health of the blockchain nodes. It displays a list of connected peers, their unique node
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identi�ers, synchronisation status, and the current best hash for the blockchain. These metrics are

pivotal in assessing the overall stability and functionality of the private blockchain network.

Figure 3.2: Blockchain Explorer - Node Information and Peering Metrics

The "best hash" column shown in the interface serves as a veri�cation mechanism for block propaga-

tion, con�rming that each node has reached a consensus on the most recent block. The "best hash"

uniformity across all connected peers indicates the successful implementation of the blockchain's

consensus algorithm, a hallmark of a well-functioning and decentralised network.

Moreover, the interface highlights the number of connected peers, a key metric for evaluating the

network's scalability and fault tolerance. Multiple connected peers ensure redundancy and resilience

against node failures, thus enhancing the system's reliability. The absence of pending extrinsics

in the interface further demonstrates the e�ciency of the blockchain network, with all submitted

transactions being processed and included in the blockchain without delays.

In the context of this study, the interface validates the robustness of the deployed Substrate-based

blockchain network. This setup meets secure and decentralised data collection requirements in IoT

environments by ensuring accurate block propagation and e�cient transaction processing.

The successful deployment and monitoring of blockchain nodes are critical for ensuring the seamless

operation of a distributed ledger. Figures 3.3 to 3.11 depict the real-time operational states of
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individual nodes deployed in the proposed substrate-based blockchain network as data storage.

Each output provides detailed information about the node's activity, including the number of

connected peers, imported blocks, �nalised blocks, and data transfer rates. These parameters are

essential for evaluating the health and synchronisation of the network. The data transfer rates

indicate active communication with other peers in the network, ensuring that the node contributes

to the blockchain's consensus mechanism.

Figure 3.3: Operational state of Node00

Figure 3.4: Operational state of Node01

Figure 3.5: Node03 maintains stable communication and synchronisation

Figure 3.6: Operational state of Node04
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Figure 3.7: Operational state of Node05

Figure 3.8: Operational state of Node06

Figure 3.9: Operational state of Node07

Figure 3.10: Operational state of Node08

Figure 3.11: Final deployment state of Node09
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3.3.2 API Integration

The Application Programming Interface (API) is the communication layer between the input data

and the blockchain private network. Two primary endpoints were implemented:

1. /StoreData (POST) : Accepts input data, hashes it using BLAKE2b, and submits it to the

blockchain for secure storage.

2. /GetData (GET) : Accepts a block hash as input and retrieves the corresponding data from

the blockchain.

The API interacts with the private blockchain using the Substrate Interface library. It composes and

submits transactions for data storage and queries the blockchain for data retrieval. The interaction

involves:

ˆ Creating extrinsic to store hashed data on-chain.

ˆ Querying the blockchain using block hashes to fetch stored data.

Figure 3.12 shows the API interface, which documents the API endpoints used for secure interac-

tions with the blockchain node. The /store data endpoint enables the submission of hashed data

to the blockchain for storage, while the/�nd data endpoint facilitates retrieving stored data using

a block hash.
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Figure 3.12: FastAPI Documentation Interface for API Endpoints.

3.4 Testing and Performance Results

This section evaluates the functionality and performance of the developed blockchain-based system,

focusing on key metrics, including block time, block size, and API performance. This evaluation

approach is inspired by the methodologies presented in Bowden et al. [153] and Pacheco et al. [154],

who established frameworks for analysing blockchain performance metrics without stored data to

assess baseline system e�ciency.

3.4.1 Performance Analysis and Results

The system exhibited consistent performance with an average block time of 7.2 seconds and a

standard deviation of 2.1 seconds, demonstrating strong stability in block generation. Observations

ranged from 5.986 to 18.008 seconds, with 90% of blocks generated within 8.5 seconds. Figure 3.13

illustrates the distribution of block times and corresponding block sizes across the last 50 blocks.
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Figure 3.13: Block Time and Block Size Distribution Analysis Over 50 Consecutive Blocks

The system demonstrated robust handling of transaction peaks through dynamic block size adjust-

ment, aligning with recent �ndings on optimised throughput mechanisms [155]. This capability

represents a signi�cant advancement over traditional blockchain architectures, with the implemen-

tation automatically adjusting block parameters based on network conditions, enabling e�cient

resource utilisation during varying transaction loads.

In comparison with leading blockchain platforms, Bitcoin operates with a �xed 1 MB block size,

limiting throughput to approximately 7 TPS and creating notable scalability constraints [25]. Its av-

erage block time of 10 minutes [156] contrasts sharply with the implemented system's performance.

Ethereum, while more 
exible with variable block sizes governed by gas limits and a 15-second

block time [157], experiences network fee escalation and processing delays during congestion [154],

[47].

These comparisons must be considered within their respective contexts, accounting for di�erences in

consensus mechanisms (POW vs. POA), network scale, and security requirements. The Substrate-

based implementation, optimised for IoT data-intensive applications, demonstrates distinct advan-

tages regarding block processing speed and size 
exibility.
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While this chapter focused on establishing the blockchain's security bene�ts and performance met-

rics without actual data storage, evaluating the system under real-world conditions with large IoT

datasets remains critical. The challenge of blockchain storage bloat when handling substantial

data volumes presents an essential consideration for practical implementation. Integration with

decentralised storage solutions such as InterPlanetary File System (IPFS) o�ers a promising ap-

proach to address these scalability concerns while maintaining the security bene�ts of blockchain

technology. Chapter 4 addresses these limitations by introducing IPFS integration, conducting

comprehensive testing with large IoT datasets, and providing direct performance comparisons with

Ethereum-based implementation.

3.4.2 API Performance and System Capabilities

The API infrastructure demonstrated robust performance characteristics under various load con-

ditions. It successfully managed up to �ve simultaneous requests during peak operational periods

without signi�cant performance degradation. It achieved peak data transfer volumes exceeding 300

kilobytes, demonstrating e�cient handling of large IoT data payloads (Figure 3.14).

Figure 3.14: API Performance Analysis: Request Distribution and Data Transfer Metrics

These metrics align with established benchmarks for blockchain API performance in IoT contexts
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[158], suggesting suitable capabilities for real-world applications. The consistent handling of con-

current requests demonstrates the system's suitability for IoT applications requiring real-time data

management. The results establish that the Substrate-based blockchain is a promising option for

traditional systems for decentralised IoT data collection applications. The performance metrics

demonstrate signi�cant block processing speed, size 
exibility, and API throughput advantages.

Future work will focus on comprehensive evaluation under extensive data load conditions and op-

timisation for speci�c use cases in IoT environments.

3.5 Chapter Summary

This chapter has presented a comprehensive examination of a blockchain-based secure data collec-

tion mechanism for IoT-based data, focusing on data integrity, tampering prevention, and elim-

inating reliance on trusted third parties. The solution integrates a Substrate-based blockchain

framework with an API and web-based explorer to ensure secure, tamper-resistant, and transpar-

ent data handling.

The implemented system demonstrates several key achievements. First, it successfully leverages the

BLAKE2b cryptographic hash function to ensure data integrity and tamper detection, processing

data of any byte length and generating unique hashes that make modi�cations detectable. Sec-

ond, the architecture eliminates trusted third parties through Substrate's consensus mechanisms,

particularly Proof of Authority (PoA), which validates transactions using deterministic rules.

The system's three main architectural components - the blockchain node, IoT-based data input, and

API with user interface - work together to provide robust data management. Performance testing

revealed consistent block times averaging 7.2 seconds and e�cient handling of transaction peaks

through dynamic block size adjustment. The FastAPI-based API demonstrated strong performance,

managing up to �ve simultaneous requests during peak operational periods.

The integration of blockchain technology with privacy-preserving techniques demonstrates a prac-

tical approach to secure IoT data management. The system provides a scalable and secure solution

through the combination of cryptographic hashing, consensus mechanisms, and e�cient API de-

sign. These results suggest signi�cant potential for adaptation across various IoT applications, with

implications for improving data security and trust in IoT ecosystems. Future work could focus on
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optimising performance under varied load conditions and expanding the system's capabilities for

speci�c IoT use cases.



Chapter 4

Advanced Blockchain-Enabled IPFS

Integration for Scalable Data Storage

4.1 Introduction

This chapter extends the blockchain system proposed in Chapter 3 by integrating IPFS for scalable,

decentralised data storage. Through comparative experiments using real-world datasets, this also

evaluates the performance of Substrate-IPFS integration against an Ethereum-based blockchain

system. The evaluation focuses on three critical metrics: data hash storage, block con�rmation time,

block size, and Throughput as transaction per second(TPS). The chapter also explores integrating

smart water meter data and infrared images, leveraging IPFS's decentralised architecture and

Substrate's modularity for enhanced scalability and e�ciency.

Key enhancements include using IPFS for o�-chain storage, which alleviates the storage limitations

inherent in Substrate and Ethereum and applying the Blake2 hashing algorithm to ensure robust

data privacy and security. Additionally, extrinsic execution should be used instead of API for data

storage and retrieval. This hybrid system is particularly suited for managing large datasets, such

as smart water meter readings, where blockchain systems alone struggle to maintain e�ciency and

scalability. The Substrate-IPFS model demonstrates signi�cant advantages through comparative

analysis, including reduced storage sizes, faster block con�rmation times, and lower transaction

costs compared to Ethereum-based solutions.

52
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This chapter is organised as follows. Section 4.2 discusses the motivations of the proposed Blockchain-

IPFS system. Section 4.3 presents the system architecture, including IPFS nodes, blockchain cus-

tomisation, and integration mechanisms. Section 4.4 discusses the datasets used, their structure,

and preprocessing or sampling. Section 4.5 discusses and analyses the performance metrics of the

hybrid system, supported by detailed evaluation and experimental results with testing. Finally,

Section 4.6 concludes the chapter by summarising the key �ndings and highlighting areas for future

research.

4.2 Motivations

The integration of blockchain and IPFS addresses pressing challenges in scalable data storage, par-

ticularly in the context of IoT data-intensive applications. This section explores the key motivations

driving this advanced solution.

4.2.1 Storage Challenges in Blockchain Systems

Blockchain systems face signi�cant storage challenges, particularly in Bitcoin and Ethereum. Khan

et al. [159] highlight that the continuous growth of blockchain data leads to increasing storage

demands, a�ecting scalability and node participation. Xia et al. [160] further demonstrate these

scalability issues through detailed analysis of blockchain storage patterns. As Eisenbarth et al.

[161] conclude, Ethereum's approaching 1 TB storage limit could signi�cantly reduce the number

of full nodes.

Several researchers have proposed solutions to address these challenges. Zhang et al. [162] suggest

column-based learned storage as an optimization approach, while Chou et al. [163] advocate for

data classi�cation and o�-chain storage solutions. Xu et al. [164] present consensus unit-based

storage as an alternative approach, and Worley et al. [165] explore the potential of sidechains.

Despite these advances, Shaikh et al. [166] identify persistent challenges in balancing storage

e�ciency with data integrity, security, and decentralisation.
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4.2.2 Limitations of Traditional Approaches

Traditional approaches to data storage face signi�cant limitations when dealing with IoT data.

As Krishnamurthi et al. [167] demonstrate, these systems struggle with handling heterogeneous,

large-scale, and dynamic data. Dine et al. [168] further elaborate on how conventional database

management systems struggle with the diversity and volume of IoT-generated data and data secu-

rity.

Sarabia-Sacome et al. [169] propose new approaches, such as fog computing and distributed storage

systems, to address these limitations. Abu-Elkheir et al. [170] suggest federated, data-centric

frameworks as potential solutions, while Lee et al. [171] explore hybrid architectures combining

decentralised storage with centralised management systems.

4.2.3 Hybrid Storage Solutions with IPFS

Recent research explores hybrid blockchain and IPFS solutions for secure and e�cient data storage

in various domains. Kumar et al. [172] demonstrate how storing large data o�-chain in IPFS while

keeping only content-addressed hashes on the blockchain signi�cantly improves storage e�ciency.

Saif et al. [59] and Alizadeh et al. [132] show how this hybrid model ensures data immutability,

traceability, and availability while reducing blockchain ledger size.

In the logistics sector, Capocasale et al. [173] describe how IPFS coupled with blockchain technology

e�ectively addresses data bloating issues. Darabseh et al. [174] highlight the bene�ts for the

construction industry through increased reliability in document exchanges and �le immutability.

Additionally, Fong et al. [175] propose multi-authentication mechanisms to enhance the security

of IPFS-based storage systems. The combination of IPFS's distributed storage with blockchain's

immutable ledger creates a robust foundation for secure, scalable data management for IoT data-

intensive applications.

4.3 System Design and Architecture

This section details the design and architecture of the proposed system integrates IPFS as the

o�-chain storage layer and a Substrate-based blockchain for on-chain cryptographic hash storage.



Section 4.3. System Design and Architecture Page 55

The roles of the system components are described as follows:

4.3.1 IPFS Integration

IPFS nodes form a distributed network that serves as a decentralised storage layer for actual data

�les. These nodes collectively store and replicate data as data objects, facilitating cost reduction

and enhancing download speeds. Data �les submitted to IPFS nodes are distributed across the

network without duplication, even for large data volumes. IPFS data objects have a maximum

capacity of 256 KB. If the data exceeds this limit, it is split into multiple IPFS objects and linked

together as demonstrated in Figure 4.1. Content Identi�ers (CIDs) are used to retrieve the data

�les stored on the IPFS network. The integration with blockchain works through CIDs, which

are cryptographic hashes representing the �le's content. These CIDs are stored on-chain while the

actual data �les reside o�-chain in the IPFS network. This approach ensures:

ˆ Data integrity through cryptographic hashing

ˆ Reduced on-chain storage requirements by keeping only essential metadata

ˆ E�cient retrieval of large �les through distributed nodes

Figure 4.1: IPFS CID Hash Modelling
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4.3.2 Blake2 Hashing Function

Although IPFS uses the SHA-256 hashing algorithm to generate CIDs, these identi�ers include

metadata and are not purely �le hashes [176]. In this system, Blake2b hashing is employed to

generate compact and unique hash values for storage on the blockchain. Blake2b o�ers a signi�cant

performance advantage compared to traditional hashing algorithms such as MD5, SHA-1, and

SHA-3.

As shown in Figure 4.2, Blake2 achieves hashing speeds exceeding 947 MiBps, making it highly

e�cient for large-scale data systems. The implementation takes CIDs as input and generates a

unique hash value, ensuring the privacy and integrity of data on the blockchain.

Figure 4.2: BLAKE2 | fast secure hashing [2]

4.3.3 Substrate-Based Private Blockchain

The Substrate-based blockchain forms the core of the proposed system by securely storing cryp-

tographic hashes in each block. This ensures a high degree of privacy and tamper-resistance for

o�-chain data. The key functionality of the blockchain is de�ned through a custom pallet, which

is a modular component that extends and builds the runtime logic of Substrate-based blockchains.

The private blockchain setup and implementation is presented in Chapter 3.
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4.3.4 Proposed Blockchain-Enabled IPFS Integration for Scalable Data Storage

The system implements a hybrid storage solution that combines blockchain's immutability with

IPFS's distributed storage capabilities. This integration operates through three primary compo-

nents that work in concert to ensure secure and scalable data management. The IPFS nodes serve

as the distributed storage layer, managing data �les through a peer-to-peer network architecture.

When �les are submitted to the system, they are distributed across multiple IPFS nodes, ensur-

ing redundancy and availability. Each node maintains a portion of the data, creating a resilient

storage network that mitigates single points of failure. The integration process employs Blake2b, a

cryptographic hash function, to generate secure identi�ers for data stored in IPFS. A Python script

automates this process through the following steps:

1. Data �les are submitted to IPFS nodes for distributed storage

2. The system retrieves the IPFS Content Identi�er (CID) for each stored �le

3. Blake2b generates a cryptographic hash of the CID

4. The resulting hash is submitted as an extrinsic to the blockchain network

The Substrate blockchain network, through a custom pallet implementation, stores these cryp-

tographic hashes on-chain. This approach ensures data integrity while maintaining the system's

scalability by keeping only essential reference data on the blockchain. The custom pallet provides:

ˆ Secure storage of �le reference hashes

ˆ Veri�cation mechanisms for data integrity

ˆ E�cient retrieval of �le locations through CID mapping

As illustrated in Figure 4.3, this architecture creates a seamless pipeline from data submission

through storage and veri�cation. The private blockchain network leverages Substrate's extensibility

while IPFS handles scalable o�-chain storage, resulting in a robust decentralised storage solution.
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Figure 4.3: Blockchain-Enabled IPFS with Substrate Blockchain Network

4.3.5 Ethereum Smart Contract Design

To complement the Blockchain-enabled IPFS integration, an Ethereum smart contract was deployed

on the Ethereum Sepolia testnet using Remix IDE [177] and MetaMask [178] wallet integration.

This smart contract serves as a comparative implementation against the proposed Substrate-based
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and Ethereum-based blockchains. Algorithm 2.1 implements a secure mechanism for managing

access to sensitive data, particularly infrared images. The contract enables account-centric control,

allowing users to grant or revoke access to their data while maintaining a traceable record of

authorisations. The key features of the developed smart contract:

1. Account-Centric Access Control:

ˆ The account, as the owner of the data, can approve or deny access to their image based

on the hash validation.

ˆ Unauthorised attempts to access data are automatically denied, ensuring security.

2. Event-Driven Architecture:

ˆ Events such asRequestaccepted, Requestdenied, and HashUploadTime provide real-time

logging of contract interactions, enhancing traceability and accountability.

3. Timestamp Recording:

ˆ Modi�ed the contract to record and calculate the time taken for hash uploads, o�ering

insights into system latency.

4. Integration with Ethereum Wallet:

ˆ Utilised MetaMask for signing transactions, making it user-friendly and accessible.

The high-level 
ow of the smart contract's functionality is illustrated in Figure 4.4. showcases the

interaction between the account, the requester and the smart contract on the Ethereum blockchain.

The Ethereum smart contract deployment utilized Remix IDE for development and testing, with

MetaMask facilitating secure transaction management on the Sepolia testnet. This environment

provided cost-e�ective testing capabilities while maintaining real-world applicability through Meta-

Mask's account-controlled transaction system.
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Figure 4.4: A diagram showcasing the interaction 
ow, including the request and approval process,

hash validation, and event logging.

4.4 Data Gathering and Format

Dataset Preparation - The system was evaluated using two distinct datasets:

1. Smart Water Meter Data - A structured numerical dataset of 3960 �les (total size: 56.38 GB)

was sampled from Unitywater's open data repository. This dataset represents IoT data with

large volumes.

2. Infrared Medical Images - A multimedia dataset of 50 images (total size: 5450 KiB) was

sourced from the DICOM Library. This dataset was used to test the system's scalability and

suitability for handling diverse �le formats.

The datasets used in this study were sourced from publicly available repositories and represent

diverse formats and data types, chosen to validate the scalability and e�ciency of the proposed

Substrate-IPFS integration. The datasets comprise numerical smart water meter data and digital
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infrared images, providing a comprehensive evaluation of storage and retrieval performance for

varying �le sizes and structures.

4.4.1 Digital Smart Water Meter Data

The smart water meter dataset employed in this study comprises two interconnected components:

Smart Meter Details and Digital Water Meter Readings. These datasets are sourced from the

Queensland Government Open Data Portal, Unitywater's open data repository [179]. The dataset

includes daily water consumption records collected over three months and expanded to simulate

large-scale storage and retrieval scenarios.

Smart Meter Details Data : This dataset provides metadata about each water meter, including

the managedobject ID, meter type, geographical location (suburb and postcode), andusage type

(e.g., residential or commercial). This metadata is crucial for linking meter readings to speci�c

devices and locations, enabling detailed analysis and reporting. The dataset is stored in CSV

format. An excerpt from the dataset is shown in Figure 4.5.
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Figure 4.5: Smart Meter Details Dataset: Linking Managed Object IDs with Meter Metadata

It contains the following:

ˆ Dataset Size : 129.5 KiB.

ˆ Number of Files : 1 �le, containing approximately 2817 records.

ˆ Time Period : Three months of continuous data collection.

The Digital Water Meter Data contains water consumption records linked to speci�c managed
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object IDs. Each �le includes the timestamp, meter reading type, series, unit, and value. The

dataset spans3,960 data �les with a total size of 56.38 GB . The managed object ID acts as a

primary key, linking these readings to the metadata in the Smart Meter Details dataset. A sample

of the Digital Water Meter Readings dataset is depicted in Figure 4.6.

Figure 4.6: Digital Water Meter Readings Dataset: Numerical Data Linked via Managed Object

IDs
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To simulate larger-scale storage scenarios and assess the scalability of the proposed system, the

dataset was sampled and expanded to create 3,960 data �les with a total size of 56.38 GB of

digital water meter readings. The �les were stored in CSV format, with each record containing the

following �elds:

ˆ Meter ID : Unique identi�er for each water meter.

ˆ Timestamp : The date and time of the recorded reading.

ˆ Water Usage : The amount of water consumed (in litres).

ˆ Location Data : Optional metadata, including GPS coordinates.

The integration of these datasets enabled an important evaluation of the Substrate-IPFS system's

ability to handle large-scale IoT data e�ciently. Each �le was processed by splitting it into smaller

chunks, assigning unique content identi�ers (CIDs), and hashing these CIDs using the BLAKE2

algorithm for secure storage on the blockchain. This process ensured e�cient storage and retrieval,

reducing redundancy and enabling seamless scalability for future applications.

4.4.2 Digital Infrared Images

The digital infrared images were obtained from the DICOM Library [180], an open-access repository

of medical images. The DICOM format (Digital Imaging and Communications in Medicine) was

chosen for its widespread use in medical imaging and its compatibility with �le-sharing services.

Each image was hashed using the BLAKE2 hashing function and stored on the IPFS network. The

content-addressable nature of IPFS ensured data integrity and privacy, as even minor modi�cations

to the images would result in unique hashes. This capability is critical for sensitive data applications,

such as medical records, where accuracy and security are paramount.

Figure 4.7 presents an example of the digital infrared images used, demonstrating their suitability

for decentralised storage and retrieval.
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