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Appendix B: Steps for designing a competency framework  

 

1. Launching the programme by developing the plan and deciding on the Human 

Resource (HR) to be followed, the project plan, and the resources and costs. 

2. Involving the staff at different level and communicate with them on the 

process. 

3. Designing the framework and its competency list: the core competencies are 

to be drawn after the interaction of the participating HEIs, their end-users staff 

members, ISs security experts and their Human Resource Development 

(HRD) departments of these HEIs. The ICT security experts from other HEIs 

were also consulted to get their input on needed competencies for end-users. 

4. Design the framework and define the competencies: the requirement is that 

care must be taken to avoid the ambiguity for the required ISs security e-

competencies. For this requirement, the competencies have been grouped 

according to the job levels of end-users identified in the HEI that are also 

grouped in five categories. 

5. Definition of the usage of the framework by selecting the appropriate 

application of the framework. Which in this research was selected to be used 

during the induction period for all the new recruited employees, but it can be 

used also at the beginning of any training organised by the institution to the 

current employees. 

6. Testing of the framework: this test is done during the second interviews with 

the representatives of participating HEIs. 

7. Finalise the frame with the suggestion from the interviews to create the final 

version of the framework. 

8. Communicate the result with the stakeholders. 

9. Training of the users and HR staff members or responsible ISs security e-

competencies development concerned department in the HEI. 

10. Monitor the use of the framework in the institution and evaluate its usage by 

the institution. 

 

Source: Armstrong & Taylor (2014:91)  
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Appendix C: Quantitative data analysis research code book in SPSS 

ITEM CODE Measure 

Question Number Number Nominal 

Higher Education Institution (HEI) 

Reference 

{1, HEI01}, {2, HEI02}, {3, 

HEI03} 
Nominal 

Gender {1, Male}, {2, Female} Nominal 

Age Group 

{1, 20yrs and below}, {2, 21-

25yrs}, {3, 26-30yrs}, {4, 31-

35yrs}, {5, 36-40yrs}, {641-

45yrs}, {7, 46-50yrs}, {8, 51-

55yrs}, {9, 56-60yrs}, {10, 

60yrs and above } 

Nominal 

Employment status 
{1, Contract employment}, {2, 

Permanent employment} 
Nominal 

Highest Qualification 

{1, Below matric}, {2, Matric}, 

{3, Diploma or Bachelor}, {4, 

Honours or Postgraduate}, {5, 

Mater’s}, {6, Doctorate}  

Ordinal 

Years working for the institution 

{1, 20yrs and below}, {2, 2-

5yrs}, {3, 5-8yrs}, {4, 8-11yrs}, 

{5, 11-14yrs}, {6, 14-17yrs}, {7, 

17-20yrs}, {8, 20yrs and 

above}  

Nominal 

Do you use a computer or laptop to do 

your work? 
{0, No}, {1, Yes} Nominal 

Do you use local intranet to do your 

work? 
{0, No}, {1, Yes} Nominal 

Do you use Internet to do your work? {0, No}, {1, Yes} Nominal 

Do you use printer and its related 

services to do your work? 
{0, No}, {1, Yes} Nominal 

Other IT resources None Nominal 

How often have you received {0, Not often}, {1, Often} Nominal 
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suspicious or unwanted e-mails this 

year? 

Have you attended a formal training on 

IT security at this institution? 
{0, No}, {1, Yes} Nominal 

If yes to the question above, who 

provided the training to you? 

{1, Current employer}, {2, 

Previous employer}, {3, Own 

development}, {4, Other} 

Nominal 

How do you perceive your 

responsibility in relation to IT 

resources security? 

{0, IT resources security is not 

my responsibility}, {1, IT 

resources security is my 

responsibility}, {2, IT resources 

security is the responsibility of 

IT technicians}, {3, It is a 

shared responsibility between 

end-users and IT technicians} 

Nominal 

Do you know where the security 

features of your computer are located?
{0, No}, {1, Yes} Nominal 

Do you back up the information on 

your PC on external storage drive? 

{0, No}, {1, Daily}, {2, Weekly}, 

{3, Monthly}, {4, Year} 
Nominal 

Have you been informed on what to do 

in case of security threat? 
{0, No}, {1,Yes} Nominal 

If yes to previous question, what will 

you do if unknown user remotely 

controls your computer (You may 

select more than one)? 

{0, Nothing}, {1, Switch off the 

computer}, {2, Call technician}, 

{3, Wait until it is freed}, {4, 

Switch off and call 

technicians}, {5, Remove 

Internet cable} 

Nominal 

How relevant are the IT security 

competencies in relation to your work? 

{1, Additional work}, {2, 

Important for me and IT 

resources}, {3, Irrelevant to 

me}, {4, No choice} 

Nominal 

How important is the security of IT 

resources to you? 

{1, I am not sure}, {2, Less 

important}, {3, Very important} 
Nominal 
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I rely on my computer and other IT 

resources to do my work 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 

Ordinal 

A computer and Internet are important 

IT resources for my job 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 

Ordinal 

I know that the institution has an 

acceptable use policy for IT resources 

and I have read it 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 

Ordinal 

I have read this institution's IT security 

policy 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 

Ordinal 

I have been trained on this institution's 

IT security policy 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 

Ordinal 

I know what is allowed and not allowed 

in term of access to IT resources and 

the Internet 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 

Ordinal 

I know the degree of punishment 

related to mishandling and 

inappropriate usage of institutional IT 

resources 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 
Ordinal 

I have been trained on how to use and 

maintain security technologies related 

to IT resources I access 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 

Ordinal 

I can identify different security threats 

affecting IT resources I have access in 

my environment 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 

Ordinal 

I have been informed on what to do in 

case of IT security threat in my 

environment 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 

Ordinal 

I know who to contact in case of IT 

security related threat 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 
Ordinal 
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Agree}, {5, Strongly agree} 

I know this institution has an 

established IT security e-

competencies development culture 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 

Ordinal 

I know the top management and my 

manager model this institution’s IT 

security e-competencies development 

culture 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 
Ordinal 

I use my own computer or mobile 

phone to access e-mails and connect 

to network off the campus 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 

Ordinal 

I know the risks associated with the off 

campus access to the e-mail and 

institution’s network? 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 

Ordinal 

I know the legal implications of my 

actions on IT resources and related 

security 

{1, Strongly disagree}, {2, 

Disagree}, {3, I do not know, 4, 

Agree}, {5, Strongly agree} 

Ordinal 

Would you attend institutional IT 

security training related to your job 

level? 

{0, No}, {1, Yes} Nominal 

Do you prefer attending classroom 

(contact) mode? 
{0, No}, {1, Yes} Nominal 

Do you prefer online training mode? {0, No}, {1, Yes} Nominal 

Do you prefer information provided on 

CD or DVD? 
{0, No}, {1, Yes} Nominal 

Do you prefer printed notes for self-

reading? 
{0, No}, {1, Yes} Nominal 

Other mode None Nominal 

Reasons for classroom mode None Nominal 

Reasons for online training mode None Nominal 

Reasons for CD or DVD mode None Nominal 

Reasons for printed notes mode None Nominal 

Question Number None Nominal 

 

 

 

 



302 

 

Appendix D: South African information security Acts 

The Protection of Personal Information Act of 2013 

The Protection of Personal Information Act, 4 of 2013 (referred to POPI) has been 

officially signed by the South African president and published (Republic of South 

Africa, Government Gazette No. 37067, November 2013) as Law in November 2013. 

It gives all organisations that collect and process personal data of their stakeholders 

(automated and non-automated intended to form part of filing system) the obligation 

to ensure that the collected data is protected against any disclosure for other 

purpose than it was collected for. The Act applies to all organisations operating 

within the national boarders and the transfer of data outside of the republic. 

 

The key content of the Protection of Personal Information Act, 4 of 2013 related to 

this research include the following: 

 The identification of what constitutes personal information: for the purpose of 

this Act, any information relating to an identifiable, living, natural person, and 

where applicable, an identifiable, existing juristic person that include the (but 

not limited) information related to race, gender, sex, pregnancy, marital status, 

mental health, well-being, disability, religion, conscience, belief, criminal or 

employment history, integrity number, symbol, e-mail address, telephone 

number, location, online identifier, education and medical, financial, criminal, 

employment history, biometric information, personal opinion and preference, 

name, or other particular assigned to the person. 

 The establishment of eight conditions for the lawful processing of personal 

information by or for responsible party which are: 

o Accountability: the responsible party must comply with the stipulated 

conditions of the Act at the time of processing.  

o Lawful processing: the personal information needs to be processed in 

reasonable manner that does not infringe the privacy of data subject. 

o Purpose specification: the processing of personal information is only in 

accordance with adequate and relevant purpose. 

o Further processing limitation: must be in line with the purpose for which 

it was collected for. 

 

 

 

 



303 

 

o Information quality: the responsible party must ensure that the personal 

information is accurate, complete, not misleading and updated. 

o Openness: the documentation related to the processing of personal 

information under its responsibility and ensure that subject are 

informed when their personal information are collected. 

o Security and safeguarding: the responsible party must ensure that 

reasonable technical and organisational measures are implemented to 

prevent loss, damage, or unauthorised access to or processing of 

personal information. This includes the identification of risks, protection 

against the identified risks, and the operator is tasked to inform the 

responsible party (notification of data subject through mail, e-mail, 

website, publication in the news media as may be directed by the 

regulator) where there are reasonable grounds to believe that 

unauthorised access to personal information has occurred.  

 

The notification of data subject may only be delayed if the public body 

responsible for the prevention, detection or investigation of offences or 

the regulator determines that such notification can impede a criminal 

investigation by the public body concerned. 

 

o Data subject participation: the data subject has the right to access to 

personal information free of charge after adequate proof of identity and 

request the records or description of the personal information. In case 

of payment of fee to access personal information, a written estimate of 

such fee must be given before the service. In case of refusal to access 

personal information, such refusal must be in compliance with the Law.  

 

The data subject may, in the prescribed manner request the correction 

or deletion of personal under responsible party control if is inaccurate, 

irrelevant, excessive, out of date, incomplete, misleading, or obtained 

unlawfully. 
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o Unless the processing of personal information is to comply with the 

following criteria such as the prohibition on processing of personal 

information such as religious or philosophical beliefs, race of ethnic 

origin, trade union membership, political persuasion, health or sex life, 

biometric information, criminal behaviour, and alleged commission 

does not apply: when it is collected with the consent of the subject, the 

defense of a right or obligation in law, to comply with international 

public law, for historical, statistical, or research purpose to the extent 

that it is for public interest, information has been deliberately made 

public by the data subject, or it appears to be impossible to or would 

involve a disproportionate effort to ask for consent from data subject.  

 

The regulator may upon the application by a responsible party and by 

notice in the gazette, authorise the responsible party to process special 

personal information if such processing is in public interest (national 

security, prevention, detection and prosecution of offenses, interest of 

public body, fostering compliance, historical, statistical, research, and 

freedom of expression) and appropriate measures have been put in 

place to protect the data subject. 

 

o The breach and unlawful processing of personal information by 

responsible party may result in fine or imprisonment for a period of up 

to 10 years or to both a fine and such imprisonment. 

 

The Protection of Personal Information Act comes to strengthen the Bill of Rights 

promulgated by the South African Constitution which ensures that the individual’s 

right to privacy when the information is processed by responsible party, ‘subject to 

justifiable limitations’ (Protection of Personal Information Act, 2013) such as right to 

access to information free flow of information. 

 

In terms of its application and the promotion of the constitutional Bill of rights and the 

establishment of regulator body to deal with the issues related to the breach of the 
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Act, the POPI Act is not applied in isolation. It is also established to promote Access 

to information Act, 2000 which is also briefly describe in the following section. 

 

The Promotion of Access to Information Act of 2000 

As it is with the POPI Act, The Promotion of Access to Information Act, 2 of 2000 

was also promulgated by the South African government in February 2000 (Republic 

of South Africa, Government Gazette No 20852, February 2000) with intention to 

strengthen the constitutional right (section 32(1)(a) and section 32(1)(h) which pride 

for everyone’s right ‘to access any information held by the State’ and ‘the horizontal 

application of the right of access to information held by another person to everyone 

when that information is required for the exercise or protection of any right’ 

respectively) of access to any information (one of IS resources) held by the state, 

public, and private companies and provide for any other aspect related to the access 

to information with exception to public bodies and official such as cabinet members, 

judicial function and courts, individual members of parliament and provincial 

legislature in their capacity (The Promotion of Access to Information Act of 2000).  

 

The Promotion of Access to Information Act of 2000 provides that: 

 The requester must be given the access to information after the compliance 

with the procedural requirements and reasons to access the information. 

 The request can be made to the information officer through his/her address, 

fax, and e-mail in a prescribe form. The request can also be made orally for 

individuals who are illiterate. 

 The requester must provide sufficient particulars for proper identification. 

 The Act provides also for cases such as when the record cannot be found, 

children under the age of sixteen, and those people who are incapable of 

managing their affairs. 

 

Apart from its provision for access to information, The Promotion of Access to 

Information Act of 2000 provides also for mandatory protection of third party who is 

natural person by refusing access to record if the ‘disclosure would involve 

unreasonable disclosure of personal information about the third party, including the 

deceased individual’. Apart from the cases where the individual consent was given, 
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information is ready available to the public, well-being of individual (physical and 

mental health) under the care of requester, deceased requester’s next of skin, and 

any other form as allowed by the law. In any case, the request that within the 21 

days after the request has been received or transferred, the third party must be 

informed and make representation as to why the access should be refused. 

 

Any other form of request to access information must be refused especially if it is of 

the nature of violating trade secret and about research being carried out on behalf of 

the third party or the person carrying the research, financial and scientific damage, 

information was supplied in confidence, and to prejudice that third party, and if the 

disclosure can endanger the life and safety of individual, property, affect the 

management of the economy, and the safety of the public and the Republic. 

 

The Electronic Communications and Transactions Act of 2002 

In either teaching and learning or information IS resources are at the centre of HEIs’ 

operations in electronic form and need also to comply with the Electronic 

Communications and Transactions (ECT) Act, 2002 (Republic of South Africa, 

Government Gazette No. 23708, 2 August 2002) which regulates the online 

transactions and communications which could not be well regulated through the 

common laws applied to offline transactions. 

 

Among the other regulations provided by the ECT Act of 2002 include: 

 The recognition of online transaction and its related documents as official 

transaction with regard to the law. In this regards, the transaction is conducted 

through data message, which is a data generated in form of voice or online 

record that can be generated, sent and received between the transacting 

parties (reasonable party) as long they can interpret and understand the 

content.  

 

The exception to this regulation includes the transaction for the sale of 

immovable property and its lease for twenty years or more (Gereda, 2006), or 

other transactions which require paper agreement. In the case of requirement 

for storage and production of transaction document, a data message can be 
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viewed an original if it fulfils the requirement such as originality and integrity 

as required by the law. If the certified or registered document is required, a 

data message that is authenticated by the South Africa Post Office (SAPO) 

Ltd and sent to the destination e-mail address is sufficient. 

 

 The recognition of online signature, which can be both just electronic 

signature or advanced electronic signature. Any of these two can be accepted 

as an official signature in a data message in case there is no specification of 

the type of signature to be provided in the transaction. 

 

 The recognition of the impact of cybercrime and the appointment of cyber 

inspectors, these inspectors can among other functions monitor the activities 

of websites operating in public domain to report unlawful activities. 

 

 Provision for the management of critical databases and their components 

located in the same or different premises. These databases contain 

information of nature that can compromise the security of the country, the 

economic and social well-being of its people. The minister has to recommend 

to security measures such as their registration, their management (including 

the protection, technology used to access and archive data, integrity 

authenticity of the data contained, and physical safety of their managers). 

 

 To protect the consumer against the abuse and the management of 

cryptography service providers. The Act provides also the option for the 

consumer to withdraw or cancel the transaction within seven days and be 

charged only the transport fees to supplier. The unsolicited e-mails must not 

be considered as a binding agreement if the consumer fails to respond to 

them, and the later be provide with option to unsubscribe from the list, and 

also on the request of the consumer how his/her details where obtained. 

 

In general, the ECT Act facilitates and regulates the online transactions and 

communications by ensuring that the shortcomings rising between the consumers 

and suppliers of services (in this research represented by students and HEI 
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respectively) when transactions or agreement (both commercial and non-

commercial) are carried online (Gereda, 2006) or dealt with when they arise. The Act 

ensures also that the electronic transactions conducted in South Africa are in line 

with international standards and it does not seen as validating any online transaction 

(Republic of South Africa, Government Gazette No. 23708, 2 August 2002). 
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Appendix E: Participants profile and response rate 

From qualitative data analysis, the participation from the four HEIs in the Western 

Cape was 100%. This means that all the targeted units of analysis or key 

stakeholders in the development of IS security e-competencies development 

participated to the research as demonstrated in the following Table E.1. 

 

Table E.1: Research participants’ profile from the four participating HEIs 

Higher 
Education 

Institutions 
(HEIs) 

DATA COLLECTION TECHNIQUES  

In-depth interview 
Survey 

questionnaire 

Section 
Duration 
(Hours) 

Number of 
Participants 

HEI01 

1. Security experts 01:06 

154 
2. HR Training and development 01:08 

3. Registrar office 01:00 

4. Legal representative office 01:00 

HEI02 

1. Security expert 01:50 

160 
2. Training and development 01:00 

3. Registrar office 01:00 

4. Legal representative office 01:00 

HEI03 

1. Security experts  01:25 

71 
2. HR Training and development 01:00 

3. Registrar office 01:00 

4. Legal representative office 01:00 

HEI04 

1. Security experts (x2) 02:50 

00 
2. HR Training and development 01:00 

3. Registrar office 01:00 

4. Legal representative office 01:00 

TOTAL 17 in-depth interviews = 19hours 30 minutes 385 
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The profile of participants to the quantitative research is presented using SPSS in 

the following tables. The participation rate was 96.25% as 3.75% of questionnaires 

was wrongly completed others were not completed by participants at all. This means 

out of 400 participants who confirmed the reception of questionnaires, 385 

participants completed and returned the questionnaires. 

 

Table E.2: Participation per Gender 

 
Frequency Percent

Valid 
Percent 

Cumulative 
Percent 

Valid Male 168 43.6 43.6 43.6 

Female 217 56.4 56.4 100.0 

Total 385 100.0 100.0  

 

From the gender participation, all the participants correctly completed the question 

(total of 385 valid entries) the total number of female in general was slightly higher 

than that of the males. In total 217 or 56.4% of female participated to the study while 

168 or 43.6% of males participated in the study. The next table presents the genders 

participation per institution with the Chi-Square analysis of how different is the 

participation presented in Table E.3. 

 

In terms of gender participation per institution, it can be observed in the Table E.3 

below that the gender participation is almost equal in the HEI02 in which the 

percentage of female was 41.5% while the participation of males was 41.7%, the 

other institutions present a slightly different levels of participation, with HEI01 a total 

percentage of 42.4% for females and 36.9% of females, and HEI03 has 21.4% of 

males and 16.1% of females participating to the research. 
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Table E.3: Gender * Higher Education Institution (HEI) Reference Cross tabulation 

 

Higher Education Institution (HEI) 
Reference 

Total HEI01 HEI02 HEI03 

Gender Male Count 62 70 36 168

% within 
Gender 

36.9% 41.7% 21.4% 100.0%

Female Count 92 90 35 217

% within 
Gender 

42.4% 41.5% 16.1% 100.0%

Total Count 154 160 71 385

% within 
Gender 

40.0% 41.6% 18.4% 100.0%

 

Table E.4: Chi-Square Tests 

 
Value Df 

Asymp. Sig. 
(2-sided) 

Pearson Chi-
Square 

2.157a 2 .340

Likelihood Ratio 2.149 2 .341

N of Valid Cases 385   

a. 0 cells (0.0%) have expected count less than 5. 
The minimum expected count is 30.98. 

 

The Chi-Square analysis of data shows that its value X2=2.157, df=2, and p=0.240 > 

0.05. Because the p value is greater than 0.05, it can be said that there was no 

significant difference in the gender participation from the three HEIs. 

 

The next profile assessment is of participants’ qualifications, for this analysis, the 

frequencies, cross tabulation table, and the Chi-Square analysis was also presented 

as shown in the following three tables (Table E.5, Table E.6, and Table E.7). 
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Table E.5: Highest Qualification of participants 

 
Frequency Percent

Valid 
Percent 

Cumulative 
Percent 

Valid Below matric 2 .5 .5 .5

Matric 40 10.4 10.4 10.9

Diploma or 
Bachelor 

87 22.6 22.6 33.5

Honours / 
Postgraduate 

66 17.1 17.1 50.6

Master’s 103 26.8 26.8 77.4

Doctorate 87 22.6 22.6 100.0

Total 385 100.0 100.0  

 

The association of qualifications to institutions in the Table E.5 reveals that the 

HEI03 has more participants with Doctorate or 44.8%, while the HEI02 had 39.1% of 

participants with Doctorate, and the HEI03 had 16.1% of participants with Doctorate 

degree. On Master’s degree HEI02 has more participants than other institutions, 

about 53.4%, it is followed by HEI01 with 33% of participants with master’s degree, 

while the HEI03 has 13.6% of participants with Master’s degree. The order of 

participation with honours or postgraduate qualification is: HEI01 has 51.5%, HEI02 

has 39.4% and HEI03 has 9.1%. The order of participation with diplomas of 

bachelors is: HEI02 has 63.2%, HEI has 32.2%, and HEI03 has 4.6%. The 

participation with matric qualification is HEI01 has 57.5%, HEI02 has 22.5%, and 

HEI03 has 20%. Lastly, the rate participation with a qualification below matric is 

HEI01 with 1 participant or 50% and HEI02 with 1 participant or 50%. 
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Table E.6: Highest Qualification * Higher Education Institution (HEI) Reference cross 

tabulation 

 

Higher Education Institution 
(HEI) Reference 

Total HEI01 HEI02 HEI03 

Highest 
Qualification 

Below matric Count 1 1 0 2

% within 
Highest 
Qualification 

50.0% 50.0% 0.0% 100.0%

Matric Count 23 9 8 40

% within 
Highest 
Qualification 

57.5% 22.5% 20.0% 100.0%

Diploma or 
Bachelor 

Count 28 55 4 87

% within 
Highest 
Qualification 

32.2% 63.2% 4.6% 100.0%

Honours / 
Postgraduate 

Count 34 26 6 66

% within 
Highest 
Qualification 

51.5% 39.4% 9.1% 100.0%

Master’s Count 34 55 14 103

% within 
Highest 
Qualification 

33.0% 53.4% 13.6% 100.0%

Doctorate Count 34 14 39 87

% within 
Highest 
Qualification 

39.1% 16.1% 44.8% 100.0%

Total Count 154 160 71 385

% within 
Highest 
Qualification 

40.0% 41.6% 18.4% 100.0%
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Table E.7: Chi-Square Tests 

 
Value Df 

Asymp. Sig. 
(2-sided) 

Pearson Chi-
Square 

85.133a 10 .000

Likelihood Ratio 83.658 10 .000

N of Valid Cases 385   

a. 3 cells (16.7%) have expected count less than 5. 
The minimum expected count is .37. 

 

The Chi-Square analysis reveals Chi-Square value X2 = 85.133, df = 10, and the p = 

.000 p < 0.05, because the p value is less than 0.005, it can be concluded the there 

was a significant difference in the qualification of the participants between the three 

participating HEIs. The spread of qualification had no significance on any other 

question that the participants were subjected to such as the attendance of ICT 

security training as the Chi-Square of the question “would you attend institutional IT 

security training related to your job level?” cross tabulated to the highest qualification 

of the participant is 0.034 (or p=0.043, which means p>0.05), this means there is no 

significant difference between the choice of attending training and the qualification of 

the employees.  
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Appendix F: Participants’ quotations and views on challenges experienced 

that prevent them from developing end users IS security e-competencies  

 

Participant views or quotes 

SEP01 and 
SEP02 
from HEI01 

“Lack of resources, limited budget, and shortage in human resources, 
and the struggle with the executives if the later do not understand the 
importance of the assets that you are trying to secure. Like when we 
are trying to implement the identity and access governance systems, 
some of them look at it like a software solution”. 

SEP03 
from HEI02 

“I do not have resources to ensure regular mechanism for talking to 
various groups in the institution and communicate different things to 
different people”. I have got a position of IS security officer which is not 
filled for many occasions it was advertised. This officer could deal with 
ICT security in broader sense, such as liaise with various faculties and 
departments, he could organise workshops, and have a time to sell 
these activities to different levels”. 

LEG2 from 
HEI02 

“The lack of IS security officer as a challenge in broader ICT security 
sense facing the HEI02”. 

SEP03 
from HEI02 

“The implementation of proper IS security e-competencies 
development programme not just a piecemeal. Like what will you do 
when a person is reported? Is the person going to be disciplined? You 
have to integrate difference role players such as change of contract to 
cater for high operating, the performance will be part of the process if 
the person is reported because of this what will be the discipline? 
Because people will say it is not part of the contract. It is a complex 
process; ensure that people take responsibility for their actions, based 
on that you can discipline people”. 

SEP03 
from HEI02 

“Another challenge we face is that people do not read the policy and 
communications which we ask them to read, then they argue that they 
do not know”. 

REG3 from 
HEI03 

“The issue of people opening an e-mail that has got a virus attachment 
to it, well it is very difficult to stop that, if you have been speaking to our 
IT security people they tell you we try to block that e-mail before it gets 
to the end users but still it is getting to the end users and some people 
still open it, even though we tell people do not open e-mail with 
attachment from somebody you do not expect to get e-mail from but 
still it happens”. 

SEP03 
from HEI02 

“The failure of management (particularly the heads of the departments) 
to not get involved in the security activities such as disaster recovery 
management. This is part of the failure to initiate or build a security 
culture”. 

SEP04 “I think we can run more awareness campaign and I wish I had more 
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from HEI03 money to appoint the security personnel”. 

SEP05 
from HEI04 

“Non-separation of duties for system administrator who has got access 
to end users information is due to lack of resources as they cannot 
afford more people. The example, given the case of HR developer who 
has access to the development system but at the same time has 
access to data, which is not supposed to happen. This challenge is 
reported to the institution management as a risk as you cannot expect 
ICT department to do their job while they do not have resources”. 

SEP05 
from HEI04 

“Lack of monitoring across the systems, because each system has its 
own tools as we do not have any single tool that covers everything. 
Monitoring is going to be a big issue and we do not have resources for 
it”. 

SEP05 and 
SEP06 
from HEI04 

“Not having IS security officer, which is a considerable weakness if you 
do not have one person who is fully responsible for that every day then 
you tend to manage from incident to incident”. 

SEP06 
from HEI04 

“The other regulatory framework or best practice recommendation that 
has impact is King iii which we are trying to comply with, again that is 
not an IT compliance it is an institution’s compliance. It is difficult to get 
institution to understand especially at universities, if you talk about IT in 
a company you usually talk to the CIO, universities do not have to have 
CIOs, here you have IT which is seen as a technical function, you have 
got IS in teaching and learning which is over there, you have got 
management information in which they group a lot of CIO functions 
which is spread around, when you talk to the IT director you are not 
talking to the CIO, regulations or guidelines like King iii assumes that 
when you are talking to the IT you are talking to the CIO which is not, I 
think there is a lot of misunderstanding. I think it is a major problem for 
universities and it is getting worse and worse because we now need to 
comply with these legislations. This challenge relates to lack of 
management commitment to coordinate IT systematically, the IS 
security and IS security e-competencies development”. 
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Appendix G: Participants’ quotations and views on IS security threats faced in 

their respective HEIs 

 

Participant views or quotes 

SEP01 and 
SEP02 
from HEI01 

“among the threat mentioned include: internal people make sensitive 
research information that is not supposed to be made public that is 
typically one thing there are a lot of that and to have control of all of 
that it is quite difficult, internal user level distraction and down time in 
productivity due to viruses and malware attacks, there could be 
embarrassment when ICT system down time, possibility of hacking into 
social media account that can expose the institution, abuse of IS 
resources which did not happen 20 or 30 year ago, people not taking 
responsibility for their IS resources that can lead to complacency and 
allowing viruses to attack the network, fear of exam paper being 
compromised because they are on the network (which is a big threat), 
having end users who might not identify that this is a security threat. 
We had at the HEI01 had been affected by the denial of hard drive 
access attack which didn’t come necessarily through the firewall 
because it could be from USB from home. So it is the internal users 
that are the biggest threat”. 

REG1 from 
HEI01 

“If student are selected and the system sends an acceptance letter to 
all the students who were declined that is fatal”. 

SEP03 
from HEI02 

“The lack of resources to handle the threats is a threat because there 
is a responsibility for ICT to play a role in making sure that security is 
properly communicated and security policy is implemented, we do not 
have resources for that, not reading communications and policies are a 
threat as people can claim that they do not know. One incident we 
have suffered is that of the person stole someone else account and 
transferred money into his own account, but we got it back it was not a 
loss, but it did happen”. 

LEG2 from 
HEI02 

“Threat linked to tender procedures in which the internal person might 
disclose information related to the tender”. 

SEP05 
from HEI04 

“Disgruntled employees are high security threat; altering information 
like students marks.  Having old systems that deal with information and 
the changes in legislation such as credit Act and the institution does 
not comply can expose the institution to huge risks if this is not 
corrected quickly. Likewise, students can take the university to court for 
non-execution of the policy, having end users who cannot know and 
identify the threat (good example is phishing attempts and spam 
attempts I can see even senior people with a fairly good technical 
background who cannot distinguish what is genuine threat and what is 
not”. 

SEP06 “Sending or forwarding of confidential information through e-mail is 
threat. In HR division where somebody loaded up something into the 
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from HEI04 wrong place and breached the confidentiality on our recruitment 
system”. 

SEP06 
from HEI04 

“Research from the HEI04 that became a policy in government and 
now there are question marks about that policy and now you need to 
go back to the research data, it is not there anymore. That is a serious 
risk for the university as well, the stuff on which the policy is based is 
no longer there anymore because the data is gone with the researcher 
when he left the university”. 

SEP01 and 
SEP02 
from HEI01 

“There are a lot of scandals about fake degrees and that can put the 
institution under reputation damage, so we must prevent against that, 
raise more awareness of those types of threats. The participants 
mentioned also the fear of exam paper being compromised because 
they are on the network”. 

SEP04 
from HEI03 

“The issue of a degree to undeserving student as one of the threats 
that you cannot be forgiven”. 

REG3 from 
HEI03 

“Insurance of strict integrity is the most critical because the integrity of 
our students’ records is crucial to our reputation. If students go out and 
say they come from this institution and our official records do not have 
such a student it is a damage to our reputation then we are finished as 
nobody can believe in this institution”. 

SEP05 and 
from HEI04 

“The most damaging one would be the one that damage the reputation 
of university. In terms of reputation the most damaging ones are those 
that are not IS security related, there was an incident where the 
financial controls were inadequate and there was fraud and when the 
audit of that was done beside the lack of financial controls there was 
also technical issues in getting back to the information as this incident 
stretch back as far up to 10 years and it was impossible to get some of 
the old information because of technical reasons”. 
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Appendix H: Expert views and quotations on the object of IS security e-

competencies development 

Expert Experts views and/or quotes 

EXP12 Information security is not just like a domain of information security 

specialists, everyone needs to know about information security.  

EXP13 The security of IS resources I am using is both my responsibility and the 

institution, my responsibility because I have to make sure that I do not go 

and surf on the dangerous websites and I protect my password so that no 

one can access the resources when I am not around. But it is the 

institution's responsibility because it has to put in place technologies that 

prevent people from hacking into my system. 

EXP07 I would certainly not only attend the training but I will love also to be 

involved in the training. 

EXP09 I will support training that is one of the important aspects of information 

security. If I am very good in Information security and then I have another 

employee that does not know anything about information security through 

that person I might have problems with the whole organisation. 

EXP09 What is necessary is for anybody who is using computer or any device that 

is related to data or information you need to provide certain kind of 

knowledge of how to protect the computer, the data and information. 

EXP10 Yes, the training of end users on IS resources security is very important and 

I will absolutely support the IS security training. 

EXP12 Yes of course I will be able to attend and support it, and if I have employees 

under my leadership I will allow them to attend as well. 

EXP13 I will support the IS security training and awareness, and it is very important 

and I will definitely allow employees under my control to attend it. 

EXP15 I will support the IS security training and everyone needs IS security training 

and skills. 
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Appendix I: Participants’ views on the importance of ICT resources in the HEI 

environment 

Participant Views and/or quotes 

SEP01 
from 
HEI01 

“If you are at the leading edge of researches that can have commercial 
benefits for the university and the nation, then you have to safeguard 
them, I think those are the things we are becoming more aware of than 
in the past”. 

REG1 
from 
HEI01 

“ICT resources are core to business of HEI because the entire student 
administration, from application to registration, examination, uploading 
of marks, finances, residences, the management of contact centre, and 
academic programme management, all are managed on ICT platform. 
So if anything (forcefully or error that can affect the systems) happens 
to ICT platform, the registrar cannot register, which cause problems in 
the entire flow of information to other departments”. 

REG2 
from 
HEI02 

“The discussion on the importance of ICT resources has been 
discussed at the council level. There is an understanding at the 
institution that ICT resources are important for the institution, because 
now more than anything, ICT is the anchor to the university and our 
vision and strategic objectives are supposed to be driven through ICT 
and it is our platform and it is recognised as such by the council”. 

REG3 
from 
HEI03 

“ICT and the whole system of examination and graduation is 
mechanised and it could not be completed without the support of ICT 
resources which are also vital in the support of teaching and learning 
and research. ICT is not our core business, but it is core to our 
business as there is no course at this institution that does not rely on 
ICT, and there is virtually no research that does not involve some form 
of ICT support whether it is simply the web or more than that, and the 
administration is totally dependent upon functioning ICT”. 

REG4 
from 
HEI04 

ICT as very important component of university structure, 30 years ago 
there was no ICT systems like computers, you send telegrams, and 
you send letters. Nowadays you see e-mails, we correspond with our 
students who apply at the institution through ICT, and we publish and 
send marks through ICT, so now ICT is absolutely integral part of HEI. 
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Appendix J: Participants’ views on the critical ICT systems in their institutions 

Participant Views and/or quotes 

SEP01 
from 
HEI01 

“In no particular order the critical systems include HR system, student 
administration system, the financial system, the leaning management 
system, and the e-mail system as well”. 

SEP03 
from 
HEI02 

“The focus is on their ERP system because that is where their finances 
and students’ records are. The participant mentioned also the network 
infrastructures, the blackboard or e-learning system, the exchange 
system for e-mail, the personal computers in the labs and Microsoft 
systems that deal with all elements such as research, academic and 
administration type of environment”. 

SEP04 
from 
HEI03 

“The network system which if it goes down, everything else goes down, 
financial system, the procurement systems, the learning management 
system, and the system that manage the awarding of qualifications as 
also critical. Due to their processing of human and health sciences and 
military projects, these research systems are also critical to the 
institution”. 

SEP06 
from 
HEI04 

“The finance system is critical because creditors and debtors cannot be 
dealt with, HR system because if it is down people cannot be paid, 
students information is extremely important, the order management 
system (procurement) is important as all orders are done electronically, 
there will be a lot of problems if teaching and learning management 
system is down, research management system is important as the 
research income which is about 2 billion of rand per annum and need 
to be reported to the government in order to get subsidy income will be 
affected if the system is not working, and the people who are 
custodians of the information from these systems are also critical”. 

SEP01 
from 
HEI01 

“To undertake actions such as encryption you need to have some sort 
of data classification for any organisation. You have to understand from 
business what is sensitive and what is not sensitive, and we have not 
driven this and I think it is not IT job to do it, we will implement the 
controls for encryption but the business must tell us, and I do not think 
that they got that is their mind”. 

SEP03 
from 
HEI02 

“We have done some sort of classification based on data managers 
themselves, but it does not mean that we have done much detail than 
that”. 
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Appendix K: Participants’ views on the IS security e-competencies 

development in their institutions 

Participant Views and/or quotes 

 

SEP01 and 
SEP02  

The institution has in the distant past made it part of induction 
programme and had a voluntary security awareness coupled to e-mail 
training. The practice fallen away because it was not compulsory and 
the institution falls short on policy training and awareness as no 
training has ever been provided on ICT security policy. 

SEP02 
from 
HEI02 

The institution has not provided IS security training to the end users. 
They have done some exposure to different aspects during the 
induction or provided some information on their website, but the 
coherent training exercise should be done. 

SEP04 
from 
HEI03 

The institution does not run security training per says, but some 
aspects are incorporated in the normal training as SAP like do not 
share the password or leave it somewhere. During the security 
campaign, antivirus and identity information is provided on the website. 

SEP05 
from 
HEI04 

ICT security awareness and training are critical, but these are the 
things they the institution has neglected the big problem we have with 
the current induction programme is there is no slot for IT exposure. 

SEP06 
from 
HEI04 

The institution has not done any formal training on ICT security. The 
assumption can be made that the senior people in the institution such 
as the registrar know very well about ICT security even if they never 
had been trained. The ICT security policy does not prescribe for the 
training of end users on IS security. 
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Appendix L: Participants’ views on the identification and categorisation of 

critical IS resources end users in their institutions 

Participant Views and/or quotes 

SEP01 and 
SEP02 
from HEI01 

“Everyone who is using ICT resources is a key end user, starting from 
students, research staff, support staff, and academic staff. Besides 
these users, there are also NGOs and contractors that are allowed on 
the campus”. 

SEP03 
from HEI02 

“Categorised the end users in students, the staff, and the super users 
who are part of the staff who deal with the application of policies, and 
the system administrators. We have data managers who do not need 
to have access, but authorise access and they need also training”. 

SEP04from 
HEI03 

“Most critical end users are the system administrators because they 
have got access to almost everything, and then the developers. We 
have three types of end users in our portfolio are divided: the first 
group is made of administration, then teaching and learning users, and 
the end users in research department”. 

SEP05 
from HEI04 

“We rely heavily on the concept of information curator, their 
responsibility and accountability. The information curator or his or her 
delegated people must set the roles and access right and operating 
procedures. That is very important part and if not done properly, it will 
be a big risk, and it is something which in the past people viewed it as 
an IT responsibility, but in reality it is not IT responsibility but the 
curator. If it is financial information it is the chief financial director who 
is a curator, if it is peoples’ information it is the chief director of human 
resources, and if it is students’ information and marks it is the registrar 
who is the curator. On the next level we have got the information 
managers who are typicality super users, people that are responsible 
for implementing the policy within the end user department, and bellow 
them there is a next group of users who have more right than average 
employees because of their position are the financial officers who can 
sign on large amount of money, and procurement officer etc.”. 

SEP06 
from HEI04 

“In the end user department we have a curator of information), for 
instance in HR division the head of HR he understands that he is 
responsible for the security of the HR data, so those things we have 
identified and what their responsibilities involve, in other words it is not 
the IT that is responsible for their data, its them that are responsible for 
their data, IT gives them the tools to manage the data”. 
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Appendix M: Participants’ views on the training challenges in general 

Participant Views and/or quotes 

TRD1 from 
HEI01 

“Most of the training sessions are offered on the main campus, there is 
a need to identify other means of delivering training such as online. 
There are also challenges related to limited budget, the scheduling of 
training to accommodate conflicting schedules of academics and 
administration and support staff, and cancellation of training by the 
staff members after the registration”. 

TRD2 from 
HEI02 

“People want to come to training and they want to engage but they 
have too much work. Other challenges like people attitude, they come 
to training but they have got the attitude of what is the point of coming 
here but they do not see how it can make a difference in their lives. 
The other challenge is related to staff complement, and the dispersion 
of training budget to individual department which the central training 
and development cannot control if it is used for the training as 
required”. 

TRD3 from 
HEI03 

“Organising training when you have got so many campuses it is a 
challenge in that most of the earning take place at main campus. 
However, when the staffs need the training they have to travel. The 
other challenges mentioned are related to a limited budget for training 
as there has been budget cut for the last three years. Another 
challenge would be management of the relevancy of the skills, the 
continuous work round matching the right programme to the right skill, 
and then getting the right group of people in the classroom”. 

TRD4 from 
HEI04 

“Lack of IT security officer who is also important in the coordination of 
the IS security training programmes and a limited budget as the 
biggest challenges. Besides, each functional area and unit organises 
its own trainings according to their needs”. 
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Appendix N: Participants’ views on the approaches to training 

Participant Views and/or quotes 

SEP05 
from 
HEI04 

“Risk of viruses where we do not have the opportunity to train them but 
through newsletters and information sessions we try to make every 
user on campus aware of risks”. 

SEP04 and 
REG3 
from 
HEI03 

“We run awareness campaigns like simple things like do not open e-
mail if it has got .exe file in it, we say it over and over in our e-mails 
that go from the help desk saying we will never ask you your user 
name and password, never we do that and run campaigns that banks 
are running. The running of this kind of campaign needs to support the 
training session as many people do not read communications or do not 
understand the implications for ICT security threats”. 

SEP05 
from 
HEI04 

“The awareness is provided through newsletters and publications; the 
second is through regular information sessions with the IT staff, if it is 
the rest of the university it must be through newsletters and electronic 
publications and emails if there is immediate security threat. Again it is 
difficult to assess if employees read the newsletters”. 

TRD3 from 
HEI03 

“Training is open to all staff members (permanent and on contract), 
and induction programme is used to introduce the newly appointed 
staff members to the operation of their institution”. 

TRD2 from 
HEI03 

“The current practice on the identification of training need is through 
line managers’ suggestion, conduction of surveys, information 
gathering in way staff meeting with line managers, or schedule training 
as they align to the achievement of institution’s objective”. 

TRD1, 
TRD2, 
TRD3, and 
TRD4 

“The participation to all training sessions is not compulsory. The only 
advantage employees get is to get skills and an opportunity to compete 
for promotional position when they become available”. 

 

 

 

 

 

 

 

 

 

 


