






































































































































































































































2.9.2. Challenges of Implementing a Regulatory-Led Approach in Africa
Despite its advantages and this thesis advocacy for a regulatory led model for Open Banking in

Africa highlighted above, a strict regulatory-led model faces several hurdles in Africa:

14.  2.9.2.1. Regulatory Capacity and Readiness

Many African countries lack strong regulatory institutions and enforcement mechanisms for
complex financial regulations like Open Banking and not all emerging and developing economies
(EMDESs) are in a position to introduce an Open Banking regime, given capacity and resource
constraints as well as legal and institutional requirements.*** Open Banking regimes, in particular,
raise supervisory and enforcement challenges, especially on tech-intensive issues such as quality

of service, denial of service, cybersecurity and so forth.

Further, with Open Banking schemes nascent worldwide, it is too soon to know whether the
introduction of Open Banking regimes would benefit EMDEs in every context or whether certain
market contexts would benefit more than others.?** Countries with weak regulatory capacity may
struggle to enforce API standards, data security, and compliance requirements. In some cases,

over-regulation could stifle innovation if regulations are poorly designed or too costly for startups.

15. 2.9.2.2. Infrastructure and Digital Readiness

The viability of a regulatory-led model in Africa could be hampered by infrastructural setbacks
such as reliable internet, strong cybersecurity measures, and digital identity systems. Many
African markets lack standardised digital ID systems, making authentication and security
compliance challenging.?*® Poor internet penetration in some rural areas could exclude segments

of the population from benefitting from Open Banking.?*!

16. 2.9.2.3. Costs and Compliance Burden on Banks and Fintechs
The lack of technological advancement in African banks necessary to build secured and
standardised APIs will militate against a strict regulatory led model. The idea of compelling all

banks (including small rural banks) to comply with Open Banking mandates could create a heavy

233Bains P and Wu C ‘Institutional Arrangements for Fintech Regulation: Supervisory Monitoring’ (26 June 2023)
<https://www.elibrary.imf.org/view/journals/063/2023/004/article-A001-en.xml> accessed 9 November 2024.
29Boobier T ‘Al and the Future of Banking’ (2020) 48

240 Eyo-udo NL, Apeh EC and Alagbariya-Bristol B et al ‘Digital Banking in Africa: A Review of Recent
Developments and Challenges’ (2025)10 Account and Financial Management Journal e-ISSN: 3462

241 Eyo-udo NL, Apeh EC and Alagbariya-Bristol B et al ‘Digital Banking in Africa: A Review of Recent
Developments and Challenges’ (2025)10 Account and Financial Management Journal e-ISSN: 3461
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financial burden. Fintechs may also struggle with compliance costs, reducing participation in the
ecosystem which is already struggling with the lack of economically disadvantaged consumers’

access to smartphones and digital equipment.>*?

17.  2.9.2.4. Lack of Consumer Awareness and Trust
There is also the hiccup that some African consumers with limited literacy skills might be
unfamiliar with Open Banking concepts. Regulatory mandates alone may not guarantee adoption

if consumers do not trust digital financial services or fear data misuse.?*

Notwithstanding the challenges of a strict regulatory model stated above, it is contended that a
fully regulatory-led approach would better fit the African market than a market-led model. The
contention is borne out of the fact that most of the potential challenges of a strict regulatory model
can be ameliorated by increasing regulatory capacity and consumer education, however the perils
of a market led model where anti-competition will hamper the foundation of Open Banking might

prove fatal to its development.

2.9.3. Alternative Approach(es)?
Another approach would be the hybrid model that combines regulatory guidance with market-
driven innovation or instead of imposing full-scale Open Banking mandates; regulators could

start with voluntary frameworks and phase in regulations over time.*

Regulators can also collaborate with Fintechs, banks, and mobile money operators to develop
Open Banking standards. Regulatory sandboxes creating innovation facilitators like regulatory
sandboxes.’*(e.g., Kenya, South Africa, and Nigeria) can help test Open Banking solutions
before full-scale implementation. Given Africa’s fragmented banking landscape, a pan-African
regulatory framework for Open Banking could facilitate cross-border trade. Regional financial
bodies like AFCFTA, COMESA, and ECOWAS could develop harmonised API standards to

improve interoperability.

2Inegbedion HE ‘Digital divide in the major regions of the world and the possibility of convergence. The Bottom
Line’ (2021 68-85.

23Byo-udo NL, Apeh EC and Alagbariya-Bristol B et al ‘Digital Banking in Africa: A Review of Recent
Developments and Challenges’ (2025) 10 Account and Financial Management Journal e-ISSN: 3461

244Nigeria’s Central Bank (CBN) introduced open banking guidelines in 2023 but allows market-led implementation
before making compliance mandatory

2$Duncan E Open Banking and Financial Inclusion: Creating a Financial System That Provides Security and Equity
(2024) 68. Kenya, South Africa and Nigeria have taken the lead in championing regulatory sandboxes
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Africa requires a customised Open Banking model that integrates mobile money, encourages
Fintech innovation, and balances regulation with market-driven growth. A hybrid model blending
regulatory guidance with market-led innovation may be the most effective solution for sustainable
financial transformation. Open Banking in Africa is experiencing a dynamic evolution, influenced
by both regulatory initiatives and market-driven innovations. This transformation is reshaping the

continent's financial landscape, enhancing financial inclusion, and fostering economic growth.

2.10. Market and Regulatory Developments in Open Banking across Africa

Notwithstanding the slow adoption of Open Banking in the African continent and indeed the
globe, there have been some notable market and regulatory developments across Africa that
demonstrate cautious optimism for the Open Banking sector. The developments will be appraised

on a country basis below in the next paragraph.

2.10.1. Country Developments
18.  2.10.1.1. Nigeria

The Central Bank of Nigeria (CBN) introduced a Regulatory Framework for Open Banking in
2021, providing guidelines for data and API access requirements, technical design, and
information security specifications. The guidelines culminated in the issuance of an enforceable
Operational guideline for Open Banking in Nigeria 2023 which positioned Nigeria as a leader in

formalising Open Banking practices in Africa.

In recent market developments, Moniepoint, a Nigerian Fintech company, secured $110 million
in funding in October 2024, with contributions from investors including Google's Africa
Investment Fund.?*® This investment aims to enhance digital payments and banking solutions

across Africa, reflecting the growing confidence in the continent's Fintech sector.

246Bniolorunda T ‘Moniepoint has raised US$110 million to power the dreams of millions of Africans everywhere’
29" October 2024 https://moniepoint.com/blog/moniepoint-has-raised-usdollar] 10-million (accessed on 3rd March
2025)
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19.  2.10.1.2. Ghana
The Bank of Ghana launched a regulatory sandbox pilot in March 2021%*" to promote the
development of the Fintech sector, including Open Banking initiatives. This initiative aims to

create a controlled environment for innovators to test new financial products and services.

20.  2.10.1.3. South Africa

While South Africa has not yet established specific Open Banking regulations, regulatory
authorities are actively collaborating with industry stakeholders to support the implementation of
Open Finance. The Intergovernmental Fintech Working Group (IFWG) has established the Open
Finance Integration Working Group (OFI WG)** to explore potential regulatory frameworks,
drawing insights from global implementations like the UK's PSD2 and Australia's Consumer Data
Right (CDR). The recent steps taken by stakeholders in South Africa to implement Open Finance
will be detailed in Chapter four of this thesis.

In recent market developments, Tyme Group, a South African neobank, received a $150 million
investment from Brazilian Fintech giant Nubank in January 2025, valuing Tyme at $1.5 billion.
This investment underscores the potential of digital banking in Africa and supports Tyme's

expansion into Southeast Asia

21. 2.10.1.4. Rwanda

The National Bank of Rwanda (BNR) has acknowledged the transformative potential of Fintech
and the availability of digital customer data in revolutionising financial markets and launched the
2019 National Financial inclusion strategy®*’ which lacks a clear legislative framework for but

indicate a growing recognition of Open Banking's benefits.

247 Bank of Ghana Press Release-Bank of Ghana Regulatory Sandbox Invitation to apply
https://www.bog.gov.gh/news/press-release-bank-of-ghana-regulatory-sandbox-invitation-to-apply/ (accessed on
19" March 2025)

248Phelane  C  ‘Open Finance: A potential solution for financial deepening in South Affica
https://www.ifwg.co.za/Pages/Open_Finance.aspx (accessed on 19th March 2025)

29Gantosdiaz R, The fintech Times Rwanda Fintech Growth Bridging digital and Economic development in 2024
January 28, 2025 https://www.ifwg.co.za/Pages/Open_Finance.aspx (accessed on 19th March 2025)
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22.  2.10.1.5. Ethiopia
In December 2024, Ethiopia's parliament approved legislation allowing foreign banks to operate
within the country, aiming to attract international investment as part of broader economic

reforms.?*°

2.11. Chapter Conclusion

The convergence of regulatory frameworks and market innovations is propelling the adoption of
Open Banking across Africa. As appraised in this Chapter, the market led model lends itself to
easy implementation but risks fragmentation and inequality, while the regulatory-led model may
engender uniformity and security but suffer from slow development, over-regulation, and

infrastructure challenges.

With regards to other forms of data sharing particularly Screen Scraping that is still prevalent in
Africa; this chapter argues that while Screen Scraping can offer short-term solutions for
aggregating financial data, especially for users of legacy systems, it is not without its risks and
limitations. These include data security concerns, regulatory challenges, and issues with
reliability and scalability. It is hoped that as South Africa moves in line with its Vision 2025
toward more modern financial infrastructures like Open Banking and API-based integrations, the
long-term viability of Screen scraping will likely diminish, with APIs providing a more secure

and scalable alternative.

While countries like Nigeria and Ghana are establishing regulatory guidelines to foster a secure
and inclusive financial ecosystem, market players such as Moniepoint and Tyme are attracting
significant investments, driving innovation, and expanding services. This synergy between
regulation and market activity is pivotal in enhancing financial inclusion and economic

development across the continent.

A re-imagined future of financial services, powered not by transactions, but by emotional
connections toward outcomes, is not unattainable. While the dawn of the Internet and the

smartphone era has driven much of the last wave of innovation, artificial intelligence, and big

230Ethiopia’s Financial Sector Liberalization: The New Banking Business Proclamation and Its ImplicationsFebruary

20, 2025 https://www.legal500.com/developments/thought-leadership/ethiopias-financial-sector-liberalization-the-
new-banking-business-proclamation-and-its-implications/ (accessed on 18" April 2025)

67

https://uwcscholar.uwc.ac.za/home



data will enable the next. As man rebuilds from the crisis, he must ensure that he does so

responsibly, and with equity and humanity at the center of it all.?>!

Drawing from the discussions in this Chapter that traces the history of Open Banking and outlines
some important concepts and challenges of Open Banking, it suffices to say that this chapter act
as a springboard for the extensive discussions for the next chapter which will dive into a deeper
analysis of the legal and regulatory analysis hindering the development of Open Banking. The
next chapter will also attempt to proffer detailed perspective on the complex data privacy issues

militating against Open Banking while providing insight to address the challenges.

2ISironi P ‘Banks and Fintech on Platform Economies: Contextual and Conscious Banking’ (2022) xvii.
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CHAPTER THREE: REGULATORY AND LEGAL FRAMEWORKS FOR OPEN
BANKING

3.1.  Chapter Introduction

The previous chapter examined the meaning and theories of the Open Banking system and
distinguished Open Banking from other data sharing frameworks. The previous chapter also
discusses the foundational nature of Open Banking in leading to more advanced data sharing
technologies while appraising the various stakeholders in the Open Banking ecosystem and their
roles. In the course of the research, the opportunities that Open Banking presents were elucidated
while it was discovered that the role of Open Banking in future banking entails some challenges

which was addressed with recommendations made to mitigate the risks.

This chapter examines Open Banking through the glass of regulatory and legal frameworks. The
regulatory framework is analysed with regards to the institutions with the mandate for developing
and enforcing the Open Banking framework, while the legal framework encompasses Open
Banking specific laws and other relevant legislation. This Chapter starts by exploring different
models of financial regulation (sectoral, unified, and twin peaks) and their implications for Open
Banking design and implementation. It then addresses the capacity of regulators to oversee Open

Banking.

The chapter also highlights the importance of collaboration among stakeholders, including
regulators, industry players, and consumer advocacy groups, to ensure a cohesive and inclusive
approach. The process of developing Open Banking specific laws is examined, underscoring the
necessity of stakeholder engagement and the creation of a comprehensive policy document to
guide legislative efforts. Key considerations for Open Banking laws, such as data protection,
consumer rights, competition, and interoperability, are discussed in detail. Finally, the chapter
identifies and analyses broader legal frameworks that impact Open Banking, including data
protection laws, consumer protection statutes, and banking regulations, providing a holistic view

of the legal landscape.
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3.2. Regulatory Framework

There is limited academic literature on the regulation of Open Banking.?>> The Open Banking
story is one part of a broader global trend towards digital finance driven by the global financial
crisis of 2008 and the parallel advances in mobile communication technology.?>* Fintech and
regulatory technology (‘Regtech’) have emerged as important financial developments in response
to popular distrust and even antipathy to traditional banks and financial institutions following the

‘Great Recession’ of 2008.

Alongside innovations, in payments, tokenisation and automated financial advice (to name a few),
Open Banking is part of a broader international movement to disrupt the traditional financial
order.”* Although innovators, existing financial players and entrepreneurs, have led many of
these innovations, regulators have been vital in capturing the benefits of these innovations and

protecting against the inherent risks.

Although regulators do not specifically mention the use of APIs, these ones have been deemed as
the most secure and tested technology to access users’ banking accounts. For many companies
and even ordinary citizens, new open APIs are changing the interaction with the banking sector.
New tools are being created, others will eventually become obsolete, yet others are being adapted
to a new regulatory reality where more and more partners and vendors use unified open APIs

instead of a myriad of different business APIs or partner ones.>>

In the past, these types of regulations made with the aim of enhancing competition in various

network industries as telecommunications, utilities’ sector and transport, have generally been

22S0me of the few treatments include Zachariadis M & Ozcan P ‘The API Economy and Digital Transformation in
Financial Services: The Case of Open Banking’ available at
https://www.researchgate.net/publication/317999505_The API Economy and_Digital Transformation in_Financ
ial Services The Case of Open Banking (accessed 15 September 2023); Tsang C-Y 'From Industry Sandbox to
Supervisory Control Box: Rethinking the Role of Regulators in the Era of FinTech'
2019University of Illinois Journal of Law, Technology & Policy 355.

23 Amer DW, Zetsche DA, Buckley R et al ‘Fintech and Regtech: Enabling Innovation while Preserving Financial
Stability’ (2017) 18 Georgetown Journal of International Affairs 47, Arner DW et al ‘The Future of Data-Driven
Finance and RegTech: Lessons from EU Big Bang II’ (2020) 25 Stanford Journal of Law, Business & Finance 245.
254Babina T, Buchak G & Gornall W ‘Customer Data Access and Fintech Entry: Early Evidence from Open Banking’
available at https://papers.ssrn.com/sol3/papers.cfm?abstract id=4071214 (accessed 19September 2023).

255UK .org ‘What is Open Banking?’ available at https://www.openbanking.org.uk/customers/what-is-open-banking/
(accessed 7 September 2023); Sinha A. & Rjeily A, ‘How Open Banking opportunities can thrive in Canada’
available at https:/www.ey.com/en_gl/banking-capital-markets/how-new-open-banking-opportunities-can-thrive-

in-canada (accessed 10 August 2023).
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associated with long term lower price levels, expanded outputs and labour productivity gains.?

It is asserted that these regulations that promote competition lead to greater customer benefit,
higher quality of financial products and services and larger R&D investments. However, these
achievements are strongly dependent on the capacity of the financial players to adapt and evolve
their business models creating new sources and propositions taking advantage of the ecosystem

created by the regulations.

3.3. Policy and Regulatory Considerations

Open Banking raises certain policy questions for regulators. The first is on how to foster and
harness the positive impacts on competition and innovation by ensuring data protection and
privacy; and the other is on whether and how to regulate the third parties who will now have

access to customer data.?>’ These sets of policy questions for regulators will be examined below.

3.3.1. Competition and Innovation

Open Banking can enable new entrants to offer more tailored and compelling services thereby
expanding the range of products and services with knock on effects on competition, innovation,
efficiency, and financial inclusion. The incumbents can also harness Open Banking to more
efficiently onboard customers and offer integrated services.?*® Globally, regulators have had to
grapple with a range of questions in their quest to harness Open Banking for advancing
competition and innovation. The key questions include: (i) Who: which incumbent institutions
should be obliged to Open access; and (i) What: what types of information and services can be

accessed?

Z6Martin R & Roma M, ‘Regulatory reforms in selected EU network industries’ available at
https://www.ecb.europa.eu/pub/pdf/scpops/ecbocp28.pdf (accessed 5 August 2023); Microsoft, Linklaters Accenture
‘Open Banking, a shared opportunity’ available at https://www.microsoft.com/cms/api/am/binary/RE489V8
(accessed 6 September 2023)

257Elaheh N, Maher K and Walker T (eds) The Fintech Disruption: How Financial Innovation Is Transforming the
Banking Industry (2023) 31.

238 Farrell S ‘ Banking on Open Banking: Evaluating Open Banking and DataRights in Banking Law’ (2023) 14.
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On the question of ‘who’, some regulators have required only the dominant banks (for example,
United Kingdom?*® and Brazil);?*° some have mandated it for all banks (for example, Mexico);¢!
and others have expanded the scope to include all types of financial institutions (for example,
Mexico®®? and India).?®* On the question of what — in general, there are two types of access,
namely read and write. The former relates to being able to access information and the latter to

also initiate transactions and in that sense modify the data.?%*

There is also a further distinction being made in some jurisdictions on product and service level
information, anonymised aggregate information, customer demographic and other ‘static’
information, and customer transaction level information. On both the questions, some
jurisdictions have adopted a phased approach. Many jurisdictions that started with only banks
have started expanding the coverage to cover the entire financial sector — and in that sense being

more ‘Open finance’.2%

There is a related question to the ‘who’ and ‘what’, which is how the access is to be structured
and under what terms. This question has been the most challenging given that it spans the
spectrum of technology, operational and business model aspects. Globally, three broadly different

architectures have been observed:2%¢

(1) centralised — with a central entity acting as a bridge between the data providers and receivers;

(i1) de-centralised — with data providers and receivers establishing linkages on their own; and

(i11) Hybrid — which uses some centralised elements like establishing a trust framework and then
leaving the providers and receivers to discover and consume the services using the trust

frameworks.

29Klein V, Farias RR ‘Open Banking on Different Sides of the Atlantic: A Comparative Study between Brazil
and the United Kingdom in Yagci M (ed) ‘Central Banking in a Post-Pandemic World: Challenges,
Opportunities, and Dilemmas’ (2023) 28.

260K lein V, Farias RR ‘Open Banking on Different Sides of the Atlantic: A Comparative Study between Brazil
and the United Kingdom in Yagci M (ed) ‘Central Banking in a Post-Pandemic World: Challenges,
Opportunities, and Dilemmas’ (2023) 64.

261De Pascalis F & Brener A ‘Open Banking: Global Development and Regulation’ (2024) 36.

262 De Pascalis F &Brener A ‘Open Banking: Global Development and Regulation’ (2024) 38.

263Carriére-Swallow Y, Haksar V & Patnam M India’s ‘Approach to Open Banking: Some Implications for Financial
Inclusion’ in Jeng L (ed) Open Banking (2022) 238.

264Wolberg-Stok A ‘Open Banking Ecosystem and Infrastructure: Banking on Openness’ in Jeng L (ed) Open
Banking (2022) 47.

265Tsai C & Peng K ‘Regulating Open Banking: Comparative Analysis of the EU, the UK and Taiwan’ (2023) 28.
266Bank for International Settlements, ‘API Standards for Data Sharing’ <https://www.bis.org/publ/othp56.htm>
(accessed 5" January 2024).
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In general, the centralised and hybrid approaches have been more common in jurisdictions that
have regulated Open Banking. Beyond the interface models described above there are of course
issues related to data format, customer authentication and consent management processes, and
service quality. On the business model, the fundamental question is should the Open Banking

services be priced and if so at what level.

Some jurisdictions have left the process of determining the technology and business model
aspects to the private sector, for example, Singapore.?®’ Others have made some choices
specifically on the technology and operational model — for example, Korea?®® and Turkey?®
(centralised); and Europe®’ (hybrid). In India, where the hybrid model has been chosen, there is
an added element of creating a new category of entities ‘account aggregators’ who come in

between the data providers and receivers and act on behalf of the data subject.?”!

The question of pricing has been a very difficult issue to address. On the one hand, the data
providers incur costs in maintaining the data and the associated IT systems and as such incur real
costs in providing the service. On the other hand, the customers have a legitimate right to their
data and a high price could act as a barrier to development of Open Banking. Further, in the

absence of some organising entity arriving at an acceptable price is a challenge.

The centralised model seeks to resolve this through the central entity playing that role — for
example, the National Payments Corporation of India (NPCI) plays this role for payment
initiation services.?’”> The hybrid model could also lend itself to such approaches. In general, the
interchange structure followed in the payment card industry and the pricing models seen in credit
reporting markets could prove relevant for Open Banking as well. In this regard, it is worth noting

that both in the centralised and hybrid models, the central entity administer key functions akin to,

%7Leong E & Gardner J ‘Open Banking in the UK and Singapore: Open Possibilities for Enhancing Financial
Inclusion’ (2021) 5 Journal of Business Law 429.

28Mun U & Moon W ‘Monetary Policy and Central Banking in Korea’ (2022) 13

29TCMB ‘Open Banking Press Release (2022-48)’
https:/www.tcmb.gov.tr/wps/wem/connect/EN/TCMB+EN/Main+Menu/Announcements/Presst+Releases/2022/A
N0O2022-48> accessed 24" January 2024.

2'Bramberger M ‘Open Banking Repositioning of European Financial Institutions’ (2022) 69

Y Carriére-Swallow Y, Haksar V & Patnam M India’s ‘Approach to Open Banking: Some Implications for Financial
Inclusion’ in Jeng L (ed) Open Banking (2022) 239

22Carriére-Swallow Y, Haksar V &Patnam M India’s ‘Approach to Open Banking: Some Implications for Financial
Inclusion’ in Jeng L (ed) Open Banking (2022) 240.
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say, a ‘payment scheme’ or a credit bureau.?”* This leads to the question of whether these central

entities should be regulated as financial infrastructures.

It needs to be noted that while Open Banking seeks to expand competition, without adequate
safeguards competition could actually get further weakened.?’”* There is also an increasing
realisation that while Open Banking was not necessarily designed with BigTechs in mind, they
are however likely to benefit significantly from this. It is becoming clear that BigTechs, given
their strong customer base and apps that are integrated into daily lives of end-users, can derive
significant benefits from Open Banking, for example in India, big techs were able to leverage the
third-party payment initiation capability to rapidly expand their presence in the payments market,
prompting the imposition of volume caps.?’”®> Furthermore, it is submitted that competition can
gain further traction when smaller Fintech companies are incentivised to join the process owing

to simplified rules that are easy to understand and implement.?’®

3.3.2. Conundrum of Reciprocity

The advantages that Bigtech can derive from customers’ data as third parties without any
obligation to share data has prompted calls for introducing the principle of reciprocity and
requiring the third parties that access Open Banking services to be obliged to open access to their
own data.?’”’” This however poses several issues starting from the scope of the data extending
beyond the financial sector domain and challenges in standardising data and the contention that

sharing data might be unfair to smaller Fintech start-ups.

2B3Klein V & Farias RR, ‘Open Banking on Different Sides of the Atlantic: A Comparative Study between
Brazil and the United Kingdom in Yagci M (ed) ‘Central Banking in a Post-Pandemic World: Challenges,
Opportunities, and Dilemmas’ (2023) 52-53.

274 The Big techs such as Amazon and Apple might set up fintechs to gain access to customers data held by banks
and utilise their vast wealth and existing customers to push smaller Fintechs out of business. See The World Bank
‘Fintech and  the Future of  Finance: Market and  Policy Implications (English)’
<https://documents.worldbank.org/en/publication/documents-reports/documentdetail/099450005162250110/p1730
0600228b70070914b0b5edf26e2f9f> accessed 29" December 2023.

273 NPClI, ‘Standard Operating Procedure (SOP) — Market Share Cap for Third Party Application Providers (TPAP)’
<https://www.npci.org.in/PDF/npci/upi/circular/202 1/standard-operating-procedure-sop%E2%80%93market-
share-cap-for-third-party-application-providers-tpap.pdf> accessed 29" December, 2023.

276 Brummer C, Yadav Y ‘Fintech and the Innovation Trilemma (2019) Vol. 107:235 The Georgetown Law Journal
247

YTResta G & Zeno-Zencovich V ‘Governance of/through Big Data. Volume 11(2023) 42; Natarajan H ‘Regulatory
Aspects of Open Banking: The Experience thus Far’ <https:/european-economy.eu/2022/regulatory-aspects-of-
open-banking-the-experience-thus-far/> accessed 5 February 2024; Institution of International Finance ‘Reciprocity
in Customer Data Sharing Frameworks’
<https://www.iif.com/portals/0/Files/private/32370132 reciprocity in_customer data sharing frameworks 20170
730.pdf> accessed 25" January 2024.
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This argument about unfairness can also be made by the data holders about Big techs start-ups
that access data but do not share thereby obtaining an unfair advantage.?’® It has been argued that
reciprocity be cautiously introduced?”® however this thesis argues that although data portability
can assist in Open Banking frameworks without reciprocity, reciprocity should be inserted in an
Open Banking legislation. This argument is predicated on the fact that the reciprocity on
customer’s banking data will ensure fairness to all parties to Open Banking who must comply
with equity.?®The problem with reciprocity in data sharing is that mostly there is broad movement
towards taking an Open data approach, wherein the data subject is vested with the right to access

and share their data held with any entity?®! which leads to an appraisal of third-party regulation.

3.3.3. Third Party Regulation

Open Banking regulations introduce new categories of regulated financial institutions. The PSD2
model of introducing two new categories of institutions, namely AISP and PISP, has been widely
adopted across the world. There is however some variation on the approaches related to
application of prudential requirements, financial conduct requirements, and supervisory
approaches.?®? An alternate model in India is one of not regulating the PISP and instead treating
it as a specific product offered by a regulated payment system through its partner banks/payment
institutions and relying on the operating rules and procedures of the payment system to achieve

the regulatory outcomes.?

On the other hand, a new category of entities called ‘Account Aggregators’ is introduced, who
act as a ‘data fiduciary’ orchestrating the data requests from institutions that have a legitimate
interest and the providers of information, and the consent of the data subject.?3* This model while

like AISPs at first glance, in reality represents a different regulatory approach.

278 Di Porto F and Gustavo G ‘I Access your data, You Access mine’ (2020) International Review of Intellectual
Property and Competition Law 21

2PCarr B, Pujazon D, Urbiola P ;Institute of Internattional Finance: Reciprocity in Customer data sharing
frameworkshttps://www.iif.com/portals/O/files/private/32370132 reciprocity_in_customer_ data sharing_framewor
ks_20170730.pdf (accessed on 27 April 2025)

280Qui sentit commodum, sentire debet et onus: He who receives advantage must also bear the burden

BlK]ein V & Farias RR ‘Open Banking on Different Sides of the Atlantic: A Comparative Study between
Brazil and the United Kingdom’ in Yagci M (ed) ‘Central Banking in a Post-Pandemic World: Challenges,
Opportunities, and Dilemmas’ (2024) 52-53.

22Gimigliano G &Bozina-Bero§ M ‘The Payment Services Directive II: A Commentary’ (2021) 20.

283Marchisio E ‘Handbook of Research on Applying Emerging Technologies across Multiple Disciplines’ (2022) 126.
284 Buckley RP, Arner DW & Zetzsche DA ‘FinTech: Finance, Technology and Regulation’ (2023) 35.
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Notably, it does not pre-judge the type of services the data receivers will offer, and allows all
institutions regulated by any of the financial sector regulators to be able to participate as data
receivers.?The regulatory models outlined above offers informed choices for jurisdictions to
consider when setting up an Open Banking regime however certain considerations outlined below

might provide useful guidance on the subject.

3.4. Models of Financial Regulation and Their Implications for Open Banking

There are different models of financial regulation that can be employed to regulate Open Banking
with different implications. These models include the sectoral model, unified model and twin

peaks model and their implications for Open Banking will be appraised below.

3.4.1. Sectoral Model

The sectoral model of financial regulation which has been adopted by most financial
jurisdictions assigns regulatory responsibility by financial sector typically separating the
supervision of banks, insurance companies, and securities firms. The sectoral model is
characterised by the allocation of regulatory and supervisory responsibilities according to

industry sector.

The sectoral model originated in the early 20th-century evolution of national financial markets,
where institutional boundaries were clear and inter-sector competition minimal.?*® For much of
the 20th century, there appeared to be appropriate functional demarcation which made this
system work effectively due to limited cross-sectoral overlap. However, the financial
liberalisation and innovation of the 1980s and 1990s including the rise of financial
conglomerates blurred these lines, exposing weaknesses in the sectoral model’s fragmented

design.?®’

However, the globalisation and convergence of financial activities have increasingly exposed its

structural limitations. The sectoral approach arose naturally as financial sectors developed

285 De Pascalis F & Brener A ‘Open Banking: Global Development and Regulation’ (2024) 40-41.

286Goodhart C, Hartmann P, Llewellyn D et al, Financial Regulation: Why, How and Where Now? (1998) 150-165
287 Masciandaro D & Quintyn M, Reforming Financial Supervision and the Role of Central Banks: A Review of
Global Trends, Causes and Effects CEPR Policy Insight No 30 (2009) 4-7
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separately, with unique business models and social roles as traditional banking was tied to

specific sectors.

The United States is a classic epitome of the sectoral model, with multiple federal and state
agencies overseeing different parts of the financial system including the Office of the
Comptroller of the Currency (OCC), Federal Reserve, Federal Deposit Insurance Corporation
(FDIC), Securities and Exchange Commission (SEC), and various state insurance
commissioners.?® The US regulatory system has long been cited as an extreme form of sectoral
fragmentation as multiple agencies at both federal and state levels supervise overlapping parts
of the financial system, leading to what the IMF has called “regulatory complexity bordering on
dysfunction.”?®® While the Dodd-Frank Wall Street Reform and Consumer Protection Act 2010
introduced the Financial Stability Oversight Council (FSOC) to coordinate among regulators, it

did not abolish the sectoral structure.??

Similarly, Japan maintained separate regulatory bodies for banking, insurance, and securities
until the establishment of the Financial Services Agency (FSA) in 2000, which partially
integrated supervision.?’! Many emerging economies, such as India continue to operate
predominantly sectoral frameworks, though coordination mechanisms have strengthened in
recent years through inter-agency councils.?*? India retains separate regulators which are the
Reserve Bank of India (RBI) for banks, Insurance Regulatory and Development Authority
(IRDAI), and Securities and Exchange Board of India (SEBI) coordinated through the Financial
Stability and Development Council (FSDC). This hybrid approach represents an incremental

adaptation of the sectoral model to address cross-sectoral risks.

Despite its apparent simplicity and alignment with industry structures, the model has faced

criticism for regulatory fragmentation, inefficiency, and vulnerability to arbitrage. Nonetheless,

288 US Treasury, Blueprint for a Modernized Financial Regulatory Structure (Department of the Treasury, 2008)
https://home.treasury.gov/news/press-releases/hp896 (accessed on 13th October 2025)

289 International Monetary Fund, United States: Financial Sector Assessment Program (IMF Country Report No
10/247, 2010) https://www.imf.org/external/pubs/ft/scr/2010/cr10247.pdf (accessed on 13th October 2025)

2%0 Dodd—Frank Wall Street Reform and Consumer Protection Act 2010

291 Financial Services Agency (Japan), Outline of the FSA’s Supervisory Framework (Tokyo, 2012) 12-15

292 Reserve Bank of India, Report on Trend and Progress of Banking in India 2023-2024 (RBI 2023
https://mucbf.com/wp-content/uploads/Trend-and-Progress-Report/trend-and-progress-report-2023-24.pdf
(accessed on 13th October 2025)
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sectoral regulation continues to operate, in full or hybrid form, in several jurisdictions. The

persistence of the sectoral model rests on several theoretical justifications:

e The model enables sectoral regulators to develop deep knowledge of their specific
industries, enhancing supervisory quality and distinct alignment between industries that

minimises overlap and confusion.

e This model sets clear jurisdictional boundaries that facilitate straightforward oversight
and public understanding ensuring that the public is aware of the regulator of any given

sector.

The sectoral model of financial regulation, though historically dominant, is increasingly
challenged by the realities of financial integration and systemic interdependence. Its strengths
which are sectoral expertise, administrative clarity, and institutional continuity are offset by

weaknesses in coordination, efficiency, and systemic oversight.

While developed economies have largely migrated toward integrated or functional models, the
sectoral approach remains relevant in jurisdictions where markets remain segmented or
institutional reform is constrained. Its survival depends on enhanced coordination mechanisms,
information sharing, and macroprudential integration. Ultimately, the sectoral model represents
both a legacy framework and a potential foundation for gradual, context-specific regulatory

evolution.

The sectoral model contrasts with integrated or twin peaks regulatory models, which provide
unified or function-based oversight across financial services. There appears to be two variations

of this model which are close knit or institutional

23. 3.4.1.1. Closer Knit Model
The Bank for International settlements describes a closer knit sectoral model in which: One

financial sector authority is responsible for the prudential and conduct of business supervision of
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banks while another authority has the same mandate for insurance. A third authority is responsible

for market integrity and the securities business.

24.  3.4.1.2. Institutional Regulation
An expanded sectoral model of financial regulation described as Institutional regulation relates
to the regulation of each single category of financial services by different agencies or division has

also been espoused.?*

A common denominator in this model is the compartmentalisation of
financial regulation which in the context of Open Banking has significant implications for

regulatory coordination, market competition, innovation, and consumer protection.

The implications of the sectoral model for Open Banking will be categorised into positive and

negative implications.

3.4.2. Positive Implications of the Sectoral Model for Open Banking
The Sectoral model of Open Banking has the potential to offer some positives for the Open

Banking ecosystem, which are stated below:
1. Enhancing Consumer Protection in Open Banking Controlled Regulation

The thrust of the sectoral approach is that there is specialised expertise in regulating banks,
Fintechs, and payment service providers separately. With the recent conversation about the
expansion of Open Banking to Open Finance?®> without addressing the peculiar limitations of
Open Banking, a sectoral model of Open Banking which can be implemented within the banking
sector without immediately affecting insurance and securities can allow regulators to test its
impact in a controlled environment. Open Banking regulations within this model can be tailored

to address risks and compliance issues specific to the banking sector.
2. Stability in Traditional Banking Systems

The traditional banking system often operates under separate and stringent regulatory oversight

and the sectoral model may reduce systemic risks from rapid Fintech innovations. This can

2%Calvo D, Crisanto JC, Hohl S et al ‘Bank for International Settlements Financial stability institute FSI Insights on
policy implementation No 8, Financial Supervisory Architecture: what has changed after the crisis? April 2018
https://www.bis.org/fsi/publ/insights8.pdf (Accessed on 15th March 2025)

24Sunduzwayo M ‘Rationale of Regulating the Financial Services, Models of Regulation and Need for Regulatory
Independence (March 6, 2014). Available at
SSRN: https://ssrn.com/abstract=2538437 or http://dx.doi.org/10.2139/ssrn.2538437

2%Weinrabe-Regnard B, Johnstone N & Finalyson BJ ‘Adapting to a changing payments landscape’ in Madir J (ed)
FinTech Law and Regulation (2024) 49.
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prevent disruptions in traditional banking by ensuring that new entrants meet regulatory

compliance requirements before gaining access to customer data.

3.4.3. Challenges And Limitations Of The Sectoral Model For Open Banking

There are few challenges and limitations to the sectoral model for Open Banking

First, the sectoral model can result in lack of coordination between regulators that can create
inefficiencies, leading to conflicting regulations for Open Banking providers operating across
multiple sectors. In some countries, Fintechs fall under different regulatory jurisdictions than
banks,?® making it hard to standardise Open Banking API frameworks. It is suggested that the
regulatory bodies overseeing different sectors should collaborate to create a unified Open
Banking framework such as what occurred in the United Kingdom where the Financial Conduct
Authority (FCA) and Payment Systems Regulator (PSR) work together to ensure Open Banking

policies align across financial sectors?’

Secondly, it is established that Open Banking thrives on data sharing across different financial
players with vested interests in different sectors such as banking, insurance, investments, etc. A
sectoral approach may limit cross-sector innovation, making it harder for Fintechs to create
integrated financial services. A Fintech offering both banking and investment services may need
to comply with multiple sets of regulations, slowing its ability to scale. Open Banking aims to
facilitate seamless data sharing across financial services, but the sectoral model can create silos.
Interoperability between banks, Fintechs, insurers, and payment providers can be hindered if
different regulators impose varying API and security standards. It is submitted that the
fragmentation of regulations by different regulators can be remedied by the adoption of a hybrid
approach, where a single oversight body ensures coordination across sectors while allowing

sectoral regulators to enforce compliance.?”®

Third, the sectoral model could lead to a situation that consumers may not understand which
financial products fall under which regulatory body, leading to different levels of consumer

protection. Trust issues might creep up if an Open Banking Fintech fails and consumers may not

2% In Mexico, the law to regulate Financial Technology Institutions (the Fintech Law) was enacted on 9" March
2018

297 International Bar Association Banking Law Committee ‘Fintech: how is the world shaping the financial
innovation industry? 2023 196

2% Australia’s Consumer Data Right (CDR) is a centralized data-sharing framework applied across financial services,
energy, and telecommunications.
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be covered by the same protections as traditional bank customers. It is posited that this challenge
can be ameliorated by creating sandboxes that harmonise the rules governing the different players
in the Open Banking ecosystem. There should be greater consumer education with concise

information and dedicated helpdesk to resolve any concerns from customers.

In conclusion, the sectoral model offers stability, clarity, and sector-specific expertise, but it also
creates fragmentation and regulatory hurdles for innovation therefore regulatory harmonisation,
phased implementation, and cross-sector collaboration are necessary to ensure Open Banking

success within sectoral regulation frameworks.

3.5. Unified Model

The unified model of financial regulation is a model of financial regulation that consolidates
prudential supervision, market conduct oversight, and macroprudential responsibilities within a
single institutional framework. In essence, the unified model of financial regulation unites the

market and prudential powers under a sole regulator.

The suitability of the applicability of this model to financial regulation has generated debate. On

the one hand, proponents of the model aver that it enhances coordination, information sharing,

299

and accountability”” while reducing regulatory arbitrage however critics posit that the model

300

magnifies the impact of regulatory failure; cause internal conflicts®” and expose capacity

restraints.>"!

The drawbacks of this model is exemplified by the United Kingdom’s experience when the
Financial Services Authority (FSA), operational from 1997 to 2013 as a unified regulator was
initially lauded for efficiency but was later criticized for failing to detect systemic risks ahead of

the 2007-2009 financial crisis.>*? This failure led to robust reforms that replaced the Financial

2% Abrams RK. & Taylor MW Issues in the unification of financial sector supervision. International Monetary Fund
(2000) 10-14

300Brjault, C The rationale for a single national financial services regulator. Financial Services Authority,
Occasional Paper 2 (1999) 21

301 Jlewellyn DT ‘Institutional structure of financial regulation and supervision: The basic issues in D. T. Llewellyn
(ed.), Financial regulation: International experience (2006) 3-37

302HM Treasury Reforming financial markets. The Stationery Office (2009) 38
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Services Authority with the Prudential Regulation Authority (PRA) and the Financial Conduct

Authority (FCA) which effectively mandated functional separation under a twin peaks model.

A unified regulator has the potential to achieve improved information flows but faces
transitional challenges and political pressures which made jurisdictions to re-evaluate unified
models. The trend shifted toward hybrid architectures, combining integrated supervision with
explicit separation of prudential and conducts functions.’*® This evolution reflects a desire to

preserve the efficiency of consolidation while reducing internal conflicts of interest.

Despite the frailties of a unified model of financial regulation stated above, certain measures
can be implemented to make it more functional while mitigating the impact of any failure which

arc:

1. Even though the financial powers are concentrated in a single regulator, there could be
divisions within the unified agency with reasonable independence that manages
prudential, conduct, and resolution units which can help to preserve internal

accountability.

2. Institutionalisation of transparency and independence which would ensure that
prudential decisions must be insulated from short-term political interference while

transparent reporting and external audits are mandated to enhance legitimacy

3. There should be a contingency plan to manage risks arising from regulatory failure
which would lead to unified regulators maintaining robust resolution planning and

crisis-management frameworks in coordination with national resolution authorities

The unified model of financial regulation offers significant benefits in terms of efficiency and
systemic oversight particularly in highly integrated financial systems however it is not a
universal solution. Its success depends critically on institutional design especially mandate
clarity, governance independence, and inter-agency coordination. In countries lacking these

conditions, twin peaks or hybrid models may provide a more balanced architecture for

303Qrganisation for Economic Co-operation and Development (OECD) The financial crisis: Reform and exit
strategies. (2010) 32
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achieving financial stability and consumer protection. The unified model can be divided into

13 whereas a partial unified regulator regulates two

two distinct types which are partial and ful
sectors of the financial sector*?® a fully unified regulator regulates the entire financial sector>®.
The implications of the unified model for Open Banking will be categorised into positive and

negative implications:

3.5.1. Positive Impacts of a Unified Model on Open Banking

The unified model presents some benefits when implemented in an Open Banking Ecosystem

including:

First, the Open Banking ecosystem involves multiple financial players, including banks, Fintechs,
payment providers, and insurers. While a compartmentalised sectoral model fosters division, a
single regulator reduces regulatory fragmentation, ensuring consistent policies for API security,
data sharing, and consumer protection. In the UK, the FCA regulates both banks and Fintechs,
making Open Banking implementation smoother. The unified regulator can quickly create and
enforce standardised Open Banking rules across the financial sector which reduces delays that
might occur in sectoral models where multiple regulators must coordinate before enacting
policies.

Secondly, as discussed in Chapter 2, Open Banking is a stepping stone toward advanced

397 where consumers can share data across banking,

ecosystems such as Open finance,
investments, insurance, and pensions. Thus, a unified regulator ensures API and data-sharing
standards apply across all financial sectors, making interoperability easier. The central position
of the PSD2 regulation, led to widespread Fintech-bank integration,**® paving the way for Open

finance.

304 Mwenda KK ‘The World Bank Law, Justice and development Series’ Legal Aspects of Financial services
Regulation and the concept of a unified regulator’ (2006) 38

395 In Zambia, a partial unified regulation system subsists as the Bank of Zambia (BoZ) overseeing banks and other
financial institutions while the Securities and Exchange Commission (SEC) regulates pension funds and insurance
companies

306 In the United Kingdom the Financial Conduct Authority (FCA) oversees banking, securities, and financial
services, while the Prudential Regulation Authority (PRA) handles systemic risks. Germany: The Federal Financial
Supervisory Authority (BaFin) regulates banks, insurance firms, and financial markets. Singapore: The Monetary
Authority of Singapore (MAS) acts as the unified regulator for banking, insurance, and capital markets
307Paragraph 2.4 of Chapter 2

308 Caceres N, Calzada J, Duch Brown N et al ‘European Union Has PSD2 favoured Investment in the European
PayTech Companies’ JRC Digital Economy Working Paper (2025) 5
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Thirdly, a unified regulation can better protect customers and issue regulations by enforcing
uniform data protection, fraud prevention, and liability rules, reducing risks associated with Open
Banking. Consumers are less likely to face regulatory gaps where one regulator protects banking
data but another has weaker rules for Fintechs creating inconsistency and resulting in regulatory
arbitrage caused by regulatory regime inconsistency.*” To ensure uniformity, BaFin in Germany

ensures that Open Banking operates under strict security guidelines, reducing fraud risks.

Fourthly, jurisdictions with unified financial regulation can promptly align their Open Banking
frameworks more easily with international standards. This improves cross-border financial
services, remittances, and regional trade. A classic manifestation of this is the European Banking
Authority (EBA) which ensures all EU countries comply with PSD2, making Open Banking work

across multiple nations.>!°

3.5.2. Challenges & Risks of the Unified Model for Open Banking
The Unified model of Open Banking also presents some challenges which are itemised and

discussed below:

First, in a unified regulatory model, the financial regulator must be above board owing to the
devastating effect of breach of rules. Thus, there is a potential that if the regulator fails to enforce
rules properly, the entire financial system could be at risk. A data breach or regulatory misstep
under a single financial authority could affect all banks, Fintechs, and financial firms at once. It
is submitted that there must be strict adherence to rules enforcement by a regulator in addition to

regular audit and updating of rules.

Secondly, in a bid to create uniform rules for the financial sector, a single, highly centralised
authority may impose strict compliance rules that increase costs for Fintechs and reduce
innovation which has led to the argument that the EU’s PSD2 regulations are too complex, making
compliance challenging for small Fintech startups.®'! Fintechs may struggle with lengthy

approval processes before launching new Open Banking products. If a single regulator is slow in

39 Minto A, Prinz S & Wulff M ‘A risk characterization of Regulatory arbitrage in Financial Markets’ European
Business Organization Law Review (2021) 726

310 European Banking Federation Guidance for implementation of the revised Payment Service Directive PSD2
Guidance  https://www.ebf.eu/wp-content/uploads/2019/12/EBF-PSD2-guidance-Final-December-2019.pdf 6
(accessed on 17th March 2025)

3Forvis Mazars ‘GDPR  and PSD2: what are the issues for Fintechs? 18" May 2018

https:/financialservices.forvismazars.com/gdpr-psd2-issues-fintechs/ * Accessed on 15" March 2025)
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making decisions, it could delay Open Banking implementation. Unlike the sectoral model, where
Fintech regulators might act faster, a large unified body could take longer to respond to industry
needs. It is suggested that to ameliorate this challenge, the centralised regulatory authority can
create uniform but simplified rules that would not be too cumbersome on third party players but
robust enough to protect against risks. Unified regulators should also employ proactive measures

to respond to industry needs.

Thirdly, the disruptive nature of Open Banking has affected the traditional method of banking,
which can result in traditional banks and Fintech startups often having conflicting interests
regarding data-sharing rules.!? A single regulator must carefully balance innovation with banking
stability which can be challenging. It is submitted that to remedy this risk, the unified regulator
should create a level playing field for all the stakeholders with access to customers’ data. There

should be strict enforcement to sharing of data across board to maintain standards.

In conclusion, the unified model of regulation encourages seamless Open finance evolution,
making it easier to integrate banking, insurance, and investments under one framework.
It also improves consumer trust and security through standardised rules for API security, fraud
prevention, and liability. The potential downsides include bureaucratic slowdowns, risk of
overregulation, and difficulty balancing bank-Fintech competition From the analysis of this
model of financial regulation, the greater potential of its success lies with jurisdictions with

advanced financial ecosystem and adherence to regulations.

3.6. Twin Peaks Model

The Twin Peaks model of financial regulation is a model of financial regulation that separates
prudential supervision from market regulation, assigning each to a distinct and specialised
regulatory agency. Michael Taylor’s seminal works were one of the earliest intellectual
arguments in favour of a twin peaks model by arguing that the growing complexity of financial

markets required functional rather than institutional regulatory differentiation.>!?

312 Sharma P ‘Fintech Startups and Traditional Banking: Rivals or Collaborators?” Computer Fraud and Security
ISSN (2024) 364

313 Taylor M, ‘Twin Peaks: A Regulatory Structure for the New Century’ (Centre for the Study of Financial
Innovation (1995) 1-18; Taylor M ‘Peak Practice: How to Reform the UK’s Regulatory System’ (Centre for the
Study of Financial Innovation (1996) 1-19.
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The thrust of the argument is that fundamental insight and not financial sectors should
determine institutional boundaries. A stable system demands one agency focused on safety and
soundness, and another on fairness and integrity. Thus, this model aims to correct the “mission
overload” of unified regulators and the fragmentation of sectoral systems.>!* Each “peak” can
specialise, developing the necessary expertise and culture to address its specific mandate. The
twin peaks model of financial regulation gained prominence after the global financial crisis of
200709 exposed weaknesses in pre-existing regulatory structures across jurisdictions. In many
cases, sectoral or unified models failed to prevent systemic build-up of risk or to protect
consumers effectively. These shortcomings prompted a wave of institutional reform, with

several countries rethinking the architecture of financial supervision.

The twin peaks model has been applied in several countries with reasonable degree of success
such as Australia ehich adopted the model following the 1997 Wallis Inquiry, which
recommended separating prudential and conduct supervision.The Australian Prudential
Regulation Authority (APRA) and the Australian Securities and Investments Commission
(ASIC) were established in 1998 to oversee prudential and conduct matters respectively. The
model has since been widely regarded as successful, particularly during the 2007—-09 global

crisis, when Australia avoided systemic failures.3!®

The United Kingdom’s post-crisis reforms restructured its regulatory landscape around the
Bank of England as macroprudential and prudential authority (through the PRA) and the
independent FCA for conduct.'® While not a textbook Twin Peaks design due to the Bank’s

expanded macroprudential role, it embodies the core principle of functional separation.>!’

South Africa formally adopted a Twin Peaks framework in 2018 through the Financial Sector
Regulation Act.?!® The Prudential Authority (PA) within the South African Reserve Bank and
the Financial Sector Conduct Authority (FSCA) mirror the Australian template.Emerging

31Briault C ‘The Rationale for a Single National Financial Services Regulator FSA Occasional Paper 2 (1999) 21-
25

315 Carmichael J & Pomerleano M, The Development and Regulation of Non-Bank Financial Institutions (World
Bank (2002) 37-39

316Bank of England, The PRA Approach to Banking Supervision (2023) 1-55

317House of Commons Treasury Committee, The Accountability of the Bank of England (2011) 38.

318Republic of South Africa, Financial Sector Regulation Act 9 of 2017 (in force 2018).
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market experience illustrates the model’s flexibility, though challenges remain in balancing

resource constraints and ensuring consistent inter-agency coordination.

The twin peaks model of financial regulation presents many advantages which include:

There is precision of objective as each agency has a single, well-defined purpose,

stability or conduct which negates the dilution of goals common in unified systems.>!?

There is emphasis on specialisation as the clear delineation of regulator responsibilities

enables regulators to develop deep expertise within their domain.3

The risk of conflict of interest is minimised as the prudential supervision’s focus on

institutional integrity does not conflict with conduct oversight’s focus on consumer

fairness.>?!

Despite the relative separation of powers in the twin peaks model which creates system

integrity, the twin peaks models also face certain challenges including:

There might be overlap when dividing responsibilities between the prudential and
market conduct regulator*?? while information sharing might not be optimal between the

two regulators.

It might prove challenging for regulators to maintain harmony as there might arise a

culture of competition other than cooperation between the regulators.

In particular reference to developing and smaller economies, the cost and complexity of

maintaining two strong regulators may outweigh benefits.

319 Taylor M, ‘Twin Peaks: A Regulatory Structure for the New Century’ (Centre for the Study of Financial
Innovation, 1995) 5-12

320 Llewellyn D, Institutional Structure of Financial Regulation and Supervision: The Basic Issues Paper presented
at a World Bank seminar Aligning supervisory structures with country needs Washington DC (6" and 7% June
2006) 27-28

321 Masciandaro D & Quintyn M, Reforming Financial Supervision and the Role of Central Banks: A Review of
Global Trends, Causes and Effects CEPR Policy Insight No 30 (2009) 4-9

322Financial Stability Institute, Financial Supervisory Architecture: What Has Changed After the Crisis? (BIS FSI
Insights No 8, (2018) 13
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To ensure an optimal twin peaks system, it is proposed that there should be strong statutory,
governance, and operational foundations. In particular, there should be legislative clarity on the
precise powers of both regulators; robust information-sharing frameworks that includes formal

memoranda of understanding (MOUs) and shared data infrastructures,**

macroprudential
coordination by the apex banks of jurisdictions, independent yet collaborative governance

between both agencies ensuring coordination through joint committees and crisis protocols.

The Twin Peaks model represents a significant evolution in financial regulatory design,
combining specialisation with functional clarity. Its resilience in Australia and the Netherlands,
and its post-crisis adoption in the UK and South Africa, suggest that it offers a balanced
approach to complex financial systems. Nonetheless, Twin Peaks is not a universal remedy:
coordination mechanisms, legal precision, and adequate capacity are prerequisites for success.
Properly implemented, the model aligns regulatory architecture with the dual imperatives of

stability and fairness that underpin modern financial governance.

The twin peaks model has potential positive and negative implications for Open Banking which

will be appraised below.

3.6.1. Positive Impacts of the Twin Peaks Model on Open Banking

First, the twin peaks of financial regulation creates proper oversight for different financial sectors
which facilitates greater oversight for Open Banking participants involving banks, Fintechs, and
TPPs handling consumer data and payments.The twin peaks model ensures that regulatory duties
are evenly shared as the prudential regulator ensures banks and financial institutions remain
stable, while the market conduct regulator ensures Fintechs and Open Banking platforms follow

consumer protection rules.***

Secondly, the fusion of prudential regulation and market regulation under the unified system
might be burdensome for the regulator creating concerns whether a single regulator could

encompass the differing approaches and cultures of the prudential and market regulator.’?® In

33Bank of England, The PRA Approach to Banking Supervision (2022). 10-35

324 Chitimra H & Mavhuru L ‘A Comparative Analysis of the Design and Implementation of the Twin Peaks Model
of Financial Regulation in South Africa and Australia’ (2024)27 Potchefstroom Electronic Law Journal 2-4

325 Llewellyn D “Institutional Structure of Financial Regulation and Supervision; The Basic Rules (Paper presented
at a World Bank Seminar Aligning Supervisory structures with Country needs, Washington DC( 6™ and 7" June
2006) 26
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contrast, the twin peaks model ensures that the prudential authority can focus on systemic risks,
ensuring that Open Banking does not compromise financial system stability. The market conduct
regulator encourages innovation by fostering fair competition and ensuring TPPs and Fintechs

follow clear rules.

Thirdly, the twin peaks model ensures that the market conduct regulator is focused on ensuring
that banks do not unfairly restrict Fintech access to consumer data. It also promotes fair API
pricing, standardisation, and interoperability, allowing Fintechs and TPPs to compete fairly. The
market conduct regulator is also in a prime position to enact rules to ameliorate concerns about
fraud, unauthorised transactions, and data privacy affecting Open Banking. The market conduct
regulator ensures fair treatment, transparency, and strong security standards for API-based

financial services.

Fourthly, the potential conflict of interest and lack of trust in the unified model where a single
regulator is both responsible for regulation of banks and consumer protection could be remedied
by the dual regulation structure that ensures financial systems stability and consumer trust,

making users more likely to adopt Open Banking.

3.6.2. Challenges & Risks of the Twin Peaks Model for Open Banking
There are three challenges of note which the Twin Peaks model poses for Open Banking, which

are appraised below.

First, there is a possibility that with two regulators involved, disputes can arise over which
authority handles certain aspects of Open Banking regulation. This could mean that two separate
regulators would have two separate rule books and two separate systems.*?® This challenge can
be exemplified by a situation where a Fintech suffers a data breach and there is controversy

whether the risks should be regulated under prudential risk rules or consumer protection laws?

Secondly, in a twin peaks model of financial regulation, Open Banking players (banks, Fintechs,
and third-party providers) may need to comply with regulations from two different authorities,
increasing regulatory costs. Further, coordinating two regulatory bodies may lead to slower

implementation of Open Banking policies compared to a unified model. For example, if there is

326 House of Commons Treasury Committee ‘Financial Regulation, A Preliminary consideration of the Government’s
Proposals, Seventh report of Session 2010-11 (Vol 1) 83
https://publications.parliament.uk/pa/cm20101 1/cmselect/cmtreasy/430/430i.pdf (Accessed on 15th March 2025)
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need to make urgent updates to an Open Banking policy, both regulators must agree before

changes are made, delaying innovation.

It is suggested that this challenge can be ameliorated by clear regulatory collaboration frameworks
to ensure that conflicts do not arise. Further, there should be regular interfaces between both

regulators to ensure that any grey areas are sorted out.

Thirdly, in a twin peaks model of financial regulation where different regulations may interfere
with each other, financial institutions and Fintechs may try to exploit gaps between prudential
and conduct regulators to avoid compliance obligations. It could result in a bank arguing that
Open Banking API restrictions fall under prudential oversight, delaying competition-related

decisions.

To ameliorate the impact of this challenge, it is suggested that there should be a joint dispute
resolution body to ensure that disputes are resolved promptly as soon as they arise with uniform
sanctions under both regulators. If a bank or Fintech commits an infraction which is penalised
under both regulators, the bank or Fintech could be penalised under the rules of either regulator

precluding further prosecution under the double jeopardy rule.??’

In conclusion, the Twin Peaks model strikes a fine balance between guarding the financial system
and fostering an Open Banking ecosystem, making it a useful choice for countries adopting Open

Finance and Fintech-driven innovation.

3.7. Capacity of Regulators to Oversee Open Banking

Open Banking is a relatively new concept that has reshaped the financial services through data-
sharing, API-driven innovation, and Fintech-bank collaboration. Regulators play a critical role in
ensuring security, consumer protection, financial stability, and competition. However, the
capacity of regulators to oversee Open Banking depends on several factors, including technical

expertise, institutional strength, regulatory coordination, and enforcement mechanisms.

The next paragraphs will identify aspects of regulatory capacity that might pose a challenge to

regulators and how to remedy the challenge.

327This right is a basic human right in most democratic jurisdictions subject to limited exceptions. For example
Section 36(9) of the Constitution of the Federal Republic of Nigeria (1999) as amended
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3.7.1. Technical and Digital Expertise

Prior to the development and enactment of Open Banking with its attendant technology,
regulators of traditional financial institutions utilised economics and statistics devoid of
complicated sophisticated technology in regulating traditional banks. In contrast, Open Banking
involves complex technologies such as API security, encryption, authentication protocols (e.g.,

OAuth 2.0, Open ID Connect), and cloud-based services.

Flowing from the above, it is expedient that with the advent of technology of Open Banking,
regulators need tech expertise to assess compliance risks and ensure financial institutions adopt
secure data-sharing standards. It is not farfetched to opine that some regulators may lack expertise
in APIs, cybersecurity, and Fintech business models, making it difficult to effectively regulate

Open Banking ecosystems.

In this instance, it is argued that in a jurisdiction such as Nigeria where the Central bank of Nigeria
is the primary regulator of Open Banking in Nigeria,*?® there might be a lack of technical know-
how to effectively regulate Open Banking in the absence of a designated technical unit devoted

to Open Banking.

It is recommended that African countries borrows a leaf from the UK’s Financial Conduct
Authority (FCA)that established a specialised tech division to oversee Open Banking
implementation under the PSD2 framework, ensuring Fintechs and banks follow API security
standards.’? There should be recurrent training for financial regulators in API security,
encryption standards, and Fintech business models and establishment of regulatory sandboxes

where Fintechs can test Open Banking solutions under supervision.

3.7.2. Coordination between Regulators

The capacity of regulators to effectively regulate Open banking may be hampered by the spread
of Open Banking that cuts across multiple sectors including banking, payments, consumer
protection, cybersecurity, and competition law. Thus, a lack of co-ordination between different
regulatory bodies in a sectoral model of financial regulation may lead to overlapping or

conflicting rules and roles.

328 Central Bank of Nigeria Operational Guidelines for Open Banking in Nigeria March 2023 s 1.0

3The Financial Conduct Authority established the Open Banking Implementation entity (OBIE) now the Open
Banking Limited to implement Open Banking in 2016.
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The collaboration between agencies is crucial as it ensures harmonised regulations that encourage
innovation while maintaining financial stability. In the European Union, the European Banking
Authority (EBA), Data Protection Authorities, and Competition Authorities work together to
regulate Open Banking under PSD2 and GDPR.

It is opined that jurisdictions should introduce legal frameworks that align with global practices
on API security standards, TPP licensing rules and Liability structures for fraud or data

breaches.?*°

3.7.3. Compliance and Enforcement of Institutional and Regulatory Frameworks

Another potential challenge of regulators is that the existing legacy banking laws may not fully
address data-sharing, Fintech-bank partnerships, or API-based transactions. Without effective
compliance checks, audit mechanisms, and penalties and updated regulations, financial
authorities struggle to enforce compliance, leaving gaps in consumer protection and market

competition.

In Nigeria, the Central Bank of Nigeria (CBN) introduced an Open Banking Framework in
20233%! to regulate financial data-sharing, ensuring banks and Fintechs follow standardised rules.
Further, regulators might lack real-time monitoring tools and enforcement capabilities to oversee
Open Banking activities. Without, banks and Fintechs may violate security protocols, delay API
adoption, or misuse consumer data. In India, the Reserve Bank of India (RBI) enforces strict API
security guidelines under its Account Aggregator framework, requiring Fintechs and banks to

undergo compliance audits before launching Open Banking services.**?

It is submitted that there should be a robust process to implement and enforce real-time
compliance monitoring tools to track API performance, security risks, and data-sharing practices.
Technology should be employed to use Al-driven fraud detection systems to identify suspicious

Open Banking transactions.

330 Nigeria’s Open banking guidelines align in several respect with the PSD2 on API standards.
3lCentral Bank of Nigeria. (2023). Operational —guidelines for open banking in Nigeria.

https://www.cbn.gov.ng/Out/2023/CCD/Operational %20Guidelines%20for%200pen%20Banking%20in%20Niger
ia.pdf (accessed on 17" April 2025)
332 Reserve Bank of India Master Direction on Digital Payment Security Controls 2020 Chapters II & 11T
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3.7.4. Consumer Protection and Data Privacy Oversight

The capacity of regulators to regulate may be hampered by weak data protection laws and
enforcement capacity which exposes customers to risks such as fraud, unauthorised transactions,
and data misuse. It might be helpful if there is enforcement of strong data protection laws,
requiring explicit customer consent for data-sharing. Consumers should be educated about Open
Banking benefits, fraud risks, and dispute resolution mechanisms and regulators must enforce
robust liability frameworks, ensuring that consumers are protected against fraud, unfair fees, and

breaches.

In conclusion, regulators can effectively regulate Open Banking but capacity-building efforts are
essential. Regulators must upgrade their tech expertise to oversee APIs, cybersecurity, and
Fintech operations; modernise legal frameworks to ensure effective enforcement of Open
Banking rules, improve coordination among financial, data protection, and competition regulators

and leverage technology (RegTech and Al) for real-time monitoring and fraud detection.

3.8. Importance of Stakeholder Collaboration

The viability of Open Banking is dependent on different stakeholders with distinct but crucial
roles in the Open Banking ecosystem. These stakeholders which can be referred to as Open
Banking participants refer to the main players interacting in a data sharing ecosystem.*** The

regulators and policymakers set legal frameworks, ensure compliance and protect consumers.

The Banks and traditional Financial Institutions (data custodians) provide APIs for secure data
sharing with TPPs. Fintechs and TPPs offer innovative financial products and services (e.g.,
budgeting apps, payments, lending). Technology providers provide API infrastructure,
cybersecurity solutions, and cloud-based services while consumers and businesses utilise Open

Banking services for payments, financial insights, and lending.

Collaboration between the stakeholders is crucial as the regulators need to balance innovation
with security by working with industry players. The banks as data providers must work with
Fintechs to develop standardised, secure, and reliable Open Banking services. Fintechs and third-
party players need to cooperate with the regulators and data providers need fair access to banking

data while ensuring compliance with security and privacy standards. Technology providers must

333 De Pascalis F & Brener A ‘Open Banking Global Development and Regulation’ (2024) 3
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work with other stakeholders to ensure interoperability, API security, and fraud prevention and

consumers/businesses need education, awareness and data protection guarantees to build trust

3.8.1. Why Stakeholder Collaboration is Essential in Open Banking
Stakeholder collaboration is crucial to the successful implementation of Open Banking for several

reasons which are stated below.

First, the success of Open Banking regulations requires banks and Fintechs to comply with API
security, consumer protection, and data-sharing rules. To ensure seamless regulation, regulators
should work with industry players to ensure that compliance requirements are practical and
innovation friendly. Banks and Fintechs can co-develop standardised APIs, ensuring seamless
integration and interoperability. The UK Open Banking Implementation Entity (OBIE) is a
shining example of such collaboration where the OBIE worked with banks and Fintechs to
develop standardised APIs, making data-sharing secure and consistent across financial

institutions®3*.

Secondly, collaboration in Open Banking is important because without secure and well-
functioning APIs, Open Banking cannot operate efficiently. Weak API security can lead to fraud,
data breaches, and system failures. Banks, Fintechs, and tech providers can work together to
implement strong encryption, authentication (OAuth 2.0), and fraud detection mechanisms which
ensure that APIs are well-documented, tested, and scalable. For example in Australia regulators,
banks, and Fintechs worked together to establish the Consumer Data Right (CDR), ensuring

secure and reliable API-based financial services?*>

Thirdly, the concept of Open Banking is antithetical to the ethos of traditional banking which is
predicated on not revealing your banking details to a third party which can unsurprisingly make
banks and customers unwilling to share data or give consent for their data to be shared to Fintechs
and third-party players. Thus, with an uncooperative bank (data provider) imposing unfair
restrictions on Fintechs, the essence of Open Banking may be defeated necessitating the need for

collaboration between stakeholders to increase competition and foster innovation. Banks and

334 Open Bank Limited https://www.openbanking.org.uk/glossary/open-banking-implementation-entity/ (accessed
on 15" March 2025)

335Basiq CDR Compliance An overview https://api.basig.io/docs/cdr-compliance (accessed on 19th March 2025)
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Fintechs can co-create financial products that offer better services to customers. Regulators can

enforce clear liability rules for fraud and unauthorised transactions.

Banks and Fintechs can educate consumers on data security, consent management, and dispute
resolution mechanisms. In the EU, PSD2 mandates Strong Customer Authentication (SCA),
ensuring users have control over their data and reducing fraud risks.**® Effective stakeholder
collaboration ensures that Open Banking is secure, innovative, and beneficial for all. Regulators,
banks, Fintechs, and tech providers must work together to create standardised, secure, and
customer-friendly ecosystems. Consumer education and trust-building efforts are necessary for
widespread adoption. A well-coordinated Open Banking framework leads to a more competitive,

innovative, and inclusive financial system.

25.  3.9. Creation of a Comprehensive Policy Document

Open Banking is an innovative transforming financial service that enables secure data sharing,
fostering innovation, and promoting competition. Owing to the peculiar nature of Open Banking,
a clear, well-structured policy document is crucial as absence of same can lead to regulatory

inconsistencies, security risks, and market inefficiencies.

A comprehensive Open Banking policy is essential to establish rules, roles, and responsibilities
for all stakeholders ensuring a secure, competitive, and inclusive financial ecosystem. A

Comprehensive Open Banking policy document is essential for several reasons stated below:

3.9.1. Establishment of a Clear Regulatory Framework

Open Banking involves multiple players including banks, Fintechs, TPPs, regulators, and
consumers. A lack of clear rules can lead to legal uncertainties and conflicts. A comprehensive
policy helps as it defines the legal basis for Open Banking (e.g., whether it is market-led or
regulatory-led). It also specifies compliance obligations for banks, Fintechs, and other entities. A
comprehensive policy document also outlines data privacy and security requirements to ensure

consumer protection.>*’

36Wwandhofer R “Title IV Rights and Obligations in relation to the provision and use of payment services Chapter 5
Operational and Security Risks and authentication’ in Gimigliano G & Beros MB (eds) The Payment Services
Directive Il A commentary (2021) 197-198

337The EU’s Revised Payment Services Directive (PSD2) provides a strong legal foundation, requiring banks to grant
third-party access to customer accounts via APIs under strict security guidelines.
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3.9.2. Enhancement of Consumer Protection and Data Privacy

The crucial nature of data sharing and security in Open Banking makes privacy protection and
fraud prevention critical. Without a clear policy, consumers may face risks such as unauthorised
transactions, data misuse, and identity theft. A comprehensive policy establishes consent
management rules, ensuring consumers control their data-sharing preferences. A policy also
defines liability frameworks, clarifying who is responsible in case of fraud or data breaches in
alignment with data protection laws (e.g., GDPR, CCPA*?®) to ensure compliance with global

privacy standards..

3.9.3. Interoperability and Standardisation

Without technical and operational standardisation, Open Banking systems can become
fragmented, making integration difficult for Fintechs and reducing efficiency. While the concept
of Open Banking promotes the distribution of data among multiple parties, privacy legislation
instils limits on this practice. As gatekeepers of sensitive customer data, financial institutions

(FIs), including Fintech firms, have a greater responsibility to protect customers' privacy.

In Canada, for example, the Personal Information Protection and Electronic Documents
Act (PIPEDA) governs how organisations can collect, use and disclose personal information.>
API developers should implement Privacy and Security by Design principles when designing
APIs, keeping privacy regulations at the forefront of their design matrix, especially at the
conceptualisation stage.**° Moreover, developing a comprehensive data management practice is
essential. As part of that plan, API developers need to consider the location of their customers,

third party vendors and cloud service providers.

If API developers are engaging in cross-border data transfer, they need to adhere to data protection
legislation and applicable guidelines from Canadian regulators and different jurisdictions so that
they are not inadvertently breached, resulting in significant fines. Organisations must also be

prepared for a potential privacy breach, which may result in a real risk of significant harm to their

338 California Consumer Privacy Act Regulations, Civil Code Section 1798.100 e

390ffice of the Privacy Commissioner of Canada, ‘PIPEDA in brief <https://www.priv.gc.ca/en/privacy-
topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-
pipeda/pipeda_brief/> accessed 26™ January 2024.

300ffice of the Privacy Commissioner of Canada, ‘PIPEDA in brief <https://www.priv.gc.ca/en/privacy-
topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-
pipeda/pipeda_brief/> accessed 26" January 2024.
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customers, who must be notified as soon as feasible. An incident response plan addressing

detection, response to, and reporting of a privacy breach is vital and will soon be mandatory.3*!

Open Banking is an attractive disruptor to the traditional financial industry. It allows individuals
to feel empowered by having control over their financial data, which further encourages the
financial industry to be more transparent, competitive and innovative.**? Privacy and security
implications must be addressed and taken seriously given the highly sensitive data at the core of
the system. Any vulnerability can result in the breakdown of this transformative and open
ecosystem.>* A policy helps to define common API standards to ensure seamless communication

between banks and Fintechs. A policy promotes uniform security protocols to prevent fraud.

3.9.4. Promoting Competition and Market Innovation

Open Banking reduces barriers to entry for Fintechs and startups, enabling them to compete with
traditional banks. However, dominant banks may attempt to restrict API access, leading to anti-
competitive practices. In the last decade, innovative business models carried by financial
technology firms’ advent started to challenge the traditional banks' business. Fintech can leverage
on hard information** in order to enhance the level of customisation of their value proposition
and challenge the relationship between banks and customers, which is based on soft

information.?*

Fintechs are particularly focused on customers, while banks are mainly focus on products.
However, the concept of Open data sharing raises issues, such as data privacy, that has always
been perceived by the banks as a crucial responsibility.**¢ Banks have built a trusted relationship
with their clients and their internal infrastructure is capable to manage large quantities of sensible

data.**’ The advent of Open Banking brings up challenges as well as the opportunity to combine

#lKing MR & Nesbitt RW The Technological Revolution in Financial Services: How Banks, Fintechs, and
Customers Win Together (2020) 28-29.

342Briones de Araluze GK, Cassinello Plaza N ‘Open banking: A bibliometric analysis-driven definition’ (2022) 17
PLoS ONE 2.

3%3Bauer S and Ahmad I, ‘Digital disruptor: The Legal Challenges of 'open banking” <https:/www.lexisnexis.ca/en-
ca/ihc/2018-04/the-legal-challenges-of-open-banking.page> accessed 18" December 2023.

344Mansfield-Devine S (ed) ‘Open Banking: Opportunity and Danger’ (2016) 8 Computer Fraud & Security 28.
35Liberti JM & Petersen MA, ‘Information: Hard and Soft’ available at https://www.nber.org/papers/w25075
(accessed on 19 November 2024).

346Mansfield-Devine S (ed) ‘Open Banking: Opportunity and Danger’ (2016) 8 Computer Fraud & Security 28.
347Bramberger M Open Banking: Repositioning of European Financial Institutions (2022) 5-6.
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the financial sector strengths: large customer base and banks’ scalability towards innovation and

flexibility of smaller firms.

Normally, banks used to leverage on strong economies of scope in the simultaneous provisioning
of payment services and liquidity: clients with a liquidity necessity would be willing to pay
directly from their bank accounts.’*® In the majority of cases, many payments do not need cash
and are made through transfers of value among different accounts that used to be bank accounts.
Nevertheless, the Fintech entrance into this segment created a greater number of innovative

services that simplify the transfer of value across accounts.**

Through the use of technology and the focus on optimisation of one banking service, these aspects
are surely challenging traditional banks. Fintech start-ups brought a huge change in the
relationship with the banking institutions, applying a sort of leveling in which even the new
entities can impose themselves on the market without the support of larger entities or

intermediaries.>*°

However, Fintech is not an absolute alternative to the traditional banks. On the contrary, the most
effective prospect is that of collaboration between these entities. Banks, in particular, have always
been accustomed to seeking alliances with other financial institutions within their own sector:
nowadays, they should be sought in a broader spectrum that can create efficient and transparent
synergies with digital methods.3*! All of this is to increase and improve the user experience: faster,
understandable, and interactive services (with or without the support of a ‘physical’ banking

network) are the inevitable future of the finance world.

In order not to be outdated in this case, banks must intelligently and courageously anticipate and
facilitate this type of interaction and Open Banking regulations aim to promote and sustain this
type of ecosystem as well**? as providing avenues for financial inclusion. A comprehensive policy
document prevents banks from imposing unfair restrictions on Fintechs accessing customer data

and encourages fair API access pricing to ensure Open Banking benefits all market participants.

38 Jeng L Open Banking (2022) 19.
349Bramberger M Open Banking: Repositioning of European Financial Institutions (2022) 5-6.
30Jeng L Open Banking (2022) 19.
31Jeng L Open Banking (2022) 19.
32Jeng L Open Banking (2022) 19.
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A policy document can also support regulatory sandboxes that allow Fintechs to test innovative

solutions in a controlled environment.

3.9.5. Facilitating Cross-Border Integration and Global Alignment

Open Banking is gaining significant traction in the financial services world and increasingly
becoming a global phenomenon, but differences in regulations can create barriers to international
expansion. A policy document aligns with international Open Banking standard and encourages

regional regulatory harmonisation for seamless cross-border transactions.

A well-defined Open Banking policy creates a transparent, secure, and innovation-driven
financial ecosystem. It protects consumers, ensures fair competition, and fosters Fintech
innovation. Interoperability, cyber-security, and regulatory clarity are key to a successful policy
framework. Without a comprehensive policy, Open Banking risks fragmentation, security
vulnerabilities, and regulatory confusion. Therefore, a carefully crafted Open Banking policy is
essential for unlocking the full potential of digital finance while safeguarding consumers and

ensuring financial stability.

3.10. Key Considerations for an Open Banking-Specific Law

From the foregoing paragraphs, the crucial need for a comprehensive Open Banking legislation
has been established. This sub-chapter will comment on certain key concepts such as Data
protection, Consumer Rights, Competition and Interoperability that should anchor an Open

Banking specific law.

In order to ensure that Open Banking lives up to its objective to transform financial services by
enabling secure data sharing, a dedicated Open Banking law is essential to establish clear legal
frameworks, ensure security, and foster competition. A well-structured Open Banking law should
address key aspects such as regulatory oversight, consumer protection, technical standards, and
liability management. There are key considerations to take into cognizance when drafting an Open

Banking-specific law which include:

3.10.1. Consumer Rights and Data Protection
Data protection is one of the most critical pillars of an Open Banking-specific law, as it governs
how consumer financial data is collected, stored, shared, and protected. Open Banking relies on

the secure exchange of customer financial information between banks and TPPs. Without strong
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data protection measures, consumers face risks such as unauthorised access, identity theft,

financial fraud, and privacy violations.

There are two primary threats within the Open Banking ecosphere. The first is financial fraud (if
the app itself is compromised, or if an attacker can gain control of the mobile phone and thus the
API identifier); the second is non-consensual use of Personal Identifiable information
(PII)(through the possible resale of personal information to third parties).>> Open Banking
services are built on APIs and each single transaction can trigger dozens to hundreds of separate
API calls to complete.’>* A further complication is that these transactions involve multiple parties
whereby the consumer’s financial institution will be exchanging data with a large number of

suppliers, partners, and other consumers as part of the transaction. >

Open Banking is designed to share customers’ data with third-party providers but the increased
sharing of sensitive financial data via APIs increases the potential of data breaches. Unauthorised
API access or lax security measures might expose client information, resulting in identity theft,
fraud, and financial loss.>*® Data sharing must comply with the relevant laws and regulations that
govern how personal and sensitive data can be collected, used, and shared. However, while these
potential risks of breaches associated with Open Banking exist, it is not necessarily a data breach

in and of itself.3%’

The security and privacy risks associated with Open Banking can be mitigated using robust
security measures and data protection mechanisms embedded in the specific legislation. For
example, similar to the UK’s Open Banking Standard and the EU’s PSD2 regulation, the Central
Bank of Nigeria’s Guidelines mandate financial institutions and third-party providers to

implement strong customer authentication measures, encryption of data in transit and at rest,

333 Townsend K ‘Open Banking: A Perfect Storm for Security and Privacy?” <https://www.securityweek.com/open-
banking-a-perfect-storm-for-security-and-privacy/amp/> accessed 2™ January 2024.

33 SALT “State of API Security Report for Financial Services and Insurance’ <https://content.salt.security/state-of-
report-fss-insurance? gl=1*15i0lrf* ga*MTYINDYyNiM2MC4xNzAONDQOOTQO0* ga DVMFZZZWP4*MTc
wWNDQONDKOMy4xLiEuMTcwNDQOOTA 1My4zNidwLjA> accessed 6™ January 2024.

355Shakir T ‘Discussion on Fintech Adoption Research’ (2022) 22 Global Journal of Management and Business
Research 20

356Finance Magnates, ‘Can blockchain tech help open banking?’
<https://www.financemagnates.com/fintech/payments/overcoming-security-and-privacy-concerns-in-open-
banking/> accessed 15" December, 2023.

3THota L & Hot DC ‘Cybersecurity at the Heart of Open Banking: An Existing and Futuristic Approach’ in Sultan J
et al ‘Cross-Industry Applications of Cyber Security Frameworks’ (2020) 184.
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strong controls to restrict access to customer data, and other security measures designed to protect

customer data from unauthorised access or use.>>®

The CBN, like the Capital Markets Authority (CMA) in the United Kingdom and the European
Banking Authority (EBA) in the European Union, is the regulatory agency in charge of overseeing
the implementation of Open Banking and enforcing compliance with essential data protection
rules. These regulatory bodies are responsible for ensuring that banks and third-party providers
meet the necessary security and privacy requirements, and for investigating and addressing any

breaches or non-compliance issues that may arise.>>’

Data sharing must adhere to ethical principles and values in the Open Banking specific law that
guide how data is used and data sharing must also build trust among data providers, recipients,
and subjects by demonstrating the benefits, risks, and safeguards of data sharing. Ensuring secure
and robust authentication and authorisation processes is critical in Open Banking law.**° Weak or
hacked credentials might provide unauthorised access to client accounts and data. Prior consent

from customers is crucial when sharing their financial data.>®!

The specific law should establish clear consent mechanisms, ensuring that individuals have a
comprehensive understanding of what data is being shared, with whom, and for what purposes.
Consent should be freely given, specific, informed, and revocable. The law should therefore,
adhere to the principles of data minimisation and purpose limitation®%> while only collecting and
sharing data that is necessary for the intended financial service and ensure that the data is not used
for purposes beyond what was initially consented to. Robust security measures should be
implemented to protect shared data from unauthorised access, breaches, or misuse. Encryption,
access controls, and regular security audits are some measures that can help safeguard sensitive

financial data.’®

3%8Central Bank of Nigeria ‘CBN Contactless Payment Guidelines’
<https://www.cbn.gov.ng/Out/2023/CCD/Contactless%20Payments%20Guidelines.pdf> accessed 6" February
2024

3%Shrier DL &Pentland A ‘Global Fintech: Financial Innovation in the Connected World’ (2022) 53.

30Lohana SR ‘Digital Banking and Cyber Security’(2020) 37

361panzarino H &Hatami A  Reinventing Banking and Finance: Frameworks to Navigate Global Fintech Innovation’
(2020) 37.

362Sironi P ‘Banks and Fintech on Platform Economies: Contextual and Conscious Banking’ (2021) 38.
363panzarino H &Hatami A  Reinventing Banking and Finance: Frameworks to Navigate Global Fintech Innovation’
(2020) 37.
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Financial institutions and third party providers need to comply with the specific regulations
governing their industry, such as KYC and AML regulations, by ensuring that data-sharing
practices align with these regulatory requirements to prevent illegal activities and financial
fraud.>®* If data is being shared across borders, the specific law should comply with applicable
cross-border data transfer regulations, such as the Nigerian Data Protection Act’s requirements
for adequate safeguards or specific transfer mechanisms like Standard Contractual Clauses
(SCCs)* or Binding Corporate Rule (BCR).**® A dedicated Open Banking law must ensure that
consumer data privacy, security, and control are protected while fostering competition and

innovation. Below are the key data protection considerations in an Open Banking-specific law:

Customers should have full control over their financial data and decide how and with whom it is
shared. The legal ownership of financial data should be established—should it belong to the bank
or the consumer? The law should require explicit and informed consumer consent before data is

shared with TPPs while allowing consumers to revoke access at any time.

Consumers must understand what data they are sharing, with whom, and for what purpose. There
should be a precise definition of granular consent rules (e.g., allowing consumers to consent to
share only transaction history but not personal details) while mandating clear and simple language
in consent agreements. The law should require multi-factor authentication (MFA) before granting

access to third-party providers.

There should be deliberate step to prevent excessive data collection and limits the risk of data
misuse. The TPPs should be mandated to only collect the minimum amount of data necessary for
the service provided. The data collected must be used solely for the stated purpose and there

should be no repurposing without new consent.

Open Banking systems are prime targets for cyber-attacks—strong encryption and security
measures are necessary. The Open Banking legislation should require end-to-end encryption for

all financial data transmissions and establish API security protocols (e.g., OAuth 2.0, OpenID

364 Mensah M & Murorua B ‘Sustaining Networks in the New Age: Turning Open Banking into a Sustainable
Competitive Advantage’ (2017) 7.

365 Nigeria Data Protection Act 2023 s 42(5) & (6)

366 Nigeria Data Protection Act 2023, ss 41(1)(a) & 42.
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Connect). The specific law should implement strong customer authentication (SCA) to verify

transactions requiring real-time fraud monitoring and incident reporting.

The essence of Open Banking is that Fintechs and third party players be allowed to access
customer data and without regulation, this can lead to data misuse or breaches. The specific law
should require TPPs to undergo strict accreditation and licensing before accessing banking data.
There should be a defined set of clear obligations for data security and compliance with
imposition regular audits and compliance checks to ensure data protection standards are

maintained.

The specific legislation should take steps to prevent unnecessary data hoarding, reducing privacy
risks. The legislation should set limits on how long consumer data can be stored by banks and
third party players. The legislation should insert an automatic data deletion protocols once consent
is revoked or after a specified period to prevent data recovery after deletion. The Fintechs as third
party players involved in Open Banking operate across borders therefore ensuring data privacy
compliance in multiple jurisdictions is critical. The Open Banking specific law should set clear
rules for cross-border data sharing (e.g., requiring compliance with GDPR-equivalent standards).
The law should mandate data localisation for sensitive financial data, where applicable and align

Open Banking laws with international data protection regulations.

The specific law should clearly specify when consumers and financial institutions should be
responsible in case of fraud or data breaches. The law should clearly define who is liable for
financial losses due to unauthorised access and require banks and third party players to have cyber
insurance to compensate consumers in case of breaches. In the event of a dispute, there should be

fast-tracked dispute resolution mechanisms for affected consumers.

Without strong enforcement, data protection laws will be ineffective and the specific law should
define which regulatory body (e.g., Central bank, data protection authority) will oversee
compliance. There should be guidelines for imposing strict penalties and fines for data protection

violations and require regular compliance audits and reporting from banks and Fintechs.*¢’

The specific law should specify the rights and risks of the consumer in an Open Banking

environment. The specific law should mandate banks and Fintechs must provide clear, easy-to-

37 Article 83(5) of the EU GDPR imposes fines of up to €20 million or 4% of annual turnover for data breaches.
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understand privacy policies while regulators should launch public awareness campaigns on
consumer rights and data security. The law should establish a transparent complaint mechanism

for consumers.

Consumer trust is the foundation of Open Banking and strong data protection laws ensure that
financial data is used responsibly and securely preserves the foundation thus consent
management, encryption, liability frameworks, and cross-border compliance are crucial
considerations that must be enforced. Regulators must balance data privacy with innovation,
ensuring that Fintechs can access data safely while protecting consumer rights. A strong
enforcement mechanism, with penalties for non-compliance, is necessary to prevent abuse and
data breaches. An Open Banking-specific law must prioritise data protection to create a secure,

consumer-friendly, and innovative financial ecosystem.

Below are the key consumer rights that should be explicitly addressed in an Open Banking-

specific law:
1. Right to Data Ownership and Control

The Open Banking specific law should clearly delineate that consumers should have full control
over their financial data and decide who can access it. The specific law should establish that
financial data belongs to the consumer, not banks or Fintechs and consumers should be able to
choose which third-party providers (TPPs) access their data while banks must provide easy-to-

use data management tools for consumers.
2. Right to Explicit and Informed Consent

The need for a customer’s consent is incorporated into Australian and UK Open Banking as it is
critical to the customer autonomy and recipient accountability. For example, in Australia,
consumer consent for the collection and use of their data is the bedrock of the CDR regime.
Consent enables consumers to be the decision makers in the CDR regime, ensuring that they can

direct where their data goes in order to obtain the most value from it. ¢

368Chapter C: Consent — The basis for collecting, using and disclosing CDR data, OAIC
<https://www.oaic.gov.au/__data/assets/pdf file/0023/7475/chapter-c-consent-final.pdf> accessed 15" December,
2023.
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Consent has already played an important role in the discussions conducted with the CFPB,3% and
informed consent was one of the nine principles articulated by the CFPB in their 2017

Principles.®”°.

The Open Banking specific Law should provide for the right of consumers to fully understand
how their data is being used. The law should require clear, simple, and transparent consent forms
before data sharing in the language understood by the consumer. The law should state that
consumers should have a right to give and withdraw consent easily and that consent is specific

and time-bound, preventing indefinite data access.
3. Right to Privacy and Data Protection

In the absence of strong privacy protections, Open Banking can expose consumers to fraud and
identity theft. Thus, an Open Banking specific law should ensure that Open Banking participants
comply with existing data protection laws and ensure end-to-end encryption for all shared data

while requiring banks and TPPs to implement data minimisation, collecting only necessary data.

The Open Banking market is a prime target for criminals. With the wealth of data available within
the system, attackers could pursue personal information that could be used to target individuals
or they could be looking to skim off the top of the millions of transactions that would be performed
within the system each day.*’! Regulations are the key to improving security and will go a long
way to ensure that consumer data is protected within an Open Banking system and that thoughtful

guidelines are in place for securing the firms and their connected infrastructure.’?

In addition, a culture of transparency will encourage firms to share details on attacks when they
occur so best practices can be established, and threat intelligence shared within those participating
in the platform. Improved visibility is important. Breaches can be devastating for Open Banking
businesses. To eliminate blind spots and defend against threats, Open Banking providers require

real-time visibility into all their APIs and attack surface. Some of these organisations are rolling

3Consumer Access to Financial Records, 85 Fed. Reg. 71003 (proposed Nov. 6, 2020); Consumer Financial
Protection Bureau, Bureau Symposium: Consumer Access to Financial Records
<https:/files.consumerfinance.gov/f/documents/cfpb_bureau-symposium-consumer-access-financial-
records_report.pdf> accessed 4™ January 2024.

370 Consumer Financial Protection Bureau, ‘consumer Protection PRINCIPLES: Consumer-Authorized Data Sharing
and  Aggregation  <https:/files.consumerfinance.gov/f/documents/cfpb_consumer-protection-principles_data-
aggregation.pdf> accessed 15 January 2024.

3TV Xu J “Future and Fintech: The Abcdi and Beyond’ (2022) 21.

32Lynn T, Mooney JG & Rosati P (eds) Disrupting Finance: FinTech and Strategy in the 21st Century (2018) 48.
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3.12.1. Enforcing Consent-Based Data Sharing

A data protection law helps to enforce consent based data sharing which impacts Open Banking.
However, in the context of data protection and privacy law, consent has been criticised as a
method of authorising the processing of personal information and providing control to data
subjects.**® The reasons for this criticism include that the large quantity of information given to a
person in order to obtain their informed consent places too much of a cognitive load on them for
the consent to be truly informed.*"

It is often given on a ‘non-negotiable, non-informed, and pressurised basis’ which makes it ‘an

5392 5393

illusion,’””* with the result that consent is ‘largely theoretical and has no practical meaning,
and the principle of ‘privacy self-management’ on which consent rests is ‘a vast, complex, and
never-ending project that does not scale’ with the result that the ‘best people can do is manage

their privacy haphazardly.”3*

The design of Australian and UK Open Banking seeks to manage these shortcomings of consent

through two features:

Standardisation: First, each framework seeks to standardise the consent process through the
application of customer experience standards and guidelines based on consumer experience
testing.?>> These are intended to create a consistent experience for customers in providing their
consent, so that the process can become familiar regardless of the data recipient with whom they

are dealing, and so that consent fatigue can be reduced.

30K oops B ‘The Trouble with European Data Protection Law’ (2014) 4 International Data Privacy Law 253-254;
Fracassi C & Magnuson W ‘Data Autonomy’ (2021) 74 Vanderbilt Law Review) 374

¥ Hermstruwer Y ‘Contracting Around Privacy: The (Behavioral) Law and Economics of Consent and Big Data’
(2017) (2018) 9 Journal of Intellectual Property, Information Technology & Electronic Commerce Law 43; Lopez
SR ‘Informing Consent’ 9 Journal of Intellectual Property, Information Technology & Electronic Commerce Law
46.

¥2Lopez SR ‘Informing Consent’ 9 Journal of Intellectual Property, Information Technology & Electronic
Commerce Law (2018) 39.

393K oops B “The Trouble with European Data Protection Law’ (2014) 4 International Data Privacy Law 251.

34 Solove DJ ‘The Myth of the Privacy Paradox’ (2020) 89 George Washington Law Review 5.

3%3Consumer Data Standards, ‘Consumer Experience Guidelines’ Y 1.16.1,
<https://consumerdatastandardsaustralia.github.io/standards/#consent-standards>  (Australian Consumer Data
Standards) accessed 17"  January 2024; Customer Experience Guidelines, ‘Open Banking’

<https://standards.openbanking.org.uk/customer-experience-guidelines/introduction/customer-journey/latest/>
accessed 14" December 2023.
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This standardisation includes language used in describing the data which can be used and
allocation of the data into ‘clusters’ which can be grouped together for better comprehension. %
This is taken further in Australian Open Banking, with the creation of a ‘CDR dictionary’ so that
particular words to have standardised meanings and for those words to be drafted in a ‘formulaic
way’ so that they could be more readily codified for use with data technologies.**’ Codification

of consent so that it can be attached to data has also been recommended for the UK framework.3"®

Consent Management: Secondly, each framework provides access to customers to the consents
which they have provided, so that they can be understood, managed, and withdrawn. Consumer
‘dashboards’ are required under both the Australian Standards and the UK Standards,**” although
in UK Open Banking (unlike Australian Open Banking) they need only be provided by the bank
and not the data recipient.**® This concept should be taken further in Australia to enable
centralised consent management services to be offered to customers by providing for the

customer’s consents themselves to be sharable under the Australian framework.*"!

Following the analysis above, this would reduce the customers’ ability to understand how their
data is used, the value of the data which they are sharing and, as a result, the ‘price’ which they
are paying for the goods or services which they have requested. This would render the sharing of
data less beneficial and less safe for customers and cause the reliance on consent to challenge
rather than support the recipient accountability in Open Banking. Nevertheless, the reliance on

consent needs to be evaluated against customers’ rights in controlling their funds.

3%Permissions & Data Clusters for AIS Journeys, ‘Open Banking’ <https:/standards.openbanking.org.uk/customer-
experience-guidelines/account-information-services/permissions-and-data-clusters/latest/#:~:text=In%20the%200p
en%20Banking%20API.data%20elements%20in%20the%20permission> accessed 5" December 2023.

397 Australian Government Commonwealth, ‘Treasury, Inquiry into Future Directions for the Consumer Data Right’
<https://treasury.gov.au/publication/inquiry-future-directions-consumer-data-right-final-report>  accessed 4%
January 2024.

3% Open Data Institute & Fingleton, ‘Open Banking, Preparing for Lift Off* <https://www.openbanking.org.uk/wp-

content/uploads/open-banking-report-150719.pdf> accessed 6 January 2024,
39Consumer Experience Guidelines, ‘Consumer Data Standards V. 1.4.0°

<https://consumerdatastandards.gov.au/sites/consumerdatastandards.gov.au/files/uploads/2020/08/CX-Guidelines_
v1.4.0.pdf> (noting the guidelines for consumer data in Australia); Customer Experience Guidelines, ‘Open Banking’

<https://standards.openbanking.org.uk/customer-experience-guidelines/introduction/customer-journey/latest/>
accessed 5™ January 2024.

400Competition and Consumer (Consumer Data Right) Rules 2020(Cth) rr 1.14-1.15 (Austl.).

401 Australian Government Commonwealth, ‘Treasury, Inquiry into Future Directions for the Consumer Data Right’
<https://treasury.gov.au/publication/inquiry-future-directions-consumer-data-right-final -report> accessed 4t
January 2024.
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It is still early to assess if these strategies for the management of the shortcomings of consent will
be successful. A lot depends on the technologies being both effective and easily used by
customers. If they are not successful, customers could become overwhelmed with the complexity
of having to understand and manage the consents which they have provided for the use of their

data.

3.12.2. Defining Data Ownership and Consumer Rights:
Data protection laws clarify who owns financial data and how it can be used and consumers own
their financial data and can request access or deletion. This makes it challenging for Banks and

Fintechs to sell or share personal data without consent.

3.12.3. Imposing Strict Security and Data Breach Requirements:

Open Banking increases the risk of data breaches, cyberattacks, and fraud, making security laws
crucial. Banks and Fintechs must implement strong encryption and cyber-security protocols.
Open Banking providers must report data breaches within a specific time frame. Financial

institutions must regularly test and audit their security systems.*’?

3.12.4. Regulating Data Storage and Cross-Border Transfers

The functionality of Open Banking involves large-scale data sharing, and regulations must ensure
secure storage and transfer mechanisms and Data protection laws may require financial data to
be stored within national borders (data localisation)***. Cross-border Open Banking transactions
must comply with international data transfer regulations and only countries with adequate data

protection laws can receive consumer data.

3.13.5. Aligning Open Banking Regulations with Data Protection Laws:

Open Banking regulation(s) must be harmonised with existing data protection frameworks to
avoid conflicts. Regulators must coordinate between financial and data protection authorities and
Open Banking frameworks should adopt GDPR-like protections while new data protection laws

should explicitly address Open Banking requirements.

402 Art 33 of the GDPR require banks to comply with ISO 27001 security standards and report breaches within 72
hours.

403 The Personal Data Protection Bill 2019 of India mandated localization of personal data and the Digital Personal
Data Protection (DPDP) 2023 merely moderated the localization without removing the barriers to data access.
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Flowing from the above, it is clear that data protection laws build consumer trust, ensuring that
Open Banking is safe, transparent, and secure. Consent-based data sharing prevents misuse and
empowers consumers to control their financial information.Strong security, encryption, and
breach notification laws protect consumers from fraud and cyber threats.Regulations must define

clear responsibilities for banks, Fintechs, and regulators to avoid legal conflicts.

By integrating robust data protection laws into Open Banking, regulators can create a secure,
competitive, and consumer-friendly financial ecosystem. For businesses, success in this field
hinges on maintaining customer trust, enhancing data security and protecting user’s
privacy.*** Unlocking the potential of Open Banking while safeguarding data privacy is,

therefore, not a one-time achievement; it is a continuous journey.

3.13. Consumer Protection Law

Consumer protection laws play a crucial role in ensuring that Open Banking is fair, transparent,
and safe for consumers. Since Open Banking allows TPPs to access consumers’ financial data,
strong consumer protection laws mitigate risks such as fraud, data misuse, unfair practices, and
financial exclusion. A well-structured consumer protection framework can enhance consumer
trust, promote financial inclusion, and create a competitive Open Banking ecosystem. The key

ways consumer protection laws impact Open Banking:

3.13.1. Strengthening Consumer Trust and Confidence:

Consumers will only use Open Banking services if they trust that their financial data is secure
and that they will not be exploited. Consumer Protection laws ensures clear and fair contracts
between consumers, banks, and Fintechs and require financial institutions to disclose all terms
and conditions in simple language. Competition laws also prevent hidden fees, unfair charges, or

deceptive practices by financial service providers’.4%

3.13.2. Ensuring Explicit and Informed Consumer Consent:
Open Banking relies on consumers granting TPPs access to their financial data. Consent must be

freely given, informed, and revocable. Consumer protection laws ensure that consumers must

404Bramberger M ‘Open Banking Repositioning of European Financial Institutions’ (2022) 50
405The UK’s Open Banking regulation mandates clear disclosures about fees and risks before a consumer consents
to data sharing
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actively approve any data sharing before it happens and consent must be specific, time-limited,

and easy to withdraw.4%

3.13.3. Protecting against Fraud and Unauthorised Transactions:

Open Banking increases the risk of fraud, identity theft, and unauthorised access to financial
accounts. A potent consumer protection law requires strong authentication measures such as
multi-factor authentication (MFA) where banks and Fintechs must reimburse consumers for
unauthorised transactions unless negligence is proven.*”” A consumer protection law can also

create clear dispute resolution mechanisms for fraud-related complaints.

3.13.4. Preventing Discriminatory and Unfair Practices:

Open Banking must not exclude vulnerable populations or discriminate based on personal
financial data which can conflict with competition laws that prevents financial institutions from
denying services based on income, gender, location, or financial history. The relevant laws should

ensure fair access to loans, credit, and financial products for all consumers.**

3.13.5. Mandating Transparency in Fees and Charges:

Open Banking services should not impose hidden fees or unfair pricing structures that
disadvantage consumers. Open Banking should require full disclosure of transaction fees, service
charges, and penalties and ensure that consumers are not locked into expensive or unfair
agreements while allowing consumers to compare financial products easily before making a

decision.*?’

3.13.6. Enforcing Data Protection and Privacy Standards:
Open Banking involves sensitive financial data, making privacy and security essential. Consumer
data must be protected from unauthorised access, breaches, and leaks while data can only be used

for the purposes explicitly consented to by the consumer.

4%Under the EU’s PSD2 and GDPR, consumers must explicitly consent to data sharing, and they can withdraw
consent at any time

407The UK’s Financial Services and Markets Act ensures consumer reimbursement for fraud-related financial losses
4%81n the U.S., the Equal Credit Opportunity Act prohibits discriminatory lending practices, ensuring fair access to
credit.

49Under Australia’s Consumer Data Right (CDR), financial institutions must disclose all fees before a consumer
signs up for a service.
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3.13.7. Creating Effective Consumer Redress and Complaint Mechanisms:

Consumers need a fast and efficient way to resolve disputes and complaints in Open Banking.
Consumer protection laws could compel Open Banking providers to have dedicated complaint
resolution teams while establishing regulatory bodies or ombudsman services for dispute
resolution. Consumer protection laws could ensure that consumers can challenge unfair practices

and receive fair compensation.*!?

3.13.8. Ensuring Compliance through Regulatory Supervision:
Consumer protection laws must be actively enforced to prevent financial abuse in Open Banking.
Regulators must conduct regular audits of banks and Fintechs to ensure compliance and fine or

suspend institutions that violate consumer protection laws.

Consumer Protection Laws are essential for Open Banking because it assists to build trust, making
Open Banking safer and more accessible. Consumer protection laws ensure that explicit consent

is sacrosanct while liability, rules, and fraud protection are enforced to prevent financial abuse.

Fair access, transparent fees, and easy data portability empower consumers while
strong enforcement ensures that financial institutions comply with consumer rights. By
integrating strong consumer protection laws into Open Banking, regulators can create a secure,

fair, and competitive financial ecosystem.

3.1.4. Banking Law

Banking laws provide the legal and regulatory framework that governs financial institutions,
ensuring stability, security, and compliance within the financial sector. Open Banking, which
enables TPPs to access banking data and services through APIs, operates within the boundaries
of existing banking laws. The extent to which Open Banking flourishes depends on how banking

laws facilitate or restrict its implementation.

In the traditional banking structure, legacy banks were accustomed to being the sole owners of
customers’ data. In addition to choosing their strategic options, banks are learning to adapt to a

changed marketplace by developing new skills. Perhaps most importantly, they are increasingly

#0The UK’s Financial Ombudsman Service helps resolve complaints between consumers and financial institutions.
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learning to operate in a shared ecosystem, moving away from the currently closed environment

to one where they need to work more closely with third parties.*!!

The ability to exploit and use customer data in innovative and more individually tailored
propositions will be paramount. Banks will also need to engender a shift in culture towards a ‘fail
fast and learn quickly’ mentality and an agile way of working that encourages
experimentation.*'?A well-structured banking law can promote financial innovation, protect
consumers, and ensure regulatory compliance in an Open Banking ecosystem. Below are the key

ways banking laws impact Open Banking:

3.14.1. Defining the Legal Scope of Open Banking:

Open Banking requires a clear legal definition within the broader banking regulatory framework.
Banking laws determine whether banks are required or merely encouraged to participate in Open
Banking. Banking laws also defines who qualifies as a TPP and under what conditions they can
operate. The legal basis for data sharing, access rights and financial transactions is also provided

by banking law.

3.14.2. Licensing and Regulation of TPPs:

Open Banking introduces new financial players, such as Fintechs, that require regulatory
oversight. Banking laws define licensing requirements for TPPs, ensuring that only authorised
and regulated entities can access financial data. The financial regulators determine whether TPPs
must meet capital requirements, risk management standards, and compliance obligations.
Banking laws assists in preventing unlicensed entities from exploiting consumer data and ensures

that only trustworthy actors participate in Open Banking.*!3

3.14.3. Regulating Data Access and Ownership:
Open Banking is based on consumer-permissioned data sharing, making data ownership and
control critical. Banking laws clarify whether financial data belongs to banks, consumers, or a

mix of both. Banking laws also establishes the rules for how banks must provide access to

41 Buckley RP, Arner DW & Zetzsche DA ‘FinTech: Finance, Technology and Regulation’ (2023) 47.

412Zingales L, Wardrop R & Rau R “The Palgrave Handbook of Technological Finance’ (2021) 47-48.

413In the UK, the Financial Conduct Authority (FCA) requires TPPs to be registered as Account Information Service
Providers (AISPs) or Payment Initiation Service Providers (PISPs).
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financial data while protecting consumer rights. Banking laws prevent banks from blocking

access to consumer data or imposing unfair restrictions on third-party providers.*'4

3.14.4. Protecting Against Financial Crime and Fraud

Open Banking increases cybersecurity risks, fraud, and financial crime exposure, requiring robust
security regulations. Banking laws require Open Banking platforms to implement strong
authentication measures*!> (e.g., multi-factor authentication - MFA) and ensures compliance with
Anti-Money Laundering (AML) and Counter-Terrorist Financing (CTF) regulations. Banking
laws also mandates fraud prevention measures, such as transaction monitoring and real-time risk

assessment.

3.14.5. Enforcing Prudential and Risk Management Standards

Open Banking must operate within financial stability regulations, ensuring that banks and
Fintechs manage risks properly. Banking laws requires banks and Fintechs to assess and manage
operational, liquidity, and cybersecurity risks. Banking laws can also mandate regular stress
testing, financial audits, and risk assessments while ensuring that third-party providers are

financially stable before gaining access to banking infrastructure.*'®

3.14.6. Defining the Liability Framework for Financial Institutions:

Open Banking involves multiple stakeholders (banks, Fintechs, and third-party providers),
making liability for fraud, data breaches, and service failures a critical issue. Banking laws clarify
who is responsible for financial losses due to fraud, unauthorised access, or security breaches.
Banking laws also establish compensation mechanisms for consumers in case of data breaches or
system failures and defines the responsibility of banks versus third-party providers when disputes

arise.

3.14.7. Governing Cross-Border Transactions and Data Transfers:
Open Banking allows for global financial interactions, requiring banking laws to regulate

international data sharing and payments. Banking laws establishes rules for cross-border

#14In Australia, the Consumer Data Right (CDR) ensures that consumers, not banks, own their financial data and can
share it with fintechs.
45Under PSD2, Strong Customer Authentication (SCA) is mandatory to reduce fraud in open banking transactions.
416The Basel 1l framework sets capital and liquidity requirements to ensure that banks remain stable in an open
banking environment.
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payments, currency conversion, and foreign transactions and aligns with data protection

regulations to ensure secure data transfers.

3.14.8. Encouraging Innovation while Maintaining Stability:

Banking laws must balance financial stability and innovation, ensuring that new Fintech solutions
do not destabilise the economy. This can be done by introducing regulatory sandboxes where
Fintechs can test Open Banking solutions under regulatory supervision while ensuring that
innovation complements traditional banking rather than disrupting financial stability.

Policymakers can update banking laws as Open Banking evolves.

In conclusion, banking laws define the legal framework for Open Banking, ensuring compliance
and security. They regulate data access, licensing, and liability to protect both consumers and
financial institutions. Transparent banking laws encourage innovation while maintaining financial
stability. Banking laws could prevent monopolistic practices, enabling fair competition between
banks and Fintechs. Integrating Open Banking into modern banking laws could enable regulators

to create a dynamic, secure, and consumer-friendly financial ecosystem.

3.15. Competition Law

Competition law plays a critical role in shaping the Open Banking ecosystem by preventing
monopolistic practices, ensuring fair market access, and fostering innovation. Since Open
Banking disrupts traditional financial services by allowing TPPs to access banking data and
infrastructure, competition law ensures that both incumbents (banks) and new entrants (Fintechs)

operate on a level playing field.

A well-structured competition law framework can promote consumer choice, reduce costs, and

drive financial inclusion thereby impacting Open Banking in the following ways:

3.15.1. Preventing Anti-Competitive Behaviour by Banks

Traditional banks may try to block, delay, or restrict third-party access to customer data to
maintain their market dominance. In the past, the financial services sector was characterised by
concentrated shares and a relatively low turnover of industry leaders.*!” However, in recent years,

the financial services market has been evolving at a faster pace than ever before. Nowadays, new

4"Kagan J, ‘Financial Technology — Fintech’ https://www.investopedia.com/terms/f/Fintech.asp (accessed 27
November 2024)
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players are bringing technological innovation within the financial services sector, thus directly
competing with the banks for their services, such as transactions, payments, financial

intermediation, risk management and electronic currencies.*'®

The smart interaction between technology and finance adapted by these players has significantly
improved the services offered to the clients, enhancing their interaction with money as well as
their accessibility to that information. This emerges, for example, from the fact that new types of
financial apps are now available so as to meet the needs of all consumers and not just banking

apps, whose key features are a greater usability and a wide range of additional features.

It is clear that the entry of operators devoted to technological innovation into the payments and
credit market is progressively changing the economic and financial landscape, as well as
customers’ purchasing habits and social behaviour.*!? It is equally clear that it requires a change
of course concerning the traditional business models. Hence, it is evident that incumbents were

operating in a difficult environment due to the advent of these new players.

Competition law prohibits banks from restricting API access or setting unfair conditions for third
party players and ensures that banks cannot favour their own Fintech subsidiaries while
disadvantaging independent third-party providers. Competition laws could mandate non-

discriminatory access to financial data, allowing fair participation in Open Banking.

3.15.2. Ensuring Fair Pricing for Open Banking Services:

Banks could impose high fees for API access to discourage Fintech competition or make their
services unaffordable. Competition law ensures that API access fees are reasonable, transparent,
and non-exploitative. Competition law also prevents banks from bundling Open Banking services
with other financial products to limit consumer choice and allows TPPs to compete fairly without
excessive cost barriers. Under the EU’s PSD2, banks cannot charge TPPs for accessing customer

data unless it involves premium services.**°

48Shakir T ‘Discussion on Fintech Adoption Research’ (2022) 22 Global Journal of Management and Business
Research 20

49Shakir T ‘Discussion on Fintech Adoption Research’ (2022) 22 Global Journal of Management and Business
Research 20

420Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on payment
services in the internal market art. 35 & 66
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3.15.3. Promoting Innovation and Market Entry for New Players:

Open Banking creates opportunities for startups, Fintechs, and challenger banks to offer
innovative financial services. The transition is taking place from private data to Open data and
the new Open Banking directives facilitate the entrance of a large number of new players in a
market where the entry level has always been extremely high in the past and where banks used to

be the only resource capable to offer certain types of services to the customers.*?!

Competitive pressure aims to stimulate innovation and drive the sector towards a wise use of data
that can catalyse the enhancement of the products and services already offered by the market and
not only for the creation of new ones at the disposal of the final users. Nowadays and during the
coming years, banks will surely bring new propositions to the market which will attempt to bring
the financial landscape under their control and a competition law is critical in ensuring that
Fintech startups can enter the market without unfair barriers imposed by dominant banks.
Competition laws also encourage regulatory policies such as regulatory sandboxes where new
entrants can test Open Banking solutions and prevents banks from using restrictive contracts or

exclusive partnerships to block competition.

3.15.4. Encouraging Consumer Choice and Better Financial Products

In the absence of competition, banks may have little incentive to offer better services, lower fees,
or improve customer experience. Competition law enables consumers to switch banks or financial
service providers easily and increases the availability of personalised financial products, such as

budgeting tools, lending platforms, and alternative credit scoring.

3.15.5. Preventing Big Tech Dominance in Financial Services

While Open Banking creates opportunities for Fintechs, it also allows big tech companies (e.g.,
Google, Apple, Amazon) to enter financial services. This could lead to new forms of market
dominance.**? Competition law ensures that big tech companies do not exploit Open Banking to
dominate financial markets and prevents tech giants from favouring their own payment solutions
while restricting third-party services. Competition law encourages fair competition between

banks, Fintechs, and big tech firms.

421Babina T, Buchak G & Gornall W ‘Customer Data Access and Fintech Entry: Early Evidence from Open Banking’
available at https://papers.ssrn.com/sol3/papers.cfm?abstract id=4071214 (accessed 19November 2024).

42The European Commission has investigated Apple Pay for restricting third-party payment providers from
accessing its NFC technology.
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3.15.6. Regulating Mergers and Acquisitions (M&A) in Open Banking

Large banks or Fintech companies could acquire smaller Open Banking firms to eliminate
competition and maintain dominance. Competition law reviews mergers and acquisitions to
prevent market concentration and ensures that mergers and acquisitions do not reduce innovation
or consumer choice. A competition law allows new entrants to compete fairly without being

acquired by dominant players.

3.15.7. Facilitating Cross-Border Competition in Open Banking:

Open Banking services often operate across multiple countries, requiring harmonised competition
rules. Competition law ensures that banks and Fintechs can operate across borders without unfair
restrictions and encourages interoperability of Open Banking standards internationally.
Competition laws also prevent banks from creating geographic barriers that limit financial service

competition.

3.15.8. Enforcing Compliance through Regulatory Supervision:

Even with strong competition laws, enforcement is necessary to prevent banks and Fintechs from
engaging in anti-competitive practices. Competition authorities monitor and investigate violations
related to Open Banking and regulators can impose fines and penalties on financial institutions
that engage in unfair practices. Competition laws also create a transparent complaint mechanism

where Fintechs and consumers can report anti-competitive behaviour.

3.15.9. Enabling Dynamic Pricing and Personalised Financial Services:

Open Banking allows financial institutions to offer customised pricing models and dynamic
financial products. Competition law ensures that pricing is fair and does not exploit consumers
and prevents banks from using personalised pricing in a way that leads to discrimination or
financial exclusion. Competition laws encourage transparent price comparison and competitive

product offerings**3.

From the foregoing, it is evident that competition laws ensure a level playing field between banks,
Fintechs, and big tech firms and prevents banks from restricting API access, charging excessive
fees, or monopolising financial data. Competition law also encourages innovation, consumer

choice, and financial inclusion while regulating mergers, acquisitions, and cross-border

423The UK’s Financial Conduct Authority (FCA) requires transparent pricing for open banking services to prevent
hidden fees.
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competition to maintain market fairness. By enforcing strong competition laws, regulators can
create a dynamic and inclusive Open Banking ecosystem that benefits consumers, businesses, and

financial institutions alike.

3.16. Chapter Conclusion

Some topics on financial technology are yet to be incorporated into any regulation and hence are
beyond the scope of this research. These include the role of BigTech firms in the data economy,
the extension of data sharing to other sectors of the economy (referred to as ‘smart data’), or
potential efforts toward international interoperability. It is believed that these issues that will get

the attention of regulators in the near future.

As described in this Chapter, Open Banking is to a great extent about ecosystem creation and the
smart use of data to deliver new products to customers and to encourage competition. There is no
single model or solution to achieve these objectives. The models summarised in this research
differ in their approach and scope, in the strictness of the standards or principles defined, and in

the definition of the responsible governing bodies, among other things.***

The technology, operational, and business model issues are critical for Open Banking issues to
be successful. While regulatory frameworks, rightly do not delve too much into these aspects,
they should at the minimum foster development and adoption of standards and industry wide co-
ordination mechanisms. Leveraging existing industry bodies and market infrastructures like
payment systems and credit reporting systems would be relevant.*>> Regulators, however, need
to ensure that they are able to influence and shape the governance arrangements to ensure that the

intended public policy objectives are achieved.

The full life-cycle aspects of an Open Banking transaction need to be considered. For example,
what happens to customer disputes for an Open Banking-initiated transaction or when consent
needs to be revoked? Authorities should support the industry in developing appropriate service
level agreements on aspects like data quality, API uptimes, and response times while appropriate

enforcement mechanisms should also be considered.

“24Tanda A & Schena C ‘FinTech, BigTech and Banks: Digitalisation and its Impact on Banking Business Model’s
(2019) 13.
425 Duncan E ‘Open Banking and Financial Inclusion Creating a Financial System that Provides Security and Equity’
(2024) 35
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Lastly, adequate industry consultations should be used to inform regulations and decisions on
technology, operational and business model aspects. The incidence of the costs associated with
Open Banking could be concentrated on the incumbents, while the benefits are more widely
dispersed. This calls for active consultations and appropriate mechanisms to ensure incentives are

aligned.*?

Having appraised the regulatory, legal and data privacy issues hindering Open Banking as well
as possible solutions to the obstacles, the next chapter shall evaluate Open Banking using Nigeria,
Australia and the United Kingdom with South Africa on the sideline as case studies. After
highlighting the benefits and challenges inherent in the existing regulations, the chapter shall also

propose recommendations to address the pitfalls and ameliorate the Open Banking system.

28Dinger H ‘Global Strategies in Banking and Finance’ (2013) 49
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CHAPTER FOUR: LESSONS FROM NIGERIA, THE UNITED KINGDOM, SOUTH
AFRICA AND AUSTRALIA

4.1. Chapter Introduction

In the previous Chapter, the regulatory framework of Open Banking including the different
models of financial regulation and their implications on Open Banking were appraised. Further,
the capacity of regulators to oversee Open Banking was analysed while the importance of
stakeholder collaboration was discussed. The previous chapter also advocated for the creation of
a comprehensive policy document for Open Banking while highlighting key considerations for
an Open Banking specific law. To conclude, the last chapter delved into the impacts of broader
legal frameworks including Data Protection Law; Consumer Protection law, Banking law and

Competition law on Open Banking.

This chapter is streamlined to evaluate the development and operation of Open Banking in
selected jurisdictions, specifically Nigeria, the United Kingdom, and Australia while appraising
the prospects of Open Banking/finance in a rapidly innovative South African ecosystem. It will
also analyse the strengths and weaknesses inherent in the Open Banking system of each
jurisdiction under study. This Chapter will also engage in a comparative analysis of the Open

Banking regimes of the Open Banking regimes of the aforementioned jurisdictions.

The comparative analysis will focus on the regulatory framework for Open Banking; mechanisms
for collaboration and the general overview of each framework in relation to participants to the
scheme; range of data to be shared and consent mechanism et al. The comparative analysis of the
selected jurisdictions will be employed to distil lessons therefrom for African countries at the end

of this Chapter..

4.2. Case Study: Nigeria

The nascent Open Banking landscape in Nigeria has garnered early support from key
stakeholders, including but not limited to esteemed entities such as Sterling Bank, along with

prominent professional services firms.*?’ The foundational support extended by these entities

4270hiro OR and Odudu KS, ‘Regulation of Open Banking in Nigeria: Balancing Innovation and Privacy’ (2019)
<https://doi.org/10.53982/apblj.2019.0301.04-j> accessed 21 June 2024. The Professional services firms include
KPMG, PwC, Paystack. Wallet Africa, OnePipe and EY
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underscores the strategic importance and collaborative ethos of the Open Banking paradigm

within the Nigerian financial ecosystem.*?

Noteworthy additions to this coalition, encompassing entities like Mono, Switch, Lendsqr,
Palmpay, Carbon, and Trium, manifest a broadening consortium that reflects the evolving and
dynamic nature of the Open Banking initiative in the Nigerian context.*?* This burgeoning
alliance signifies a concerted effort to cultivate an environment conducive to financial innovation,

interconnectivity, and the advancement of the financial technology landscape in Nigeria.

In 2016, the World Bank ranked Nigeria 170™ out of 190 countries when it came to the ease of
doing business.*** Without proper central governance or standards laid out, Nigeria seemed ripe
for standardisation and subsequently improved efficiencies that Open Banking promises. Lacking
the billions of dollars invested by countries like the UK to usher its Open Banking framework
forward, the efforts started in 2017 by Fintech advocates in Nigeria were far more grassroots in
nature.®3! Getting the various institutions on board for an initiative that would democratise data
sharing across the financial spectrum in a future Open Data regime required constant lobbying
and efforts from the advocates to get all stakeholders on board and garnered the support of

institutions across Nigeria’s vast ecosystem.**

This includes incumbents as holders of most of the consumer data, often the most difficult to get
on board in a truly democratised data environment came to view Open Banking as a potential
boom in cash management collections from corporate customers.***While the UK initiative cost

the government up to 3 billion pounds, Open Banking Nigeria spent a maximum of $20,000.4*

“2Moses-Ashike H, ‘Explainer What to Know About Open Banking’” (9 March 2023)
<https://businessday.ng/news/article/explainer-what-to-know-about-open-banking/> accessed 8 July 2024.

429 Farell S, Banking on Data: Evaluating Open Banking and Data Rights in Banking Law (2023) 28.

40 Duncan E, ‘Feature: How has Nigeria approached Open Banking?” (21 September 2023)
<https://www.openbankingexpo.com/features/feature-how-has-nigeria-approached-open-banking/?ref=blog.monda
to.com> accessed 27June 2024.

$l0lowe A, ‘Transforming Payments in Nigeria with Open Banking’ (30 March 2018)
<https://dejiolowe.com/2018/03/30/transforming payments-in-nigeria-with-open-banking/> ac
cessed 25 August 2024.

42TechCabal, ‘Critical Stakeholders in Nigeria’s Open Banking Journey’ (23 August 2024)
<https://techcabal.com/2024/08/23/open-banking-nigeria-2/> accessed 25 August 2024.

43 Duncan E, ‘Feature: How has Nigeria approached Open Banking?’ (21 September 2023)
<https://www.openbankingexpo.com/features/feature-how-has-nigeria-approached-open-banking/?ref=blog.monda
to.com> accessed 27 June 2024.

$40lowe A, ‘Transforming Payments in Nigeria with Open Banking® (30 March 2018)
<https://dejiolowe.com/2018/03/30/transforming payments-in-nigeria-with-open-banking/> ac
cessed 25 August 2024.
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No matter the persistent advocacy on the private sector side, Open Banking’s complex
requirements spanning privacy protection and consensual data-sharing in legal and technological

terms demand buy-in from regulatory authorities as well.**

Nigeria became the first country in Africa to sign into law its Open Banking framework, but it
did so through a much different path than its peers in Europe and India.**® Unlike the UK which,
as we shall see, took a government mandate approach, the Open Banking crusade in Nigeria has
been primarily driven by the private sector, with its greatest proponents not being government
entities but the willpower and ‘grunt work’ of individuals like Adedeji Olowe,*” a trustee at Open
Banking Nigeria, a non-profit of like-minded Nigerian Fintech stakeholders seeking to foster a
fully operationalised Open Banking framework. Olowe revealed that friction was Africa’s
obvious problem and so while Open Banking in the UK was created as a punishment, this is not

a punishment.*3

4.2.1 Legal Framework for Open Banking in Nigeria

The legal framework for Open Banking in Nigeria is anchored on two main pieces of legislation
which are the Regulatory framework for Open Banking in Nigeria 2021 and the Operational
Guidelines for Open Banking in Nigeria 2023. The objectives of the regulatory framework for
Open Banking in Nigeria 2021 centre on providing an enabling environment for Open Banking
for innovative financial services through Safe Data exchange, defining risk based access levels
and management of risks in operation of Open API, outlining baseline requirements for the
exchange of data, providing risk management for operators in the financial sector and promoting
competition.**° The regulatory framework also defines the scope of the Regulations to be confined
to banking and financial related services** while delineating the parties to Open Banking and

their responsibilities.**!

43DataGuidance, “‘Nigeria - Data Protection Overview’ (August 2024)
<https://www.dataguidance.com/notes/nigeria-data-protection-overview> accessed 15 June 2024.

$%Mondato, ‘Open Banking in Nigeria: Are Grassroots Efforts Enough?’ (6 March 2024)
<https://blog.mondato.com/open-banking-in-nigeria-are-grassroots-efforts-enough/> accessed 21% June, 2024.
“TTechCabal, ‘Critical Stakeholders in Nigeria’s Open Banking Journey’ (23 August 2024)
<https://techcabal.com/2024/08/23/open-banking-nigeria-2/> accessed 25 August 2024.
$8¥TechCabal, ‘Critical Stakeholders in Nigeria’s Open Banking Journey’ (23 August 2024)
<https://techcabal.com/2024/08/23/open-banking-nigeria-2/> accessed 25 August 2024.
49Regulatory Framework for Open Banking in Nigeria 2021. Reg. 2.0

#0Regulatory Framework for Open Banking in Nigeria 2021. Reg. 3.0

#“1Regulatory Framework for Open Banking in Nigeria 2021. Reg. 7.0
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The Operational Guidelines for Open Banking in Nigeria provides for more detailed provisions
on key issues. To ensure that the guidelines perform optimally, the Guidelines contain some
provisions to ensure transparency within the Open Banking system in Nigeria. The CBN is
mandated to open and maintain an Open Banking Registry (OBR) for the industry which is a

public database with participant registration information.*?

The Guidelines contain some accreditation criteria for onboarding into the Open Bank Registry
(OBR).* Those who can participate in Open Banking in Nigeria include Participants without
regulatory licence (Tier 0 PIST and MIT), Participants through CBN Regulatory Sandbox (Tier

1), Licenced Payments Service Providers and OFIs (Tier 2) and Deposit Money Banks (Tier 3).4

Tier 0 must be sponsored by Tier 2 or 3 participants and requires a risk assessment report from
the sponsor’s Chief Risk Officer.**> Tier 1 must be admitted to the regulatory sandbox by CBN.
Additional enrollment criteria may apply.**¢ While Tier 2 and 3 require a valid CBN license and
risk assessment report from two Tier 2 or 3 partners (KYC, financial strength, risk

management).**

Key points to note from an overview of the enrollment process for each tier in Nigeria’s Open
Banking Registry are: Tiers 2 and 3 play a crucial role in enrolling other participants by
conducting risk assessments and sponsoring Tier 0 participants. All tiers (except Tier 1) need to
submit risk assessment reports focusing on Know Your Partner (KYC) protocols, financial
strength, and risk management practices. Partner participants conducting risk assessments must

be Tier 2 or 3 themselves.**®

The purpose of the Registry is to oversee participation through regulation, to increase
transparency in Open Banking activities’ and to guarantee that only registered organisations
operate within the Open Banking system. Customers must give their consent before their data
may be used by a service provider to offer them financial products and services.*** The API

provider (hereinafter referred to as AP) may only share the customer’s information with an API

442 The Guidelines, art.6.0.
43 The Guidelines, art. 7.0.
444 The Guidelines, art. 5.1.
445 The Guidelines, art. 5.2.1.
446 The Guidelines, art. 5.2.2.
47 The Guidelines,art. 5.2.3.
448 The Guidelines, art. 5.2.
44 The Guidelines, art. 7.0.
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consumer (hereinafter referred to as AC) when a consumer presents valid evidence of consent,

and only after authenticating that the customer gave that consent.*°

To ensure consumer consent, the AC must provide specific details such as the AC’s full and legal
name, accreditation/registration number, business registration number with the Corporate Affairs
Commission (CAC), compliance with access levels, nature of the request, and information on

41 When the AP receives the customer’s consent to share the

customer consent withdrawal.
customer’s data with an AC, it must confirm that the consumer gave the consent; this requires 2-

factor Authentication (2FA) of the end-user to verify the consent.*>

This is in line with the provisions of the NDPA. However, it is submitted that consent-based
access to data although allowing for innovation may also raise several policy questions. One of
which is how to protect the privacy of customers’ data.** Therefore ensuring adequate data
protection and privacy safeguards is essential in building trust and giving customers a certain
level of control over their data thus boosting the use of digital financial products which will in

effect strengthen the economy.*>*

The other data protection considerations that are relevant in Open Banking are data governance
and enforcement, cybersecurity and data security.*> Although the legal framework for Open
Banking is fundamentally based on consent, there is frequently a lack of clear procedures on how
to implement it. General standards on consent provisions may, therefore, not fully consider Open

Banking’s use of technology and the current state of the market.**

Consent on its own is insufficient to guarantee data protection but if properly designed and

implemented, it is an effective tool in granting customers control over their data.**’ A robust-data

40 The Guidelines, art. 11.1.
41 The Guidelines, art. 11.1.
42 The Guidelines, art. 11.2.
453 Natarajan H, ‘Regulatory Aspects of Open Banking: The Experience thus Far’ <https:/european-

economy.eu/2022/regulatory-aspects-of-open-banking-the-experience-thus-far/> accessed 16 August 2024.
44Natarajan H, ‘Regulatory Aspects of Open Banking: The Experience thus Far’ <https:/european-

economy.eu/2022/regulatory-aspects-of-open-banking-the-experience-thus-far/> accessed 16 August 2024.

435 ActivEdgeTechnologies, ‘Unlocking the Potential of Open Banking in Nigeria: Navigating Data Management
Challenges” (15 April 2024) <https:/activedgetechnologies.com/unlocking-the-potential-of-open-banking-in-
nigeria/> accessed 27 June 2024.

436 ActivEdgeTechnologies, ‘Unlocking the Potential of Open Banking in Nigeria: Navigating Data Management
Challenges” (15 April 2024) <https:/activedgetechnologies.com/unlocking-the-potential-of-open-banking-in-
nigeria/> accessed 27 June 2024.

47 Townsend D and Wright J, ‘The Data Protection Directive and Medical Research Across Europe’ (2017) 62.
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and consumer protection framework is required to adequately protect consumers under Open-
Banking schemes, and consent should be viewed as one component of a larger all-encompassing
strategy for safeguarding their interests.**® These include regulatory oversight, privacy by design,

effective dispute regulation and enforcement mechanisms.

The Guidelines provide that the APs and the ACs are to execute a Service Level Agreement (SLA)
to govern the relationships between them. The SLA should include provisions relating to
accounting and settlement, fee structure, reconciliation of bills, registration and sponsorship
responsibilities.*® All operators of Open Banking must ensure that all systems required for Open
Banking are made available with minimum standards specified in the guideline.*®® API providers
are obligated to monitor infrastructural and API levels performance this entails monitoring
hardware, operating systems, etc. at the functional level, collecting performance metrics for all
API transactions and implementing alert monitoring processes.**! APs are obligated to implement

incident management procedures and monitor performance.*%?

The Guidelines prohibit APs from engaging in unethical and unprofessional conduct.*®* The
Guidelines stipulate that APs are to provide monthly reports to the ACs indicating performance
metrics, statistics of incidents and problems, SLA adherence, and the quantity and kind of fraud
and disputes, among others.*** Customers who have subscribed to one or more ACs must receive
certain reports from APs, especially when an AC accesses their account(s) or wallet(s).*6
Participants in Open Banking are to develop customer complaint procedures, redress mechanisms,

dispute resolution, and liability appropriation models.*%

ACs must provide monthly returns to CBN on transaction volume, value, user count,
success/failure rates, security incidents, fraud, downtime reports, and other requirements.*¢’
Customers can escalate complaints to the Consumer Protection Department of CBN if they have

exhausted the Participant’s Internal Dispute Resolution, where the participant fails to resolve the

458 Townsend D and Wright J, The Data Protection Directive and Medical Research Across Europe (2017) 62.
49 The Guidelines, para.8.1.2.

460 The Guidelines, para. 8.2.

461 The Guidelines, para. 8.2.1.

462 The Guidelines, para. 8.2.2.2 and 8.2.3.

463 The Guidelines, para. 8.9.

464 The Guidelines, para. 8.8.1.

465 The Guidelines, para. 8.8.2.

466 The Guidelines, para. 4.4.1.

467 The Guidelines, para. 9.4.
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complaint within 14 days, is not undergoing resolution, or where the complaint is not under

litigation or adjudicated by a court.*®8

Thus the CBN acts as an oversight body over participants in Open Banking, this is relevant
considering that to a reasonable extent, the success, security, and ethical functioning of Open
Banking are to a large extent hinged on oversight. In the Open Banking ecosystem, regulators are
more equipped than consumers to hold operators accountable and halt abuses due to their skill

and financial resources.*®

The Guidelines contain some provisions relating to data ethics and data privacy. It requires that a
committee of the board of directors, or at the very least the executive management committee of
the AC, must establish a Data Governance Policy.*’® The policy must make sure that all data is
properly managed and complies with legal and regulatory obligations. The AC must implement
a clear data governance policy, procedures, and mechanisms which must include a systematic
approach to gathering, assembling, storing, and retrieving data that complies with legal
requirements and regulations, the consideration of data interplay with algorithmic systems, and

the unintended consequences of data-driven services on customers and society.*’!

Under the Guidelines, ACs must have a data ethics framework, guiding personal data acquisition,
collection, analysis, use, and sharing, ensuring consistent processes, compliance with laws, and
producing fair reports for customers and society.*’> This is commendable because an effective
data ethics framework ensures that customer data is handled with the highest standards of privacy

and security.*”

Secondly, customers are more inclined to use Open Banking services if they feel sure that their
data is being treated properly and ethically, which may be achieved by having a clearly defined
ethics framework. To ensure the protection of customers, ACs are required to comply with data

protection laws and any CBN-issued data protection regulations for financial institutions.*’*

468 The Guidelines, para. 5.0.

4Natarajan H, ‘Regulatory Aspects of Open Banking: The Experience thus Far’® <https:/european-
economy.eu/2022/regulatory-aspects-of-open-banking-the-experience-thus-far/>accessed 16 August 2024.

470 The Guidelines, para.9.1.

47 The Guidelines, para.9.1.

472 The Guidelines, para.9.1.1.

43Marcovitcha I and Rancourtb E, ‘A Data Ethics Framework for Responsible Responsive Organizations in the
Digital World’ (2022) 38 Statistical Journal of the IAOS 1161-1172.

474 The Guidelines, para.9.3, 9.3.1 and 9.3.2
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All participants of Open Banking are required to implement Information Security controls, ensure
effective Information Security management, and establish protections against data breaches.*”
ACs are also required to maintain a data breach policy and comply with Technical Security
Standards.*’® It is submitted that by addressing ethical and privacy concerns, the Guidelines

facilitate the long-term viability of Open Banking in Nigeria.

It decreases the possibility of public backlash or regulatory crackdowns brought on by privacy
abuses, which would otherwise threaten or derail the entire Open Banking system. It has been
submitted that with the release of the Guidelines, the CBN is cognizant of the risks of Open
Banking and has made significant provisions to minimise them.*’’ Therefore, the Guidelines

could guarantee the safe operation of Open Banking in Nigeria if thoroughly implemented.*”

It is also important to consider the challenges banks may face in adopting Open Banking. Before
providing Open data, it is imperative for banks to prudently evaluate the potential risks and
challenges that may arise.*’” Doing so will enable them to take necessary measures to mitigate
any unfavourable outcomes and ensure a successful implementation. In the realm of Open
Banking, where financial institutions are expected to share customer data with third-party
providers, ensuring the security of such data is paramount. Banks must therefore meticulously
consider the measures they put in place to safeguard customer data, given the potential

implications of a security breach in this context.*%

It is submitted that the quality of security must be commensurate with the magnitude of the risk
involved. Therefore, Nigerian banks need to implement robust security protocols that can
withstand a variety of threats, such as cyber-attacks, data breaches, and identity theft. By doing
so, they can not only protect their customers’ sensitive financial information but also maintain

their credibility and reputation within the industry.*%!

475 The Guidelines, para.9.3,9.3.1 and 9.3.

476 The Guidelines, paras. 9.3.3 and 9.3.3.2.

4"0sazuwa T, Pere P and Poopola M, ‘Overview of the Operational Guidelines for Open Banking in Nigeria’
<https://www.mondaq.com/nigeria/financial-services/1297644/overview-of-the-operational-guidelines-for-open-
banking-in-nigeria> accessed 7 August 2024.

478 The Guidelines, paras. 9.3.3 and 9.3.3.2.

479 Gupta P and Tham M, Fintech: The New DNA of Financial Services (2019) 162.

480 Gupta P and Tham M, Fintech: The New DNA of Financial Services (2019) 162.

4810hiro OR and Odudu KS, ‘Regulation of Open Banking in Nigeria: Balancing Innovation and Privacy’ (2019)
<https://doi.org/10.53982/apblj.2019.0301.04-j> accessed 21 June 2024.
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Apart from the Open Banking specific regulations in Nigeria appraised above, there are some
other legislations that are crucial for the successful functionality of Open Banking in Nigeria.

Some of these regulations include:
The Nigerian Data Protection ACT (NDPA)*2

The Nigerian Data Protection Act (NDPA), which created the Nigerian Data Protection
Commission, is a critical regulation in ensuring the privacy and security of customer data in the
Open Banking environment. Some key provisions of Nigeria Data Protection Act include the
provision that individuals have the right to control their personal data. Open Banking processes
must comply with these data protection rights, ensuring that individuals’ personal and financial
data are handled responsibly. Similar to the CBN framework, the NDPA requires that data must

only be processed with the explicit consent of the data subject. s

The NDPA also provides that financial institutions and third-party service providers are obligated
to implement adequate security measures to protect customer data from breaches, theft, and

misuse*®* and outlines the conditions that would enable the cross-border transfer of personal

data.*®

The Nigeria Data Protection Act 2023%¢ (NDPA) defines personal data as any information
relating to a person, that is, one who can be identified, directly or indirectly, by reference to an
identification number or to one or more factors specific to the physical, physiological, mental,
economic, cultural or social identity of that person.*®” Financial data can include how much
money we have in our account, how much money we owe, how much money we make and what
our investments are. Financial data encompasses a broad range of information, including but not
limited to an individual’s current account balance, outstanding debts, earnings, and

investments.**

482 Nigeria Data Protection Act 2023

483 Nigeria Data Protection Act 2023 s. 26

484 Nigeria Data Protection Act 2023 s. 39

485 Nigeria Data Protection Act 2023 s. 41

486 The Nigeria Data Protection Act 2023 Federal Republic of Nigeria Official Gazette No.119 Vol. 110 (1 July
2023).

47 NDPA 2023, s. 65.

“88Jeng L, Open Banking, (Oxford University Press, 2022) 2.
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These are very sensitive and commercially viable information, financial data also covers, account
login username and password.**® It has been posited that to achieve a balance between the
commercial interests and personal rights associated with Open Banking, it is imperative to
establish a universally accepted set of data protections and rights that align with customer

expectations.*”

Article 12 of the Universal Declaration of Human Rights posits that no individual shall be subject
to arbitrary interference with their privacy, family, home, or correspondence, nor shall they be
subjected to attacks on their honour and reputation.*”! This provision is a fundamental pillar of
human rights law, as it recognizes and protects every individual’s inherent right to privacy. The
International Covenant on Civil and Political Rights (ICCPR)*? and the European Convention on
Human Rights and Fundamental Freedoms (ECHR)** also recognize the right to privacy as a

fundamental human right.**

Section 37 of the 1999 Constitution of the Federal Republic of Nigeria (as amended) provides
that ‘the privacy of citizens, their homes, correspondence, telephone conversations and
telegraphic communications is hereby guaranteed and protected.” The NDPA 2023 is Nigeria’s
data protection legislation. It applies to the processing of personal data where the data controller
is resident, domiciled in or operating in Nigeria, where the processing occurs in Nigeria, or even
when the data controller is not resident or domiciled in Nigeria but is processing the personal data

of a data subject in Nigeria.*”

This means that Open Banking must comply with the provisions of the NDPA 2023. The NDPA
2023 provides for basic principles of data protection which data controllers must comply and they
include lawfulness, fairness and transparency, purpose limitation, data minimisation, accuracy,
storage limitation, integrity and confidentiality (security) and accountability.**® The efficient

operation of Open Banking services, including FinTech firms, is heavily reliant on the availability

#9Jeng L, Open Banking, (Oxford University Press, 2022) 2.

0Jeng L, Open Banking, (Oxford University Press, 2022) 4.

#1 Universal Declaration of Human Rights, 10 December 1948, UN General Assembly.

492 U .N. General Assembly Resolution 2200A (XXI) of 16th Dec. 1966; in force 23rd March 1976.
493 European Treaty Series No. 5; opened for signature 4th Nov. 1950; in force 3rd Sept. 1953.

494 ICCPR, art.17 and the ECHR, art.8.

495 NDPA 2023, s. 2.

81 NDPA 2023, 5.25(1) (a)

496 NDPA 2023,5.24(1), (2) and (3),
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of data.**” Such entities are contractually bound to provide specific products and services that are
solely dependent on the availability of data.*”® Therefore, the unavailability of data can
significantly impede the provision of such services. It is imperative for banks to retain their
traditional role as custodians of customers’ financial data, without compromising on its

security.**

It is submitted that as the financial sector continues to evolve, the importance of data protection
and privacy cannot be overstated. Banks are expected to uphold their fiduciary duty towards their
customers by safeguarding their sensitive financial data.>®® Any breach of this responsibility could
result in severe financial and reputational damage, which could be detrimental to the bank’s long-
term success.’®! Therefore, banks must remain vigilant and adopt robust security measures to

protect their customers’ financial data.

The NDPA 2023 specifies consent as one of the legal bases for processing personal data.’*> The
customer must, therefore, consent to the sharing of his data with third parties. Data controllers
must adhere to the requirements for obtaining the consent of data subjects under the Act; for
example, requests for consent must be in an accessible format and in clear and simple language.>%*
The NDPA 2023 also requires the data controller to prove that the data subject gave consent for

the processing.>%*

The ability of the customers (data subject) to revoke consent at any time should also be made
clear to them, before the granting of such consent.’®® By the NDPA 2023, customers may
withdraw consent at any time; operators of Open Banking have the responsibility of ensuring that
the process for withdrawal of consent is seamless.’®® The Act provides for several rights of the

data subject such as the right to be informed, the right to access personal data, the right to

“Jeng L, Open Banking, (2022) 6.

“%Jeng L, Open Banking, (2022) 6.

Jeng L, Open Banking, (2022) 2.

300 Gupta P and Tham M, Fintech: The New DNA of Financial Services (2019) 162.
301 Gupta P and Tham M, Fintech: The New DNA of Financial Services (2019) 162.
02 NDPA 2023, 5. 25(1) (a).

SO3NDPA 2023, s. 26(6).

SMNDPA 2023, s. 26(1).

SUSNDPA 2023, 5. 26(4).

S0NDPA 2023, s. 30.
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rectification, the right to erasure, the right to restrict processing, and the right to data portability

among others.’’

The duties of data controllers which will be operators of Open Banking in this case, are also listed
in the NDPA 2023 to include: establishing organisational and technical safeguards to guarantee
the security, integrity, and confidentiality of personal data in its possession, among others.>%
Where a data controller engages the services of a third party to process the personal data of data
subjects, the data controller is obligated to take appropriate precautions to make sure that the other

party complies with the principles and obligations outlined in the Act.>"”

These provisions require banking institutions to exercise due diligence before sharing customer
data with third parties. It also means that they will be held accountable for the actions of such

third parties.>!”
2. The Electronic Transactions Bill*1

The Electronic Transactions Act is another important regulatory development relevant to Open
Banking in Nigeria. This bill seeks to regulate electronic transactions and e-commerce, providing
legal frameworks for digital transactions, including those enabled by Open Banking. The key
aspects of the bill are that it facilitates the legal recognition of electronic signatures and contracts,
thereby supporting the operation of Open Banking platforms and transactions and provides legal
backing for electronic money transfers and digital payment systems, enabling the growth of Open

Banking service

3. The Central Bank of Nigeria (CBN) Anti-Money Laundering and Countering the Financing
of Terrorism (AML/CFT) Regulation®?

The Anti-Money Laundering (AML) and combating Financing of Terrorism (CFT) regulations in
Nigeria are crucial in ensuring that Open Banking systems do not facilitate illegal financial

activities. Its relevance to Open Banking is reflected in the Know your Customer (KYC) that the

SO’NDPA 2023, Pt. VL.

SNDPA 2023, s. 39.

SNDPA 2023, s. 29.

SIONDPA 2023, s. 29(1)(d).

311 Electronic Transactions Act 2023

512The Central Bank of Nigeria (CBN) Anti-Money Laundering and Combating the Financing of Terrorism in Banks
and other Financial Institutions in Nigeria) Regulations 2013
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CBN mandates that banks and third-party service providers must conduct on their customers

before allowing access to their service(s).

Further, financial institutions are required to report suspicious transactions to the relevant
authorities, which is crucial in monitoring Open Banking-related activities. Institutions must have
monitoring systems in place to detect unusual financial behaviour, as Open Banking could

increase the volume of transactions and data.
4. The Nigerian Communications Commission (NCC) Regulations

The Nigerian Communications Commission (NCC) also plays a role in regulating the
communication infrastructure that supports Open Banking systems, particularly in the areas of
mobile payments and telecommunications. The NCC ensures the secure and uninterrupted

provision of communication services that enable Open Banking solutions.

Several other laws and regulations complement the Open Banking legal framework in Nigeria:
including the Financial Services Regulation Coordinating Committee (FSRCC)>!? that plays an
oversight role in coordinating the regulatory approach across various financial services providers.
The Companies and Allied Matters Act (CAMA)>'* governs the registration and regulation of
companies, including Fintech companies that may act as third-party service providers in the Open

Banking ecosystem.

4.2.2. Regulatory Framework for Open Banking in Nigeria

Nigeria adopts a sectoral model of financial regulation which entails that different aspects of the
financial sector are overseen by separate regulatory bodies. The Central Bank of Nigeria (CBN)
in its role as the apex regulator for the Nigeria Banking system®" regulates Open Banking by
virtue of its regulatory jurisdiction distilled from the Central Bank of Nigeria Act (CBN) Act
2017 and the Bank and other Financial Services (BOFIA) Act 2020.°'

In exercise of its regulatory powers, the CBN has drafted a regulatory framework and Guidelines

for Open Banking which aims to facilitate the sharing of customer data between banks and third-

SBFinancial Services Regulation Coordinating Committee (FSRCC) was accorded legal status by the 1998
amendment to Section 38 of the CBN Act 1991 and formally inaugurated in May, 1999 by the CBN Governor and
its objectives are contained in Section 44 of the CBN Act 2007.

314 Companies and Allied Matters Act 2020 (as amended)

S15Adeyemo F, Banking Regulation in Africa: The case of Nigeria and other emerging economies (2022) 9

3160turu D, Fintech Law and Practice in Nigeria (2024) 31
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party firms, fostering the creation of efficient, transparent, and diverse financial solutions.>'” The
regulatory framework set standards for API design, security, functionality, and data handling,
enhancing integrated banking services while ensuring risk management and security

specifications.>!8

On paper, Nigeria’s Open Banking framework is potentially even more robust than Europe’s,
incorporating non-financial institutions to provide the capacity for a true Open Data regime to
move forward. However, while it has been a couple of years since Open Banking was formalised

into law, its implementation has stalled almost exclusively due to inaction from Nigeria’s Central

Bank.>!"?

In particular, though the specification of the API is listed in the Annex of the guidelines, the
Central Bank of Nigeria has failed to enforce the adoption of the API standard by stakeholders
which is the most basic necessity for an Open Banking framework to work. As Olowe puts it, the
voluntary efforts of the private sector have positioned the Central Bank to operationalise Open
Banking without paying a single dime, but the Central Bank is yet to do so>?° having been
distracted by the unfolding economic crisis in Nigeria, where inflation has reached nearly 30%,

spurring protests across the country.>?!

This also coincided with a change in leadership at the Central Bank of Nigeria, forcing the Open
Banking advocates in the private sector to renew the lobbying efforts they first started in 2017 to

get all stakeholders aligned with their vision.’?> There is some cheering news that the Central

517 KPMG Nigeria, ‘Hello Nigeria! — Rolling out Open Banking Capabilities (A KPMG Atrticle)’ (2 May 2024)
<https://openbanking ng/a-kpmg-article-on-open-banking-in-nigeria/> accessed 4% July, 2024.

S18Central Bank of Nigeria, ‘Regulatory Framework for Open Banking in  Nigeria’
<http://efaidnbmnnnibpcajpcglclefindmkaj/https://www.cbn.gov.ng/out/2021/psmd/circular%200n%?20the%20regu
latory%20framework%200n%200pen%20banking%20in%20nigeria.pdf> accessed 21 July 2024.

S0ladunmade M, ‘Open Banking can change Nigeria’s financial industry: Why is the CBN stalling on it?” (15
February 2024) <https://techcabal.com/2024/02/15/cbn-open-banking/> accessed 11 June 2024.

520 Aljazeera, ‘Hundreds protest across Nigeria over soaring cost of living, fuel prices’ (1 August 2024)
<https://www.aljazeera.com/news/2024/8/1/hundreds-protest-across-nigeria-over-soaring-cost-of-living-fuel-
prices> accessed 14 August 2024; Adetayo O and Anyaogu I, ‘Protesters in Nigeria demonstrate over high cost of
living’” (1 August 2024) https://www.cnbcafrica.com/2024/hundreds-gather-across-nigerian-cities-to-protest-cost-
of-living-crisis/> accessed 25 August 2024; Ogbonna N, ‘Why Nigeria’s economy is in such a mess’ (27 February 2024)
https://www.bbc.com/news/world-africa-68402662> accessed 3 July 2024.

321 Ogbonna N, ‘Why Nigeria’s economy is in suchamess’ (27 February 2024) <https://www.bbc.com/news/world-africa-
684026622ref=blog.mondato.com> accessed 27" June, 2024.

2Mordi A, ‘Implementing Open Banking in  Africa: Challenges &  Opportunities’

<https://digitalbankerafrica.com/implementing-open-banking-in-africa-challenges-opportunities/> accessed 2 June
2024.
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Bank of Nigeria has authorised Open banking implementation from August 2025.32* Will this be

the start of the Open Banking revolution in Nigeria? Time shall tell.

Amid the delays, questions linger of what governmental agency exactly will drive, implement,
and oversee the Open Banking system-to-be. It is submitted that such implementation issues are
symptoms of a wider problem in which authorities are yet to leverage the various opportunities
emerging in the tech scene whether it be Open Banking, artificial intelligence, or cross-border

instant payments with a clear direction.

In the Open Banking case, there is still missing the institutional cooperation and coordination in
Nigeria to ‘eat, sleep, breathe’ the nascent data regime. Who owns that infrastructure, who builds
it, who manages it, etc. has not been quite defined yet.>* What is the pathway towards creating
digital public goods, and how do we ensure that there are the motivations and incentives to bring
that pathway forward? That clear pathway needs to be mapped out. Otherwise, the same things

will continue to be done across different sectors rather than looking at it holistically.

It is submitted that the promised efficiencies, and savings and its potential to synergize with the
highly successful instant payments regime that has already achieved widescale adoption in
Nigeria of Open Banking should be one palliative solution to the economic turmoil roiling the
country.>?> Open Banking with all its potential for catalytic transformation of a disjointed, opaque
ecosystem like Nigeria’s requires comprehensive implementation consensus from all partners

especially in a fledgling Open Banking regime in Nigeria that relies more on carrots than sticks. 2

Despite the steps taken to mitigate risks in the Guidelines, certain risks still derail the
implementation and widespread adoption of the Open Banking framework in Nigeria. These risks

along with possible remedies will be discussed below.

SBMSME AfricaCBN Approves Open Banking Launch, Sets August 2025 Rollout for Data Sharing Across Financial Institutions
(April 30" 2025) https://msmeafticaonline.com/cbn-approves-open-banking-launch-sets-august-2025-rollout-for-data-sharing-
across-financial-institutions/ (accessed on 1% May 2025)

2Mordi A, ‘Implementing Open Banking in  Africa: Challenges &  Opportunities’
<https://digitalbankerafrica.com/implementing-open-banking-in-africa-challenges-opportunities/> accessed 2 June
2024.

525 Duncan E, Open Banking and Financial Inclusion: Creating a Financial System That Provides Security and
Equity (2024) 137.

326Timi-Koleolu and Adetunmibi, ‘The Regulation of Open Banking in Nigeria’ (19 February 2021)

<https://pavestoneslegal.com/the-regulation-of-open-banking-in-nigeria/> accessed 22 June 2024.

141

https://uwcscholar.uwc.ac.za/home



4.2.3. Analysis of the limitations and possible solutions for Open Banking in Nigeria

There are several limitations that militate against Open Banking in Nigeria as stated below:
1. Data Privacy and Security Concerns

Data privacy and security are significant concerns with Open Banking in Nigeria owing to the
lack of advanced technology to ensure rock-solid data security. Since Open Banking involves
sharing sensitive financial information across multiple platforms (banks, third-party providers,
Fintech companies), the risk of data breaches, cyber-attacks, and unauthorised access to personal

information is high.

Tackling the impact of Open Banking on privacy necessitates a careful and nuanced strategy.>*’
It is submitted that focusing solely on minimising breaches might be like playing whack-a-mole
reactive and never fully effective. Instead, Nigeria should strive for proactive privacy protection
which consists of measures that prevent data breaches from occurring.’*® This entails several

factors;

First, strong legal frameworks defining data ownership, access rights, and security standards are
crucial. Nigeria’s Data Protection Act 2023 and regulations on Open Banking can provide a

foundation.

Secondly, data security should be embedded throughout the Open Banking ecosystem. APIs
enable the real time exchange of financial data between parties in Open Banking,*** but their
direct access to sensitive financial data also makes them a prime target for cyber threats.>*
Therefore, proactive privacy data measures such as secure APIs, encryption, and regular security

audits are vital. This approach involves identifying any weaknesses or vulnerabilities within the

327 Acquisti A, Taylor C and Wagman L, ‘The Economics of Privacy’ (2016) 30 Journal of Economic Perspectives
3-28.

328 Sharma A. ‘Is a Proactive Approach Best for Data Privacy and Cybersecurity?” <https://www.dataversity.net/is-
a-proactive-approach-best-for-data-privacy-and-cybersecurity/> accessed 20 June 2024; Anjaiah A et al, ‘“The
Importance of Proactive Data Privacy and Cyber Security from Attacks’ (2019) 9 International Journal of Advance
Research in Computer Science and Management Studies 10-12.

59Zendatta, ‘Data Privacy in Open Banking’ <https:/www.zendata.dev/post/data-privacy-in-open-banking>
accessed 20 June 2024.

330Zendatta, ‘Data Privacy in Open Banking’ <https:/www.zendata.dev/post/data-privacy-in-open-banking>
accessed 20 June 2024.
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system by searching for loopholes.>*' Once these potential weak points are discovered, they are

addressed and corrected to prevent them from being exposed and taken advantage of.>*?

This issue of privacy breaches has sparked a wide-ranging debate about the ethical implications
of data-driven decision-making and the need for regulatory frameworks to prevent abuses of

power. For instance, a study”*

underscores the imperative of preserving the sanctity of customer
data, advocating for corporate entities to conscientiously collect and deploy such data judiciously.
It posits a call to action for organisations to adhere to stringent data-security protocols,
incorporating robust encryption methodologies.’** Additionally, it recommends a periodic and
comprehensive review and enhancement of extant data-protection policies as indispensable

measures in maintaining the integrity and confidentiality of customer data.>*

Some risks involved in Open Banking have been identified as discriminatory or exploitative use
of data, data exclusion and digital capability, and vulnerable consumers.>*® Concerning
discriminatory or exploitative use of data, it is critical to ensure the protection of data gathered
via Open Banking to prevent any potential misuse. Any unauthorised use of consumer data by
banks or third-party providers could result in privacy violations and mishandling of personal
information. Such scenarios could prove harmful to the consumer, and therefore, safeguarding

their data must remain a top priority.

The inappropriate utilisation of data for exploitation constitutes a grave concern, specifically for
consumer groups that are more susceptible to exploitation, such as disabled and vulnerable

individuals.>*” Innovation can be balanced with privacy within the Open Banking ecosystem by

331 Sharma A, ‘Is a Proactive Approach Best for Data Privacy and Cybersecurity?’ <https://www.dataversity.net/is-
a-proactive-approach-best-for-data-privacy-and-cybersecurity/> accessed 20 July 2024; Anjaiah A et al, ‘The
Importance of Proactive Data Privacy and Cyber Security from Attacks’ [2019] 9 International Journal of Advance
Research in Computer Science and Management Studies 10-12.

332 Sharma A, ‘Is a Proactive Approach Best for Data Privacy and Cybersecurity?” <https:/www.dataversity.net/is-
a-proactive-approach-best-for-data-privacy-and-cybersecurity/> accessed 20 July 2024.

33 Aldboush H HH and Ferdous M, ‘Building Trust in Fintech: An Analysis of Ethical and Privacy Considerations
in the Intersection of Big Data, Al, and Customer Trust’ (2023) 11 International Journal of Financial Studies 90.
334 Aldboush H HH and Ferdous M, ‘Building Trust in Fintech: An Analysis of Ethical and Privacy Considerations
in the Intersection of Big Data, Al, and Customer Trust’ (2023) 11 International Journal of Financial Studies 90.
335Aldboush H HH and Ferdous M, ‘Building Trust in Fintech: An Analysis of Ethical and Privacy Considerations
in the Intersection of Big Data, Al, and Customer Trust’ (2023) 11 International Journal of Financial Studies 90.
336 Leong E and Gardner J, ‘Open Banking in the UK and Singapore: Open Possibilities for Enhancing Financial
Inclusion’ (2021) 5 Journal of Business Law 15.

537 Leong E and Gardner J, ‘Open Banking in the UK and Singapore: Open Possibilities for Enhancing Financial
Inclusion’ (2021) 5 Journal of Business Law 15.
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emphasising the importance of giving consumers security and protection through a consistent
framework when implementing Open Banking.>*® Governments may face difficulty in adopting
a uniform framework that offers consumers the security and safeguards they require while also

allowing for innovation and optimisation of financial services using the Open Banking model.>**

The Central Bank of Nigeria (CBN) and the National Information Technology Development
Agency (NITDA) need to enforce strict compliance with data protection laws and mandate
continuous updates as enforcement of these regulations are necessary to ensure that third-party

providers implement appropriate security measures.

Financial institutions and third-party providers must implement strong encryption protocols and
multi-factor authentication (MFA) to safeguard data. Regular security audits should be carried
out to ensure compliance with global security standards. Increasing awareness about data privacy
rights and the importance of protecting personal information can empower consumers to make

informed decisions regarding their data sharing.
2. Lack of enforcement of common API standard

The lack of common standards for API integration can create interoperability issues between
different financial institutions and third-party providers. This can hinder the smooth operation of

Open Banking systems, leading to inefficiencies and poor user experiences.

This challenge can be ameliorated by the institutionalisation of the Nigerian Open Banking APIs
by the apex regulatory body, the Central Bank of Nigeria (CBN), constitutes a pivotal stride
towards fostering a standardised interface. This interface serves as a conduit, affording third-party
providers the sanctioned means to systematically access customer data resident within banking
institutions.>*® This regulatory framework not only engenders a paradigm shift in the modus
operandi of financial data accessibility but also lays the groundwork for a structured and secure

ecosystem wherein the tenets of Open Banking are methodically upheld.

53%Babin R and Smith D, ‘Open Banking Regulation: Please Advise the Government’ (2022) 12 Journal of
Information Technology Teaching Cases 108-114.

5¥Babin R and Smith D, ‘Open Banking Regulation: Please Advise the Government’ (2022) 12 Journal of
Information Technology Teaching Cases 108-114.

40 CBN,  ‘Issuance  of  Regulatory = Framework  for  Open  Banking in  Nigeria’
<https://www.cbn.gov.ng/out/2021/psmd/circular%200n%20the%20regulatory%20framework%200n%200pen%20
banking%20in%20nigeria.pdf> accessed 8 June 2024.
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The introduction of such standardised APIs by the CBN epitomises a concerted effort to cultivate
an environment characterised by interoperability, transparency, and the judicious exchange of
financial information within the Nigerian financial landscape. The CBN has outlined the need for
standardised APIs to facilitate secure and seamless data sharing. A unified API standard for all
banks and Fintech companies should be developed and enforced to ensure that all participants in

the Open Banking ecosystem can interact easily.

It is submitted that collaboration among banks, Fintech companiesand regulators is key to
developing and adopting standardised solutions. Industry groups can work together to create open

standards that encourage interoperability.
3. Consumer Trust and adoption

Consumers may be hesitant to adopt Open Banking due to a lack of trust in the security and
integrity of third-party providers. Concerns over how their data will be used, who has access to
it, and the potential for misuse can deter participation in Open Banking platforms. This challenge

can be ameliorated by the possible solutions stated below.
1. Transparency and Education:

Financial institutions and third-party providers must be transparent about how customer data will
be used. Clear, easily understandable privacy policies and terms of service should be provided to
customers. Consumers must have clear, understandable information about data use and granular
control over what they share. Transparency reports, opt-out mechanisms, and easily accessible

privacy settings are essential.

To ensure Open Banking data aggregation operates with transparency, it is crucial to consider the
long-term impact of sharing consumer data.*! Although there may be short-term benefits for
consumers, such as improved access to financial services, there are potential risks associated with

aggregate data that could negatively affect their risk profiles and decision-making processes.>*?

341 Lobschat L et al, ‘Corporate Digital Responsibility’ (2021) 122 Journal of Business Research 875-888.
32Aldboush H HH and Ferdous M, ‘Building Trust in Fintech: An Analysis of Ethical and Privacy Considerations
in the Intersection of Big Data, Al, and Customer Trust’ (2023) 11 International Journal of Financial Studies 91.
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It has been postulated that the Open Banking environment is characterised by data asymmetry,
which renders customers the most disadvantaged group.®* It is essential to establish trust between
customers and participants within the Open Banking ecosystem. To achieve this, it is
recommended that strategies such as Corporate Digital Responsibility (CDR) be implemented.
This approach focuses on promoting ethical and responsible practices in the use of data and
technological innovations.>** With CDR, companies can build trust with their customers and

ensure they are using their technology safely and ethically.>*
2. Strong Consumer Protection Laws:

Enforcing consumer protection laws can help address concerns by ensuring that customer data is

protected and that companies face penalties for data misuse.
3. Customer Empowerment:

Allowing customers to control their data-sharing preferences and opt-out at any time can increase
trust. Moreover, providing consumers with the ability to track who has access to their data can

further enhance confidence in the system.
4. Infrastructure and Technological Limitations

Nigeria's financial and technological infrastructure still faces challenges, including inconsistent
internet access, unreliable electricity, and limited access to digital banking in rural areas. These
limitations can affect the smooth operation of Open Banking platform. This challenge may be

remedied by the following.

The government and private sector should invest in improving the country’s digital infrastructure,
including better internet connectivity, mobile networks, and electricity supply, to enable smoother

implementation of Open Banking.

There should be efforts to utilise USSD (Unstructured Supplementary Service Data) codes or
SMS for regions with limited internet access, mobile banking services to help extend the reach of

Open Banking services.

543 Aldboush H HH and Ferdous M, ‘Building Trust in Fintech: An Analysis of Ethical and Privacy Considerations
in the Intersection of Big Data, Al, and Customer Trust’ (2023) 11 International Journal of Financial Studies 91.
S#4Lobschat L et al, ‘Corporate Digital Responsibility’ (2021) 122 Journal of Business Research 875-888.
3%3Lobschat L et al, ‘Corporate Digital Responsibility’ (2021) 122 Journal of Business Research 875-888.
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There should be collaboration between the government and private tech companies leading to
investments in infrastructure development, which can support a more robust Open Banking

ecosystem
5. Regulatory and Legal Uncertainity

There is still some uncertainty regarding the legal and regulatory frameworks surrounding Open
Banking in Nigeria. While the CBN has introduced the Regulatory Framework for Open Banking
(2021), the system's implementation and monitoring still face challenges including but not limited
to the apparent exclusion of relevant agencies in the regulation of Open Banking. Specifically,
this revolves around the supremacy battle between the Central Bank of Nigeria and the Federal

Competition and Consumer Protection Authority

Section 104 of the Federal Competition and Consumer Protection Act (FCCPA) of 201834 states
that notwithstanding the provisions of any other law, the provision of the Act on consumer
protection and competition matters shall override any other law however in 2020, Section 65(1)
of the Banks and Other Financial Institutions Act (BOFIA)** specifically excluded the
application of the FCCPA 2018 to consumer protection and competition concerns in Nigerian

financial sector particularly banking.

From the above conflicts of laws, it is apparent that there is uncertainty on how competition and
consumer protection issues in banking would be regulated between the Federal Competition and
Consumer Protection Commission and the Central Bank of Nigeria which has the potential to
derail Open Banking. Although it has been argued relying on the High Court decision of Wema
Bank v FCCPC (Suit No: FHC/L/CS/450/2021) that the overriding effect of Section 104 of the

FCCPA imbues the FCCPA with power to regulate Competition and Consumer Protection matters

0,548

even in the banking sector despite the explicit exclusion by the BOFIA 202 it is submitted

that since both legislations in question are federal legislations, by the constitutional doctrine of

346Federal Competition and Consumer Protection Act 2018

347Bank and Other Financial Institutions Act 2020

380nuzulike C & Abiodun A, ‘G Elias: The BOFIA, the FCCPA and the Battle for Supremacy: Does the FCCPA
Apply to Consumer Complaints Arising from Banking Transactions?
https://mail.google.com/mail/u/0/#inbox/FMfcgzQbdrWCzdWLWfVmZzWjFbW gmvrL ?projector=1&messagePar
tId=0.1 (accessed on 1% May 2025)
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implied repeal,® the exclusion of the financial sector from the FCCPA by the latter law is

valid.>>°

Despite the submission in this thesis that constitutionally, consumer protection and competition
matters in the financial sector in Nigeria are beyond the scope of the Federal Competition and
Consumer Protection Commission, it is conceded that this portends some danger for Open
Banking as the premier agency for regulating Competition and consumer protection in Nigeria
have been excluded from Open Banking where Consumer Protection and Competition are key

ingredients to its success or otherwise.

It is submitted that the CBN should create a joint regulatory body comprising of all stakeholders
in Financial and market regulation (including the CBN and the FCCPC) to provide clearer
guidelines on Open Banking implementation and foster ongoing communication with banks and
Fintech companies to address challenges as they arise. Regular updates to regulations will help

align the evolving financial technologies with existing legal frameworks.

The CBN and other regulators can introduce regulatory sandboxes to allow financial institutions
and Fintech startups to test Open Banking solutions in a controlled environment. This would
provide valuable insights into the practical challenges and help regulators understand the best way

to frame policies.
6. Financial Exclusion

Despite efforts to improve financial inclusion, a significant portion of Nigeria's population
remains unbanked or under-banked, particularly in rural areas. Open banking relies on customers

having access to banking services, which limits its reach in underserved communities.
To remedy the situation, the following proposals might be of assistance:

Financial literacy should be increased through educational campaigns which can help unbanked

individuals understand the benefits of Open Banking and how to access digital banking services.

5% The doctrine of implied repeal states that if a later law conflicts with an earlier one, the earlier law is implicitly

repealed to the extent of the conflict
30 The decision in the case of Lamfat Gas Nig. Ent. Limited v Kuda Microfinance Bank (Suit No.:
LD/6869GCM/2023) stated that the BOFIA Act overrides the FCCPA owing to the explicit exclusion.
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Banks and Fintech companies can collaborate with telecommunications providers to offer
financial services via mobile platforms. This can help reach a larger segment of the population,

especially those without access to traditional banking.

There should be offers of low-cost or no-cost banking services to encourage more individuals to

open digital accounts, thus promoting financial inclusion.
7. Resistance from Traditional Financial Institutions

Some traditional banks may resist Open Banking because they fear the competition posed by new
Fintech companies or third-party providers. They may be reluctant to share customer data or open

up their systems to external parties.

It is suggested that there should be a systemic reorientation for traditional banks to avoid viewing
Open Banking as a threat but recognise it as an opportunity to innovate and collaborate with
Fintech startups. This can help banks offer more competitive services, expand their customer
base, and enhance customer loyalty. Regulators can play a crucial role by mandating the adoption
of Open Banking standards. This can help ensure that all institutions comply with the rules,

fostering a more inclusive and competitive financial environment.

Having appraised the Nigerian Open Banking System, it is apposite to make a comparative
analysis of the Open Banking ecosystem in the United Kingdom (UK). The aim is to provide a
comprehensive and objective assessment of the UK’s Open Banking system’s performance and
its role in the global financial industry, highlighting its successes and shortcomings while

benchmarking it against Nigeria specifically and other systems worldwide generally.

4.3. Case Study- The United Kingdom

149

https://uwcscholar.uwc.ac.za/home



The United Kingdom’s standing as a world pioneer in Open Banking, closely followed by nearly
30 other nations,™! serves as the primary impetus for the present analysis. The publication of a
report>>? by the Competition and Markets Authority (CMA) in 2016 saw the beginning of Open
Banking in the UK. To improve competition in retail banking, the report suggested the
implementation of Open Banking.>>* The CMA highlighted a lack of innovation and competition
in the retail banking sector and offered solutions to give consumers more control and promote

competition.>>*

The CMA then issued an Order establishing a series of Open Banking related remedies,
mandating the adoption of the Open API banking standards’ by the UK’s nine largest banks also
the publication of data following these standards.’> The UK Open Banking ecosystem currently
extends beyond the CMA9 and comprises of other regulated third party providers which chiefly
deliver financial decision-making, payment and other services to digitally enabled customers and
small businesses.’>® The Open Banking Implementation Entity (OBIE), an independent
organisation in charge of planning and carrying out the Open Banking project, was created as a
result of the CMA findings.>>” The OBIE also published standards technical standards and

security protocols that operators in the Open Banking ecosystem must adhere to.>*

31Competition and Market Authority, ‘The Future of Oversight of the CMA’s Open Banking Remedies’
<https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1086515/Consu
Itation_response_publication.pdf> accessed 10 August 2024.

S2CMA,  ‘Retail  Banking  Market  Investigation:  Final  Report’ (9  August  2016)
<https://assets.publishing.service.gov.uk/media/57ac9667e¢5274a0f6c00007a/retail-banking-market-investigation-
full-final-report.pdf> accessed 10 August 2024.

533 Leong E and Gardner J, ‘Open Banking in the UK and Singapore: Open Possibilities for Enhancing Financial
Inclusion’ (2021) 5 Journal of Business Law 427, Competition and Market Authority, ‘Retail Banking Market
Investigation”  <https://www.gov.uk/cma-cases/review-of-banking-for-small-and-medium-sized-businesses-smes-
in-the-uk>(accessed 11 August 2023)

35 Open Banking Limited, ‘The Origins of Open Banking’ <https://www.openbanking.org.uk/about-us/> accessed
11 August 2024.

33Competition and Market Authority, ‘Retail Banking Market Investigation® (9 August 2016)
<https://assets.publishing.service.gov.uk/media/57ac9667e¢5274a0f6c00007a/retail-banking-market-investigation-
full-final-report.pdf> accessed 10 August 2024.

35 Amer DW, Buckley RP, Wang CM et al ‘Building Open Finance’ 15 Notre Dame Journal of International and
Comparative Law 162

IGOV.UK  ‘Millions  of  Customers Benefit as Open  Banking Reaches  Milestone’
<https://www.gov.uk/government/news/millions-of-customers-benefit-as-open-banking-reaches-milestone>
accessed 10 August 2024.

S80BIE, ‘Guidelines for Open Banking’ (July 2018)

<https://efaidnbmnnnibpcajpcglclefindmkaj/https://www.openbanking.org.uk/wp-content/uploads/2021/04/Guideli
nes-for-Open-Data-Participants.pdf> accessed 2 July 2024.
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4.3.1. Legal Framework for Open Banking in the United Kingdom

The Second Payment Services Directive (PSD2) of the European Union (EU), which advances
earlier initiatives to create a digital single market, has an impact on the growth of Open Banking
in the UK.>> PSD2 addresses the explosive rise of mobile and electronic payments as well as
innovative payment services.’® The PSD2 was implemented in the UK by virtue of the Payment

Services Regulations 2017 (PSRs).*¢!

Customers have the option to request certain services from third parties by virtue of the PSRs,
such as: making payments on their behalf via Payment Initiation Services (PIS) and accessing
their financial information by means of Account Information Services (AIS).>%? In line with the
PSRs, banks and other payment service providers are required to allow third-party providers
access to their systems with the customer’s explicit consent.’®® Payment service providers are
required to establish and implement adequate and effective procedures for complaint resolution,
aimed at settling any complaints from payment service users concerning their rights and

obligations.>**

The Joint Regulatory Oversight Committee (JROC) reports that were published in 2023 on the
Future of Payments Review>® highlight these ‘must-haves’ too, including the development of
premium APIs and piloting commercial models as well as a blueprint for rolling out non-sweeping
VRPs. In addition, there is a need to focus intensely on delivering commercial VRPs (cVRPs) for
early adopter segments like financial services initially. Nailing that down and proving cVRPs’

value to customers will be an important stepping stone for expanding to other sectors.>

3% Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015, on payment
services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation
(EU) No 1093/2010, and repealing Directive 2007/64/EC, recital 29.

%0 Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015, on payment
services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation
(EU) No 1093/2010, and repealing Directive 2007/64/EC, recital 3.

%I GOV.UK, ‘The Payment Services Regulations 2017
<https://www.legislation.gov.uk/uksi/2017/752/regulation/1/made> accessed 11 August 2024.

362 The Payment Services Regulations 2017, regs. 60 and 70.

363 The Payment Services Regulations 2017, reg. 67.

364 The Payment Services Regulations 2017, reg. 101(2).

365 Financial Conduct Authority, ‘Joint Regulatory Oversight Committee highlights 2023 progress and sets out future
UK Open Banking plans’ (18 December 2023) <https://www.fca.org.uk/news/news-stories/joint-regulatory-

oversight-committee-highlights-2023-progress-future-uk-open-banking> accessed 21 July 2024.
%%Gulamhuseinwala 1, ‘Navigating the challenges and complexities of Open Banking’ (21 June 2024)

<https://www.ciklum.com/resources/blog/challenges-complexities-open-banking> accessed 21 June 2024.
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PSD2 aims to strengthen the European market identity as a unique one and its external perception
as a politically and economically compact and credible counterpart. Hence, the commitment of
the European Banking Authority (EBA), the European Union body that supervises the European
banking market, to accomplish specific duties is a specific measure towards this goal.**” The
PSD2 assigns EBA the role of harmonising the entire sector, ensuring that all European banking
institutions operate on an equal footing and that customers (whether current account holders,
custodians, or investors) have the same service conditions.’*® The European Banking Authority
(EBA) together with the European Central Bank (ECB) issued the guidelines that authorities and

financial institutions have to follow.

These recommendations aim to mitigate operational and security risks under PSD2.°% In February
2017, the EBA submitted the final version of the Regulatory Technical Standards (RTS) on Strong
Customer Authentication (SCA) and common and secure communication (CSC), which is legally
applicable within the European Union Member States. The technical requirements set up by EBA
seek to enforce privacy and client authentication based on the use of two or more elements

categorised in knowledge, possession, and inertia.

These factors are independent of each other. The payment service provider has to apply SCA
when accessing the customer’s online payment account to carry out any operation that may
involve a risk of payment fraud or other abuse. Moreover, the European Banking Authority issued
six legally binding documents: five guidelines and one Implementation Technical Standards (ITS)
that set uniform reporting requirements to ensure equal competition among different business

groups in the sector.

The centralised role of the European Banking Authority, however, does not absolve Member
States of their responsibilities, especially when it comes to authorising the provision of certain

financial services by parties other than traditional credit institutions (the so-called Third

7Griecco M ‘Open Banking and its Impact on Firms’® Business Models’ (2020) available at
https://www.researchgate.net/publication/344560972(accessed on 17 November 2024).

S8European Banking Authority, ‘Guidelines on Authorisation and Registration under PSD2’ (30 January 2021) available
athttps://www.eba.europa.eu/guidelines-authorisation-and-registration-under-psd2(accessed on 15 November 2024.
S%European Banking Authority, ‘EBA publishes final Guidelines on security measures under PSD2’ (13 December 2017)
available athttps://www.eba.europa.eu/publications-and-media/press-releases/eba-publishes-final-guidelines-
security-measures-under-psd2(accessed on 17 November 2024.
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Parties).”® Every country has to create a register to collect all the third-parties that have been
authorised to provide the service, which verification of their level of reliability (both technical
and procedural) through an interview with a competent national authority (for example, in Nigeria
it is the Central Bank of Nigeria (CBN)) has to follow. Hence, National Central Banks have to

guarantee and control effective compliance with the directives in their countries.>”!

The list of the registered entities needs to be transmitted to the EBA which will enter it in the
Central Electronic Register of all authorised payment service providers allowing them to freely
consult it.’”> Therefore, it is clear that PSD2 outlines an organisation of the sector proposing a
synergic approach between central and national authorities and ensuring harmonious and efficient
functioning among all European countries. The intention it seems is that legislation will arise off
the back of this soonest, to support a long-term framework for Open Banking. As with any such

report, it can sometimes feel like a lot of talk and not a lot of genuine results. Time will tell.

The legal and regulatory framework for Open Banking in the United Kingdom (UK) is well-
established and structured to ensure that the system operates securely, transparently, and in a way
that promotes competition and innovation within the financial services industry. Open banking in
the UK allows TPPs to access financial data from customers (with their consent) in order to offer
innovative products and services. Below is a detailed overview of the legal and regulatory

framework for Open Banking in the United Kingdom.
1. Data (Use and Access) Act 2025

The Act amends existing UK data protection laws (UK GDPR, DPA 2018, PECR 2003) to
promote innovation while maintaining strong privacy safeguards. The Act aims to enable new
“Smart Data” schemes (beyond Open Banking) for sectors like energy, transport, and health.>”

Promote digital transformation of public services (e.g. electronic birth/death registers, NHS

S"Doxee, ‘PSD2: The Open Banking Revolution and Its Effects’ (5 November 2019) available on
https://www.doxee.com/blog/psd2/psd2-open-banking-revolution-its-effects/ (accessed on 20 November 2024).

371 Unit24, ‘Banking Compliance Regulations, Laws, & Standards by Country’ (10 January 2024) available at
https://www.unit2 1.ai/blog/banking-compliance-regulations-by-country (accessed on 28 November 2024).
S”2European Banking Authority, ‘Register of payment and electronic money institutions under PSD2’ available at
https://www.eba.europa.eu/risk-and-data-analysis/data/registers/payment-institutions-register  (accessed on 20
November 2024).

53Data (Use and Access) Act 2025 Part 1
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integration, police data access) and establish the National Underground Asset Register

(NUAR)>" for mapping buried infrastructure

The Act provides better flexibility for automated decisions affecting individuals, with safeguards
for transparency, challenge, and human review (except in some law enforcement cases).’’”> The
Act made amendments to the UK GDPR to enhance privacy requirements in design of child-
targeted services®’®and to ensure a smooth transition from adequacy model to a flexible “data
protection test” to evaluate if third countries have sufficient protections. There are also provisions
for organizations to pause response while awaiting clarification®’” and introduction of a legal

standing eliminating complex balancing tests for specified purposes.
2. The Financial Services and Markets Act 2000 (FSMA)37

The Financial Services and Markets Act 2000 (FSMA) provides the overarching legal framework
for the regulation of financial services in the UK. While it is not specific to Open Banking, it
establishes the Financial Conduct Authority (FCA) as the primary regulator for financial

services,”” including the regulation of Open Banking participants.

The FCA is responsible for regulating firms involved in Open Banking, ensuring they meet the
necessary conduct and prudential standards while the FSMA requires firms that wish to provide

payment services or act as AISP or PISP to be authorised or registered by the FCA.>%
3. The Payment Services Regulation 2017 (PSRs 2017)%8t

The Payment Services Regulations 2017 (PSRs 2017) implement the EU Payment Services
Directive (PSD2) into UK law, which is a core element of the legal framework for Open Banking.
PSD?2 aims to increase competition, innovation, and security in the payments market by allowing

TPPs to access customers' banking data (with consent).

Some key provisions of the regulations include allowing licensed TPPs to access a customer’s

bank account data (through Account Information Services, or AIS) and initiate payments on their

7Data (Use and Access) Act 2025 s. 56

S3Data (Use and Access) Act 2025 s. 80

S76Data (Use and Access) Act 2025 s. 81

37"Data (Use and Access) Act 2025s. 76 (3) 5

78 The Financial Services and Markets Act 2000 (Regulated Activities) Order 2001
379 Section 1A of the Financial Services and Markets Act 2000

380 Section 19 of the Financial Services and Markets Act 2000

81 The Payment Services Regulations 2017 (SI 2017/752)
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behalf (through Payment Initiation Services, or PIS), provided the customer has consented to such

access.>%?

The regulations ensure that customers must explicitly consent to share their data with TPPs>** and
enhance security by requiring banks and TPPs to implement Strong Customer Authentication
(SCA) for accessing sensitive financial data or making payments. This typically involves multi-
factor authentication.’®* The regulations ensure that banks must provide secure access to customer

account data to licensed third-party providers (TPPs) via open APIs.%

4. The Financial Conduct Authority (FCA) Regulations>2

The Financial Conduct Authority (FCA) is responsible for regulating firms that provide Open
Banking services in the UK, such as AISPs, PISPs, and other TPPs. The FCA supervises firms to
ensure they comply with the regulatory standards set forth by the PSRs 2017 and other relevant

laws.

The key points in the regulations are that firms offering payment services or data aggregation
services must be registered with the FCA and hold the necessary licenses. This includes both
banks and third-party providers.’®” The FCA sets conduct standards to ensure that firms in the
Open Banking ecosystem treat customers fairly, adhere to data protection laws, and maintain
transparency in their operations.’®® The FCA supervises and monitors firms to ensure compliance
with regulatory requirements, including anti-money laundering (AML) and data protection

obligations.>®

5. The General Data Protection Regulation 2015 and the Data Protection Act 2018

382 Regulation 105 of the Payment Services Regulations 2017 (SI 2017/752

383 Regulation 67 of the Payment Services Regulations 2017 (SI 2017/752

384 Regulation 100 of the Payment Services Regulations 2017 (SI 2017/752

385 Regulation 100 of the Payment Services Regulations 2017 (SI 2017/752

86 Financial Conduct Authority ~Handbook of rules and guidance 06//12/2024 https://www.mas.gov.sg/-
/media/MAS/Smart-Financial-Centre/ AP/ ABSMASAPIPlaybook.pdf (accessed on 20th March 2025)

387 GEN 4.5 Financial Conduct Authority Handbook of rules and guidance 06//12/2024 https://www.mas.gov.sg/-
/media/MAS/Smart-Financial-Centre/ AP/ ABSMASAPIPlaybook.pdf (accessed on 20th March 2025)

388 RRIN 2 AND COCON 2.1 of the Financial Conduct Authority Handbook of rules and guidance 06//12/2024
https://www.mas.gov.sg/-/media/MAS/Smart-Financial-Centre/API/ABSMASAPIPlaybook.pdf (accessed on 20th
March 2025)

8% SUP 2-15 of the Financial Conduct Authority Handbook of rules and guidance 06//12/2024
https://www.mas.gov.sg/-/media/MAS/Smart-Financial-Centre/API/ABSMASAPIPlaybook.pdf (accessed on 20th
March 2025)
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The General Data Protection Regulation (GDPR), along with the Data Protection Act 2018,
governs how personal data is processed in the UK, including financial data under Open Banking.
These regulations have been substantially amended by the new Data (Use and Access) Act 2025
but retain great importance in protecting customer privacy and ensuring the secure handling of

sensitive data.

Some Key GDPR and Data Protection Provisions are that the GDPR requires that customers
provide informed and explicit consent before their data can be shared with third parties.>° Under
the GDPR, Customers have the right to access their data and request that it be transferred to other
service providers, supporting the open nature of Open Banking.>*! Financial institutions and third-
party providers must implement measures to protect customer data against breaches, theft, and
unauthorised access.’”? This includes using encryption and secure APIs for data transmission
while only the necessary data should be collected and shared, and it should only be retained for

as long as necessary for the purpose for which it was collected.**?

6. The Competition and Markets Authority (CMA) Regulations>*

The Competition and Markets Authority (CMA) plays an important role in fostering competition

within the financial services market, particularly in the context of Open Banking.

Key points in the CMA regulations include an insight into the CMA’s Retail Banking Market
Investigation which led to the CMA’s investigation into the retail banking sector, the requirement
for the UK’s nine largest banks to implement Open Banking was introduced. The CMA’s order
mandated these banks to allow customers to securely share their banking data with third-party

providers.>

The CMA aims to ensure that Open Banking leads to better outcomes for consumers by fostering
competition and encouraging innovation. It supports the creation of new financial products and

services that meet customer needs

7. The Electronic Money Regulations 2011 (EMRs 2011)

390 Article 4(11) and 7 of the General Data Protection Act 2016

31 Article 20 of the General Data Protection Act 2016

392 Article 32 of the General Data Protection Act 2016 and Section 28 of the Data Protection Act 2018

393 Article 5(1) of the General Data Protection Act 2016 and Section 4(1) of the Data Protection Act 2018
3%4The Competition Act 1998 (Competition and Markets Authority's Rules) Order 2014 (SI 2014/458)

395 Part 2 of the Retail Banking Market Investigation Order 2017
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The Electronic Money Regulations 2011 (EMRs 2011) provide the legal framework for firms that
issue electronic money (e-money) and offer electronic payment services. While not exclusively
related to Open Banking, the EMRs are important for the regulation of firms offering payment

services in the Open Banking ecosystem.

The key provisions of EMRs are first, the licensing of E-money institutions, in that firms offering
electronic money services must be authorised by the FCA.>® Second, the regulations require firms

to protect consumer funds and provide safeguards against insolvency.>"’

The legal and regulatory framework for Open Banking in the UK is robust and designed to ensure
that Open Banking operates securely, transparently, and in a way that fosters innovation and
competition. It combines several pieces of legislation and regulations, including the Payment
Services Regulations 2017 (PSRs 2017), GDPR, the Financial Services and Markets Act (FSMA),
and the Open Banking Standard developed by the Open Banking Implementation Entity (OBIE).
This framework provides a comprehensive approach to data sharing, customer consent, security,

and competition, which are all essential for the success of Open Banking in the UK.

4.3.2. Regulatory Framework for Open Banking in the United Kingdom

The UK operates the twin peaks model of financial regulation with the prudential regulatory
authority (PRA) focused on the health and safety of financial institutions while the Financial
Conduct Authority regulates the conduct of the financial institutions and ensures the integrity of
financial markets. In compliance with its role as the market regulator, the Financial Conduct

Authority (FCA) is the primary authority which regulates Open Banking in the UK.

The FCA is required to have proper arrangements in place to allow payment service users and
other concerned parties to lodge complaints regarding any breach of a requirement imposed by or
under Parts 2 to 7 of these Regulations by a payment service provider.’”*Open Banking APIs can
only be accessed by businesses that have been approved by the FCA to make payments or access

financial data on behalf of customers.>*’

3% Regulation 8 of the Electronic Money Regulations 2011

397 Regulations 20-22 of the Electronic Money Regulations 2011
3% The Payment Services Regulations 2017, reg. 117.

3% The Payment Services Regulations 2017, reg. 4.
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The launch of the revised Payment Services Directive (PSD2) in the United Kingdom in 2018
made Open Banking a requirement.®” Primarily impacting payment up until this point, six years
later, the Open Banking mandate was intended to boost competition amongst service providers
and open a raft of opportunities for both consumers and businesses. Through APIs, customers
would be able to consent to the sharing of information with third parties.®*! In theory, it is the
future of money and it certainly has taken hold in places, just not to the extent that many had
hoped for. It is possible that removing sole custody of user data and opening the door to increased

competition might have been a tough sell for many established banks.®*?

Still, there are signs of increased usage and impact. According to a 2023 research®” from
implementation entity, Open Banking Ltd., at least 11% of British consumers are active users of
Open Banking, which is an increase from 7% in December 2021.°% In June 2023, 9.7 million
Open Banking payments were made which is close to 90% increase on the previous year. That

jumped to 10.8 million the following month.5%

The Open Banking Implementation Entity (OBIE) was established by the Competition and
Markets Authority (CMA) in response to the CMA’s Retail Banking Market Investigation
(2016).5% OBIE was tasked with developing the standards and technical specifications for Open
Banking in the UK.

The OBIE’s role is to develop and maintain the Open Banking Standard, which is a set of technical

standards that banks and third-party providers must follow to ensure compatibility, security, and

600 Fintech Finance News, ‘Open Banking in the UK: Where are we after 6 years?” (15 January 2024)
<https://ffnews.com/thought-leader/open-banking-in-the-uk-where-are-we-after-6-years/#.~:text=UK %20leading%
20the%20way&text=According%20t0%20Helen%20Child%200f,0ver%20the%20next%20five%20years.>
accessed 14 June 2024.

1! TABF Editorial Board and Huang HCC, Basic Knowledge on FinTech (2020) 37.

62 Wade M, Tomlinson N and Srinivas V, ‘2024 Banking and Capital Markets Outlook’ (5 October 2023)
https://www?2.deloitte.com/us/en/insights/industry/financial-services/financial-services-industry-outlooks/banking-
industry-outlook.html> accessed 27 July 2024.

03 Open Banking, ‘New Impact Report reveals increased adoption and product innovation’ (16 November 2023)
<https://www.openbanking.org.uk/insights/new-impact-report-reveals-increased-adoption-and-product-innovation/
> accessed 30 June 2024.

6040pen Banking, ‘New Impact Report reveals increased adoption and product innovation’ (16 November 2023)
<https://www.openbanking.org.uk/insights/new-impact-report-reveals-increased-adoption-and-product-innovation/
> accessed 30 June 2024.

%050pen Banking, ‘New Impact Report reveals increased adoption and product innovation’ (16 November 2023)
<https://www.openbanking.org.uk/insights/new-impact-report-reveals-increased-adoption-and-product-innovation/
> accessed 30 June 2024.

606 Retail Banking Market Investigation Order 2017
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interoperability in the Open Banking ecosystem. OBIE has defined the specifications for APIs
that facilitate secure data sharing between banks and third-party providers. These APIs are crucial

for the operation of Open Banking in the UK.

There is no denying that there is an increased appetite for Open Banking as customer behaviour
changes in the UK, but progress has been slow.®® Notwithstanding the above, there has been
progress in this area. According to Helen Child of Open Banking Excellence,*” Open Banking
has created around 4,800 jobs and is expected to generate more than $416bn in new revenues
globally. Their research also said the potential market for UK firms will be worth £1.76bn over

the next five years.

Indeed, Britain has the opportunity to push forward global regulations and pioneer the cause.®'°
One major use case taking place at an institutional level is His Majesty’s Revenue and Customs
(HMRC) launching APIs to help third parties log in to key tax services on behalf of their clients.
More than £14 billion worth of tax payments have already been made using Open Banking
technology.°!!

An example of an Open Banking firm is the JS Group and their partnership with NatWest Open
Banking API, Payit.®'? This award-winning solution has been used in JS Group’s Aspire Cash
platform, which streamlines the awarding of funds for university students and gives the institution
insights into how the cash is used. This was a case study with an important impact on those
struggling with cost-of-living pressures and shows how Open Banking can help people in their

daily endeavours.®!3

697 Schedule 2 of the Retail Banking Market Investigation Order 2017

%08 Fintech Finance News, ‘Open Banking in the UK: Where are we after 6 years?” (15 January 2024)
<https:/ffnews.com/thought-leader/open-banking-in-the-uk-where-are-we-after-6-years/#:~:text=UK%?20leading%
20the%20way&text=According%20t0%20Helen%20Child%200f,0ver%20the%20next%20five%20years.>
accessed 14 June 2024.

60AltFi, ‘Leader or Loser: The future of UK Open Banking hangs in the balance’ (3 December 2023)
<https://www.altfi.com/article/leader-or-loser-the-future-of-uk-open-banking-hangs-in-the-balance> accessed 25
June 2024.

610A1tFi, ‘Leader or Loser: The future of UK Open Banking hangs in the balance’ (3 December 2023)
<https://www.altfi.com/article/leader-or-loser-the-future-of-uk-open-banking-hangs-in-the-balance> accessed 25
June 2024

61 Hall 1, ‘UK public sector Open Banking aspirant supplier tally reaches 20 companies’ (15 January 2024)
<https://www.globalgovernmentfintech.com/uk-government-open-banking-dps-20-companies/> accessed 21 June 2024.
612 Fintech Finance News, ‘FF Awards 2023: The results are in! Congratulations to all the Winners!” (29 November
2023) <https://ffnews.com/newsarticle/ff~awards-2023-the-results-are-in-congratulations-to-all-the-winners/>
accessed 22 July 2024.

613 JS Group, ‘Aspire Cash’ <https://jsgroup.co.uk/funding-students/aspire-cash/> accessed 28 July 2024.
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Another remarkable example is lending disruptor Plend’s award-winning partnership with
GoCardless.®!* Plend customers use GoCardless’ Instant Bank Pay feature to make Variable
Recurring Payments, an exciting use case of Open Banking that is only just starting to materialise.
With this, users can make changes to ongoing payments to suit their circumstances which reduce

manual work on the vendor’s side t00.6!3

It was also announced that GoCardless had extended its relationship with JustGiving to become
the online donation platform’s exclusive Open Banking payment provider.®!® Both instances are
areas where Variable Recurring Payments could play a big role. For example, GoCardless
customers have reportedly seen benefits for them already and their payers through sweeping
VRPs. If some headway is made on commercial VRPs this year, making Open Banking payments

a true challenger to cards will be a dream half-realised.®!”

In a similar vein, some bureaucratic changes need to happen, such as establishing the structure,
governance and funding of the Open Banking governing body itself to help speed up delivery of
items on the Open Banking roadmap, which was supposed to happen in 2023.%'8 Other interesting
use cases that were recognised in the Open Banking Limited report®!® include using Open Banking
data to build a pre-qualified rental profile for prospective tenants to share with landlords, and a

small-medium enterprise (SME) finance platform that offers funding through a revenue share

model.®%°

614 Fintech Finance News, ‘Plend chooses GoCardless for Variable Recurring Payments’ (23 March 2023)
<https://ffnews.com/newsarticle/plend-chooses-gocardless-for-variable-recurring-payments/> accessed 22 July
2024.

615 Stripe, ‘How Open Banking is changing financial services: Common use cases to know’ (14 July 2024)
<https://stripe.com/resources/more/how-open-banking-is-changing-financial-services-common-use-cases-to-know>
accessed 27 July 2024.

616 Fintech Finance News, ‘JustGiving selects GoCardless Instant Bank Pay for Open Banking payments’ (9 January
2024) <https:/ffnews.com/newsarticle/paytech/justgiving-selects-gocardless-instant-bank-pay-for-open-banking-
payments/> accessed 16 January 2024.

617 Menon C ‘Establishing sustainable commercial models for Open Banking: Overcoming the quagmire’ (7 June
2024) <https://thepaymentsassociation.org/article/establishing-sustainable-commercial-models-for-open-banking-
overcoming-the-quagmire/> accessed 17 July 2024.

618Velmie, ‘How to Unleash Fintech’s Potential: Insights from Fintech Consultant & Founder, Jas Shah’ (26
December 2023) <https://www.velmie.com/post/how-to-unleash-fintech-s-potential-insights-from-fintech-
consultant-founder-jas-shah> accessed 22 June 2024.

619 Open Banking, ‘New Impact Report reveals increased adoption and product innovation’ (16 November 2023)
<https://www.openbanking.org.uk/insights/new-impact-report-reveals-increased-adoption-and-product-
innovation/> accessed 15 July 2024.

6200pen Banking, ‘New Impact Report reveals increased adoption and product innovation’ (16 November 2023)
<https://www.openbanking.org.uk/insights/new-impact-report-reveals-increased-adoption-and-product-
innovation/> accessed 15 July 2024.
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Data-driven services could also help companies increase productivity and real-time cash flow
insights. According to Shah, any concern around Open Banking not meeting its potential must be
considered relative to the supersonic growth of other initiates like the Unified Payments Interface
(UP]) in India and Pix in Brazil.®?! Progress has been made here, as evinced by Shah’s
recommendation to shift away from the ‘easy products that use Automatic Identification System
(AIS) to categorise transactions, to more feature reach, customer-centric products like
BuildMyCreditScore from the Currensea team that help customers build credit, or using Open
Banking to help SMEs understand their finance options, as well as pay-by-bank at a number of

online retailers.%?? This all contributes to better consumer understanding and widespread adoption.

Despite the above numbers, some believe that Open Banking in the UK has so far failed to live
up to its potential.®>* The numbers, although rising, are still small. Six years in, following a slow
adoption by the major banks, it is still a relatively small proportion of British consumers that
actively use Open Banking-enabled account-to-account (A2A) payments.®** Card payments still
reign supreme and there is no strong incentive for consumers to use account-to-account payments
instead of card payments.®? It is submitted that with very few people outside the industry even
knowing what Open Banking means, there is unlikely to be any pressure from the consumer to

do anything differently to what they already do.

Another angle is that while there have been some developments since the inception of Open

Banking in the UK over five years ago, the fact that Open Banking is primarily initiated and

©21Velmie, ‘How to Unleash Fintech’s Potential: Insights from Fintech Consultant & Founder, Jas Shah’ (26
December 2023) <https://www.velmie.com/post/how-to-unleash-fintech-s-potential-insights-from-fintech-
consultant-founder-jas-shah> accessed 22 June 2024.

22 Lynn J, ‘Using Open Banking to provide a timely boost for the nation’s credit scores’ (26 October 2023)
<https://thepaymentsassociation.org/article/using-open-banking-to-provide-a-timely-boost-for-the-nations-credit-
scores/> accessed 29 July 2024.

23 Fintech Finance News, ‘Open Banking in the UK: Where are we after 6 years?” (15 January 2024)
<https:/ffnews.com/thought-leader/open-banking-in-the-uk-where-are-we-after-6-years/#:~:text=UK%?20leading%
20the%20way&text=According%20t0%20Helen%20Child%200f,0ver%20the%20next%20five%20years.>
accessed 14 June 2024; The Guardian, ‘Millions more in cash needed to fund UK’s open-banking watchdog’ (18
March 2024) <https://www.theguardian.com/business/2024/mar/17/millions-more-needed-fund-uk-open-banking-
watchdog>OpenAPIs, ‘The (unmet) potential of Open Banking — Towards a system that provides
incentivesforall participants’ (4 July 2023) <https://efaidnbmnnnibpcajpcglclefindmkaj/https://openapi.ulsterbank.c

o.uk/bankofapis/v1.0/dynamic content/content/assets/community-articles/Open_Banking_Report_Final.pdf>
accessed 2 July 2024.

©2Baker J, ‘Open Banking: The impact on cross-border payments’ (23 May 2024)
https://www.fxcintel.com/research/reports/ct-open-banking-cross-border-payments> accessed 27 June 2024.
25Raconteur, ‘Open Banking slow take-off” (29 December 2023) <https://www.raconteur.net/finance/open-banking-
slow-take-off> accessed 22 June 2024.
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supported by regulators and not consumer demand means that these have been minor.%*

Furthermore, the hesitance from players in the industry to give away the advantage of their
valuable data, and receive limited benefits in return limits the growth of Open Banking.®?’ Even
assuming consumers become aware of products that make their life easier, an understandable

concern would be around data protection and security.

It is true PSD2 was introduced with the intention of protecting consumer data, but Open Banking
does not exactly clarify that this is happening.®?® The potential for an established commercial
model for using a bank’s API has not yet been solidified, but in theory, once there is a mandate
to make multiple layers of customer data available, it could go to the highest bidder.®* Even if
there are multiple security protocols in place, it is easy to understand why some users may be
hesitant about getting on board. On this, it is argued that while these payments do not need the
same level of consumer protection as card payments, there does need to be clarity in some areas,

including liability for payments made via Open Banking.

The technology itself has been designed to be safe in a world which has undergone digital
transformation, and to combat the payment security threats that come with that.®** Ordinarily,
certain amounts of inbuilt security, such as biometric authentication, should make Open Banking
payments safer than card but companies also have a role in making Open Banking as safe as

possible to ensure the future success of these solutions. For example, variable recurring payments

26 Fintech Finance News, ‘Open Banking in the UK: Where are we after 6 years?” (15 January 2024)
<https://ffnews.com/thought-leader/open-banking-in-the-uk-where-are-we-after-6-years/#.~:text=UK %20leading%
20the%20way&text=According%20t0%20Helen%20Child%200f,0ver%20the%20next%20five%20years.>

accessed 14 June 2024; Friend S, ‘Open Banking in the UK needs a revolution, says report’ (17 July 2023)
https://www.thebanker.com/Open-banking-in-the-UK -needs-a-revolution-says-report-1689318369> accessed 21 June

2024.

27 Fintech Finance News, ‘Open Banking in the UK: Where are we after 6 years?’ (15 January 2024)

<https://ffnews.com/thought-leader/open-banking-in-the-uk-where-are-we-after-6-years/#:~:text=UK %20leading%
20the%20way&text=According%20t0%20Helen%20Child%200f,0ver%20the%20next%20five%20years.>

accessed 14 June 2024; Friend S, ‘Open Banking in the UK needs a revolution, says report’ (17 July 2023)
https://www.thebanker.com/Open-banking-in-the-UK -needs-a-revolution-says-report-1689318369> accessed 21 June

2024,
628 Friend S, ‘Open Banking in the UK needs a revolution, says report’ (17 July 2023) https://www.thebanker.com/Open-

banking-in-the-UK-needs-a-revolution-says-report-1689318369> accessed 21 June 2024.
62Gulamhuseinwala 1, ‘Navigating the challenges and complexities of Open Banking’ (21 June 2024)

<https://www.ciklum.com/resources/blog/challenges-complexities-open-banking™> accessed 21 June 2024.
60Gulamhuseinwala 1, ‘Navigating the challenges and complexities of Open Banking’ (21 June 2024)

<https://www.ciklum.com/resources/blog/challenges-complexities-open-banking> accessed 21 June 2024.
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(VRPs) can only flourish if the relevant consumer protection framework is watertight.®*! The
other major issue that could be slowing progress is linked to the cost of implementing APIs in the
first place.%*> To work effectively, the messaging architecture for payment needs to be solid. For
this to be the case, it is submitted that third-party payment providers may need to start paying for

acCcCess.

The potential for data transfer to have a fee attached is a good thing, as data is a highly valuable
asset and requires the necessary safeguards to be protected, which costs money. However, %** there
is a danger that certain providers could use the charging model as an unjustified toll for third
parties to secure their own position.®** Recently, there was a failure of a major experiment in
Open Banking with the beginning of a split between Goldman Sachs and Apple,®* after the
relationship proved costly for the bank. One of the big questions following that is whether such a

relationship with non-financial brands like Apple is even viable for banks.®

At this point, it is pertinent to ask whether 2025 is the year Open Banking will take off. It is
opined that although some progress is expected to be made, the steps will be too small to create a
real wave of change. This is because there is still a siloed approach globally. Since Brexit, the
UK has had limited access across this market, and cannot afford to reduce its position on the
global stage. To avoid this, the UK government would do well to collaborate with industry players

to ensure that it does not cut itself off.

On the potential use cases still to be explored this year, it is suggested that what should be looked
out for, firstly, is in-person pay-by-bank. Indeed, cards will continue to dominate in-person

transactions where the goal is fast and convenient payment however there are many other areas

61Banked, ‘VRPs — Are they really a game changer?’ (10 October 2023) <https://banked.com/articles/vrps-are-they-
really-a-game-changer> accessed 22 Jun3 2024.

62 Charikova A ‘The challenges and opportunities of API governance in 2024 (12 April 2024)
<https://escape.tech/blog/the-challenges-and-opportunities-of-api-governance/> accessed 21 June 2024.

633 Fintech Finance News, ‘EXCLUSIVE: ‘Open Season’ — Tim Goodfellow in ‘The Fintech Magazine’’ (6 October
2023) <https://ffnews.com/thought-leader/the-fintech-magazine/the-fintech-magazine-issue-29/exclusive-open-
season-tim-goodfellow-in-the-fintech-magazine/> accessed 27 June 2024.

934Fintech Finance News, ‘What’s next for Apple Card after Goldman Sachs partnership on the ropes?’ (15 December
2023) <https://ffnews.com/thought-leader/whats-next-for-apple-card-after-goldman-sachs-partnership-on-the-
ropes/> accessed 11 June 2024;

635 Fintech Finance News, ‘What’s next for Apple Card after Goldman Sachs partnership on the ropes?’ (15 December
2023) <https://ffnews.com/thought-leader/whats-next-for-apple-card-after-goldman-sachs-partnership-on-the-
ropes/> accessed 11 June 2024.

036Gulamhuseinwala 1 ‘Navigating the challenges and complexities of Open Banking’ (21 June 2024)

<https://www.ciklum.com/resources/blog/challenges-complexities-open-banking> accessed 21 June 2024.
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where spending is more experiential.®*” An example is a restaurant where a payment can be
parcelled up with a tip, a review and maybe a sign-up to the restaurant’s newsletter or in retail
where the in-person payment experience can include bespoke offers and loyalty programs, all of

which a branded end-to-end payment experience and use a pay-by-bank flow.%*

Secondly, on Procure-to-pay (P2P) payments, different geographies give rise to different Fintech
innovations. But surprisingly, the UK has not seen anything like Venmo in the United States of
America (USA), despite the need. It is true the UK’s bank-to-bank payment flow is popular with
consumers®® but it is not convenient for things like splitting restaurant bills, contributing to

shared gifts, sorting out holding payments, etc., hence the rise of apps like Splitwise.**

The year 2024 saw more Open Banking and Faster Payments-based products trying to build a
P2P niche.®*! One thing is for sure, there is plenty of interest in the subject, and a lot of people
invested in moving in forward. It is opined that instead of searching out new uses for Open
Banking, there is still a way to optimise for existing use cases. At a fundamental level, Open
Banking would benefit from greater conversion rates, more consumer awareness, and a more

consistent user experience across banks. %+

4.3.3. Analysis of the Challenges and Solutions of Open Banking in the United Kingdom.

Open Banking in the UK has the potential to drive significant innovation and competition in the
financial services industry, benefiting both consumers and businesses. However, several
challenges accompany the implementation and scaling of Open Banking. Below, thekey

challenges of Open Banking in the UK and potential solutions to help overcome them are outlined.

®Gulamhuseinwala 1, ‘Navigating the challenges and complexities of Open Banking’ (21 June 2024)
<https://www.ciklum.com/resources/blog/challenges-complexities-open-banking™> accessed 21 June 2024.

08 Gov.UK, ‘CMA Iletter to Santander about breaching Part 2 of the Retail Banking Order’ (22 August 2024)
<https://www.gov.uk/government/publications/cma-letter-to-santander-about-breaching-part-2-of-the-retail-
banking-order> accessed 21 June 2024.

63 UK Finance, "UK Market Payments Summary 2023’ <https://efaidnbmnnnibpcajpcglclefindmkaj/https://www.u
kfinance.org.uk/system/files/2023-09/UK %20Finance%20Payment%20Markets%20Report%202023%20Summary
.pdf> accessed 28 July 2024.

40FasterCapital, ‘The Rise of Split Payment Apps’ hitps:/fastercapital.com/topics/the-rise-of-split-payment-
apps.html#:~:text=Gone%20are%20the%20days%20when.few%20taps%200n%20their%20smartphones.>
accessed 26 July 2024.

%41 Gulamhuseinwala I, "Navigating the challenges and complexities of Open

Banking’ (21 June 2024) <https:/www.ciklum.com/resources/blog/challenges-complexities-open-banking>
accessed 21 June 2024.

%2 Duncan E, ‘Feature: Can the UK build on six years of Open Banking?’ (15 January 2024)
<https://www.openbankingexpo.com/features/feature-can-the-uk-build-on-six-years-of-open-banking/> accessed 28
June 2024.
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1. Data Privacy and Security Concerns

Open Banking requires the sharing of sensitive financial data between banks and TPPs. This raises
concerns about data privacy and security, particularly regarding unauthorised access, data
breaches, and the misuse of personal financial information. With increasing cyberattacks and data
breaches globally, the risks are heightened. Modern-day fraud looks different, partly due to
technological change and the use of financialised entities in a changed regulatory environment
which has removed many frictions that used to exist in business. Sometimes the victim is the
direct author of its loss, as with authorised push payment fraud. Often, this occurs because some
form of deception has been practiced on the victim and so the issue is with gatekeeper liability,

often for an omission.’*

There is now the rediscovery of a common law duty based on failure to prevent fraud on the part
of banks in the UK.®** This may partly be due to courts’ increasing willingness to accept
regulatory standards in deciding on facilitator liability, even if that may not have been the case in

the past concerning the more direct liability of financial institutions.

Negligence may have to be understood in context, however, if liability is linked to external
regulatory codes but facilitators are not just entities themselves; often senior individuals (as
opposed to those whose wrongs are attributable to the firm) in those entities can and must be
incentivised to set up systems to prevent external wrongdoing or regulatory breaches.®* While
they are usually insulated from liability to third parties, their duties to their company or entity

must also be understood in context so that a proper chain of responsibility can be created.®*

There are important recent decisions on the subject of transactions (such as large dividend

payments) to defraud creditors where it has not followed that directors are liable simply because

“BTjio  H, ‘Preventing  Fraud on  Bank  Customers and  Creditors’ (May  2023)
<https://efaidnbmnnnibpcajpeglclefindmkaj/https://law.nus.edu.sg/ewbclb/wp-content/uploads/sites/6/2023/05/EW
BCLB-WPS-2304.pdf> accessed 28 June 2024.
644 Mclnnes N, ‘Failureto prevent fraud under the UK’s Economic Crime and Corporate Transparency Act’

(20 March 2024) <https://www.pinsentmasons.com/out-law/guides/corporate-crime-risk-economic-crime-and-
corporate-transparency-act> accessed 28 June 2024.
%5 World Bank Group, Financial Consumer Protection and Fintech: An Overview of New Manifestations of
Consumer Risks and Emerging Regulatory Approaches (International Bank for Reconstruction and Development /
The World Bank, 2022) 38.
%46 Emery R, ‘Towards Fairer Banking: What is ‘Gross Negligence’? Version 3.0° (23 April 2018)

<https://efaidnbmnnnibpcajpcglclefindmkaj/https://committees.parliament.uk/writtenevidence/96957/pdf/>
accessed 2 July 2024.
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the company has breached an external rule. It is suggested that both fraudulent conveyance laws
and directors’ duties had and have to respond to the changed regulatory space. Many of the
permitted powers in today’s financial context were once prohibited, with regulatory competition
removing or diluting capital maintenance rules. An example is the prohibition against a company
giving financial assistance for acquiring its shares. Such a rule once provided a checkpoint to
prevent egregious management behaviour which in turn founded cases on knowing assistance and

receipt by third parties but often no longer exist.

Regulatory changes provided new powers to decision makers but may have imposed duties on
facilitators and it is necessary to find the right framework to ensure that they are exercised
properly and judged accordingly.®*’ Conversely, what may have been seen once as financial fraud
is no longer so. This is because many corporate law rules have been liberalised before the altar of
shareholder primacy since the 1980s, and this has impacted not just the corporation and its
directors but also private law, especially in its effects on shareholders and third parties dealing
with corporations.®*® But the factual matrices are not that different in that the parties are the same:

there is a victim, primary wrongdoer, and facilitator.®*

What has changed, however, is the roles that the parties play in the fraud: whilst in the past, the
victim and primary wrongdoer were often connected and there would have been a relational
breach that a facilitator assisted in, today, it is more likely that the victim and facilitator are linked,

and it is thus expected for the latter to do more to protect the former.®>

The case that evidences these temporal changes most clearly is Selangor United Rubber Estates
Ltd v. Cradock (No 3)%! (‘Selangor’). Here, the District Bank was found to have knowingly
assisted a breach of trust by the directors of the plaintiff company, who had used the company’s
funds to provide financial assistance to Craddock to purchase 79% of the plaintiff company’s

shares in a takeover. In a roundabout way, company money was paid by cheques drawn on the

®TFinancial ~ Reporting  Council, ‘Corporate  Governance Code  Guidance’ (3  July  2024)
<https://www.frc.org.uk/library/standards-codes-policy/corporate-governance/corporate-governance-code-
guidance/> accessed 21 August 2024.

648 Rhee RJ, ‘The Neoliberal Corporate Purpose of Dodge v. Ford and Shareholder Primacy: A Historical Context
1919-2019’ (2023) 28 Stanford Journal of Law, Business, and Finance 202.

%9 Toms S, Systems of Deceit: Financial Fraud and Scandal in the United Kingdom, 1700-2010 (World Scientific
Pub. Co. (2024) 36.

90 Doig A and Levi M (eds.), Frauds and Financial Crimes: Trends, Strategic Responses, and Implementation Issues
in England and Wales (2021) ii.

851Selangor United Rubber Estates Ltd v. Cradock (No 3) [1968] 1 WLR 1555 (Ch).
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bank to WT Ltd who borrowed the money at 8% and then lent the money to Craddock at a 1%

premium.

Craddock having disappeared with the loan outstanding, successful claims were brought against
the directors of the plaintiff company for breach of fiduciary duty, as well as against WT Ltd and
the bank for dishonest assistance of those breaches, with the latter also said to be negligent in
handling the plaintiff company’s accounts by paying the money to WT Ltd without inquiry. The

concerns with fraudulent takeovers of cash-rich companies in the ‘60s and ‘70s%3

gave way to
LBOs and MBOs in the 1980s with the belief that the market for corporate control would improve

corporate governance.%>?

There was growing faith in shareholder primacy which led to regulatory changes to permit
takeovers where the bidder did not have its resources. While the requirements of dishonest
assistance have evolved,®* more important for present purposes is the fact that the foundational
prohibition against a company giving financial assistance to a share purchaser — the contravention
of which was what District Bank was held to have assisted in the Selangor case — no longer applies

to private limited companies in the UK.

This is the case in many countries now, with some relaxation intruding even into the sphere of
public companies that in Singapore for example, are now merely subject to a material prejudice
test that is also of general application in Australia.®® As such, if the facts of Selangor were
repeated today, there would be no breach of trust, fiduciary or any other duty for the bank to assist
in on the part of directors. But private law always finds a way, and the other aspect of the bank’s
liability in Selangor, based on a duty of care on the part of the bank to its corporate customer in
relation to the latter’s bank account, has found a new lease of life. It was largely overlooked until
recently, as the focus was on restitutionary and third party claims in equity.®>® Steyn J (as he then
was) in Barclays Bank Plc. v. Quincecare Ltd®’ (‘Quincecare’) reformulated the relevant

principle as follows:

952 Hudson A, The Law and Regulation of Finance (2013) 30-35.

653 Davies PL, Introduction to Company Law (2020) 107.

654 In particular, the mental element, which has shifted over time from a form of notice to knowledge, then dishonesty,
and now possibly back to knowledge again: Group Seven Ltd. v. Nasir [2019] 3 WLR 1011; Davies PS, ‘The Mental
Element of Accessory Liability in Equity’ (2022) 138 Law Quarterly Review 32.

655 Companies Act 1967 (Singapore), s 76(9)(BA); Corporations Act 2001 (Cth), s 260A.

%6Hewetson C and Mitchell G, Banking Litigation ( 2017) 4.

87Barclays Bank Plc v. Quincecare Ltd [1992] 4 All ER 363 (Comm), 376-377.
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“In my judgment the sensible compromise, which strikes a fair balance between competing
considerations, is simply to say that a banker must refrain from executing an order if and for as
long as the banker is ‘put on inquiry’ in the sense that he has reasonable grounds (although not
necessarily proof) for believing that the order is an attempt to misappropriate the funds of the
company ... And, the external standard of the likely perception of an ordinary prudent banker is
the governing one.”’

Even so, the now termed ‘Quincecare duty of care’®®

2017 when Rose J (as she then was) applied it in Singularis Holdings Ltd (In Official Liquidation)

remained dormant for almost 30 years until

v. Daiwa Capital Markets Europe Ltd**® (‘Singularis’). It was then quickly applied in Federal
Republic of Nigeria v. JP Morgan Chase Bank, NA®® (‘Nigeria’) (where the bank was refused
reverse summary judgment) and then Roberts v. Royal Bank of Scotland Plc.%®' (where the action
was time-barred and the bank consequently awarded reverse summary judgment, although the
court thought it was not difficult for bank customers to plead a prima facie case in this context).
However, these were still orthodox cases involving the bank being in substance an accessory to a

breach of duty owed by the wrongdoer to the victim.

In Philipp v. Barclays Bank®? (‘Philipp’),®> Mrs. Fiona Philipp and her husband, Dr. Robin
Philipp, fell victim to a fraud. They were deceived by criminals into instructing Barclays Bank
(‘the Bank’) to transfer £700,000 in two payments from Mrs. Philipp’s current account with the
bank to bank accounts in the United Arab Emirates (‘UAE’). The payments were made and the
money was lost. In these proceedings, Mrs. Philipp claimed that the Bank is responsible for this

loss. She contends that the Bank owed her a duty under its contract with her or at common law

658 Coined from the case of Barclays Bank Plc v. Quincecare Ltd. [1992] 4 All ER 363 (Comm), 376-377, where it
was held that it is a duty on a bank to refuse to comply with a payment instruction in circumstances where the
bank is on notice that the instruction may be part of a fraud. This duty lasts unless and until the bank’s
inquiries satisfy it that the instruction is validly authorized.’

89Singularis Holdings Ltd (In Official Liquidation) v. Daiwa Capital Markets Europe Ltd. [2017] EWHC 257 (Ch),
[2017] Bus. LR 1386 whose decision was upheld on first appeal in Singularis Holdings Ltd (in Liquidation) v. Daiwa
Capital Markets Europe Ltd. [2018] EWCA Civ 84, [2018] 1 WLR 2777, and then on final appeal in Singularis
Holdings Ltd (in Liquidation) v. Daiwa Capital Markets Europe Ltd. [2019] UKSC 50, [2020] AC 1189.

80Federal Republic of Nigeria v. JP Morgan Chase Bank, NA [2019] EWHC 347 (Comm), affirmed in JPMorgan
Chase Bank, NA v. Federal Republic of Nigeria [2019] EWCA Civ 1641.

661 [2020] EWHC 3141 (Comm).

662 [2022] EWCA Civ 318, [2022] QB 578; noted S Booysen ‘Authorised Payment Scams and The Bank’s Duty of
Care’ [2022] LMCLQ 349; P Watts ‘Playing the Quincecare Card’ (2022) 138 LQR 530; RY Chua, ‘The Quincecare
Duty: An Unnecessary Gloss?’ [2023] JBL 161.

663[2023] UKSC 25.
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not to carry out her payment instructions if - as was allegedly the case here - the Bank had

reasonable grounds for believing that she was being defrauded.

The Bank applied to have the claim summarily dismissed on the ground that as a matter of law it
did not owe Mrs. Philipp the alleged duty. Judge Russen QC, sitting as a judge of the High Court,
agreed with this submission and granted summary judgment in favour of the Bank. But an appeal
by Mrs. Philipp to the Court of Appeal was allowed. Birss LJ, in a judgment with which Sir Julian
Flaux C and Coulson LJ agreed, accepted the claimant’s argument that, in principle, a bank owes
a contractual duty to its customer of the kind alleged: whether such a duty arose on the facts in
this case is a question which can only be decided at a trial. Upon further appeal, the Supreme
Court overturned the decision of the Court of Appeal, rejecting Mrs. Philipp’s argument that a
bank owes an implied duty to a customer not to follow an instruction given by the customer if it

has reasonable grounds to believe that it is an attempt to misappropriate the customer’s funds.

This case therefore established the principle that the duty could be extended to cases where the
wrongdoer is independent of or unknown to the victim but has set up a scheme that has led to the
victim’s will being slightly overborne. This is important as the Court of Appeal in the Philipp
case noted that authorised push payment fraud had been identified as the second most prevalent

financial fraud after credit card fraud.®*

The data and privacy concerns highlighted above can be remedied by the following suggestions:

1. The introduction of Strong Customer Authentication (SCA)®® as part of the Payment Services
Directive (PSD2) ensures that third-party providers and banks implement higher levels of
security, such as two-factor authentication. Regular audits and compliance checks should be
mandatory to ensure that security protocols are up to date.

2. Banks and third-party providers must adopt strong encryption methods and secure APIs to
ensure that data remains protected during transmission. The Open Banking Standard,
developed by the Open Banking Implementation Entity (OBIE), provides guidelines for

secure data exchange.

66412023] UKSC 25, 27.
665Directive (EU) 2015/2366 (PSD2) art 97
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3. Clear Consent Mechanisms: Ensuring clear and transparent consent protocols will help
customers understand how their data will be used and give them control over its sharing. The

GDPR provides a solid legal basis for ensuring informed consent.
2. Lack of Consumer Trust and adoption

While Open Banking offers many benefits, consumers may be reluctant to share their banking
data with third-party providers due to a lack of trust. They may have concerns about data misuse,

lack of control over their data, and the reliability of third-party providers.
This challenge can be tackled by several factors including:

It is suggested that financial institutions and regulators need to educate consumers about the
benefits, security, and control provided by Open Banking. Campaigns that explain how consumer

data will be used and how security measures will protect them can build trust.

Regulations ensuring transparency in how customer data is used and allowing customers to easily
manage consent can improve trust. Clear privacy policies and easy-to-understand terms and

conditions can help demystify the process.

There should be a conscious strengthening of consumer protection laws to provide assurance to
consumers. The Financial Conduct Authority (FCA) can ensure that third-party providers and

banks comply with these laws, and customers can seek redress if things go wrong.
3 Interoperability and Standardisation issues

Despite the Open Banking Standard developed by OBIE, ensuring seamless interoperability
between different banks, third-party providers, and service platforms remains a challenge. The
absence of universal standards for APIs, data sharing, and integration can lead to compatibility

issues and inefficiencies. To remedy this challenge, the following are might be useful:

It is advised that regulators like the FCA and OBIE should ensure that banks and third-party
providers adhere to standardised API protocols and data-sharing frameworks. This will ensure

consistency in how data is shared and accessed across platforms

There should be ongoing development and refinement of the Open Banking standard will help

address emerging technical challenges. APIs must remain flexible and robust, capable of

66Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 art 7
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integrating with various systems. It is suggested that banks, Fintech firms, and regulators should
collaborate to identify and resolve interoperability issues. Regular workshops, consultations, and

industry collaboration can improve system compatibility.
4. Limited Consumer and small business Awareness

Although Open Banking has been gaining traction, a large portion of consumers and small
businesses in the UK are still unaware of its existence and benefits.®®” This lack of awareness
hinders the widespread adoption of Open Banking services. To ameliorate the impact of this

challenge, the following factors stated below should be considered:

Government bodies, banks, and Fintech companies can launch targeted marketing campaigns to
raise awareness of Open Banking and its advantages, especially to underserved groups, such as
small businesses and individuals in rural areas. It could be helpful if financial products and
services powered by Open Banking should be marketed in ways that show their practical benefits.
For example, applications that aggregate personal finance data or help businesses manage

payments can make the advantages of Open Banking more tangible to consumers and businesses.

It is suggested that banks and Fintech companies should streamline the process of signing up for
and using Open Banking services, making it easier for people and businesses to get started.
Simplifying registration, providing tutorials, and offering support will help overcome adoption

barriers.
5. Regulatory complexities and Compliance challenges

The regulatory landscape for Open Banking is complex, with multiple laws and regulations,
including PSD2, GDPR, and the Financial Services and Markets Act. For financial institutions
and third-party providers, navigating these regulatory requirements can be cumbersome and
expensive. The implementation of PSD2 has already proven to be challenging for all the players
involved. The Regulatory and Technical Standards (RTS) generated several difficulties,

especially for the small entities that are part of the sector.

%7Finextra ~ Majority of UK  adults ‘unaware’ of Open Banking 02  October 2024
https://www.finextra.com/newsarticle/44819/majority-of-uk-adults-unaware-of-open-banking (accessed on 20th

March 2025)
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This was due to the complexity of the requirements deployment, such as APIs, identity, and
security.®®® PSD2 aims to encourage innovation for PISPs and AISPs and, at the same time,
introduces additional payment security measures on ASPSPs risk to significantly impact their

Payment User Interfaces.®®

The large number of measures introduced in a relatively short time is creating several issues and
it is likely to impede TPPs’ businesses creating unnecessary risks for the incumbent banks’ data
security. The implementation of secure APIs within the timeline established by EBA (14th
September 2019) was considered extremely short for the majority of TPPs to test APIs within the
new production environment of ASPSPs.®” Moreover, most of the incumbent banks did not
consider the first delay (from 14" June to 14" September) as the time needed for the three-month

testing.®’!
To tackle this issue, it might be helpful to adopt the following strategies:

1. The FCA should issue clearer guidelines and offer detailed instructions on compliance with
Open Banking and data privacy laws. Providing a consistent, transparent regulatory
framework will help ease the burden of compliance.

672 that allow Fintech startups and banks to test new

2. The UK introduced regulatory sandboxes
Open Banking products in a controlled environment are a good development. These
sandboxes should be further promoted to reduce regulatory friction and foster innovation.

3. Given the rapidly evolving nature of Open Banking, regulators need to continuously adapt the
legal framework to keep pace with technological advances. This will ensure that new market

entrants and innovations are not stifled by outdated regulations.

6. Financial Exclusion and Accessibility

%3Dingkol D, Ozcan P & Zachariadis M, ‘Regulatory standards and consequences for industry architecture: The case
of UK Open Banking’ (2023) 52 Research Policy 76.

%9European Commission, ‘Payment Services Directive (PSD2): Regulatory Technical Standards (RTS) enabling
consumers to benefit from safer and more innovative electronic payments’ (27 November 2017) available at
https://ec.europa.cu/commission/presscorner/detail/el/memo_17_4961(accessed on 3 November 2024).
¢Johansson E  ‘PSD2  Implementation:  Challenges for ~ ASPSPs’  (2019)  available at
https://www.europeanpaymentscouncil.eu/news-insights/insight/psd2-implementation-challenges-aspsps (accessed
29 November 2019).

"'Diener F &Spacek M, ‘Digital Transformation in Banking: A Managerial Perspective on Barriers to Change’
[2021] (13) (4) Sustainability 2032.

672 Financial Conduct Authority Regulatory Sandbox 09/05/2024

https://www.fca.org.uk/firms/innovation/regulatory-sandbox (accessed on 20th March 2025)
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Despite the potential for Open Banking to promote financial inclusion, many underserved or

unbanked individuals may not have access to the infrastructure or digital literacy required to

participate in the Open Banking ecosystem.

The following possible solutions might be helpful to remedy this challenge:

1.

Promoting digital and financial literacy can help individuals understand Open Banking and
how it can benefit them. Targeted campaigns should aim to educate customers on the digital
tools they need to manage their finances effectively.

To curb the digital divide, the government and private sector should invest in improving
internet access and mobile connectivity, especially in underserved areas. This would allow
more people to benefit from Open Banking services.

Financial institutions should design Open Banking products that cater to low-income and
unbanked individuals. For example, low-cost or no-fee banking options, mobile-first
applications, and services that do not require a traditional bank account can help improve

financial inclusion.

7. Resistance from Traditional Banks

Some traditional banks may be resistant to the changes brought about by Open Banking, as it

creates competition from third-party providers and Fintech startups. Banks may be hesitant to

open up their systems and share customer data with external entities.

The following possible solutions are advanced to rectify this challenge

1.

Traditional banks should embrace Open Banking as an opportunity to innovate and
collaborate with Fintech startups to offer better customer experiences. Partnering with third-
party providers can enable banks to expand their product offerings and access new revenue
streams.

The FCA and OBIE can help overcome resistance by ensuring that banks comply with Open
Banking standards and regulations. Regulatory pressure, combined with incentives for banks
to adopt Open Banking, can push them toward more open, competitive approaches.

It is suggested that incentives should be provided for banks to innovate and work with Fintech
firms can ease the transition. This can include offering tax breaks, grants, or facilitating

partnerships with emerging Fintechs.
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Most of the incumbent banks were still away from the use of high-performing APIs using PSU
interfaces instead. Hence, the TPP business performance also depends on the ASPSPs’
technology, as the interaction between these players aims to even out the providers' and
customers’ access to banking information. ASPSPs in general are facing large engineering

complexities and legacy technology issues.

According to the RTS timetable, their APIs’ implementation lacked functionalities and could not
guarantee an adequate level of security and performance. On the other hand, TPPs need to be
protected by regulators and policymakers from obstacles or deterioration of their customer base
and trust due to the inefficiencies of the system that can strongly impact user experience, which

translates into a loss of sales and revenues for the whole sector.®”?

4.4. Case Study: Australia

In July 2020, Australia launched its first phase of Open Banking with the introduction of the
Consumer Data Right (CDR). Like the UK’s OBIE, under the CDR system, Australian citizens
can give consent to regulated third parties to access their financial data from their service bank

and other financial service providers, who hold their financial information.®*

The Consumer Data Rules came to be as a culmination of several directed efforts and steps to
revolutionise the financial and data sharing landscape of Australia. In a bid to improve the
efficiency of the financial sector and promote innovation, the Australian Treasurer in 2016 asked
the Parliament’s House of Representative Standing Committee on Economics to inquire into the

performance and conduct of the biggest banks.®”

%3Djener F &Spacek M, ‘Digital Transformation in Banking: A Managerial Perspective on Barriers to Change’ (13)
(4) [2021] Sustainability 2032.

74Penser, ‘Open Banking in Countries Other Than The UK’ <https://www.penser.co.uk/digital-banking/open-
banking-in-countries-other-than-the-uk/#:~:text=Types%200f%200pen%20Banking,like%20the%20UK %20and%
20EU> accessed 29 November 2024.

675 Parliament  Australia, = Review  Major  Banks:  First  Report’, = (November  2016)
<https://www.aph.gov.au/Parliamentary/Business/Committees/House/Economics/Four Major_Banks Review/Rep
ort> accessed 22 November 2024.
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The resulting document, known as the ‘Coleman Report’, advocated increasing competition in
banking and it saw customer ‘data sharing’ with other financial institutions as one way of
achieving this.®’¢ In parallel, the Australian Treasury asked Professor lan Harper to undertake a
review on competition.®’’ The Harper Committee issued its report in March 2015 and
recommended, among other things, that consumers should have access to data that facilitates

informed choice.®”®

The Australian government followed up on these recommendations with an Issues Paper on Open
Banking in August 2017.°” However, the focus remained on permitting bank customers to
transfer their bank data to facilitate greater competition.®®® The view, in government, was that
competition would help to ensure that consumers achieved a ‘fair deal’ from the banks.®®! The
issues went wider than just banking and extended to allowing consumers access to all the data

across a range of industries including financial services more generally.

It was hoped that with sufficient information consumers would use this knowledge to press for
increased competition with a consequent effect on prices and services.®®> The same perspective
can be seen in the Australian Treasury ‘Review into Open Banking’ (December 2017).%%° The

review is focused on data access and sharing. Although the review briefly considers developments

676 Parliament  Australia, = Review  Major = Banks:  First  Report’,  (November  2016)

<https://www.aph.gov.au/Parliamentary/Business/Committees/House/Economics/Four Major_Banks Review/Rep
ort> accessed 22 November 2024.

677 Australian Treasury, ‘Competition Policy Review Final Report Website (The Harper Review)’ (2015)
<https://treasury.gov.au/publication/p2015-cpr-final report> accessed 25 November 2024.

78 Australian Treasury, ‘Competition Policy Review Final Report Website (The Harper Review)’ (2015)
<https://treasury.gov.au/publication/p2015-cpr-final report> accessed 25 November 2024.

679 Australian Government, ‘Review into Open Banking in Australia: Issues Paper’ (August 2017)
<https://treasury.gov.au/sites/default/files/2039-03/Review-inte Open-Banking-IP.pdf> accessed 22 November
2024.

80 Australian Government, ‘Review into Open Banking in Australia: Issues Paper’ (August 2017)
<https://treasury.gov.au/sites/default/files/2039-03/Review-inte Open-Banking-IP.pdf> accessed 22 November
2024.

681 Parliament Australia, Review Major Banks: First Report’, (November 2016)
<https://www.aph.gov.au/Parliamentary/Business/Committees/House/Economics/Four Major_Banks Review/Rep
ort> accessed 22 November 2024.

82 Australian Government, Department of the Prime Minister and Cabinet, ‘ Australian Data Strategy: The Australian
Government’s  whole-of-economy vision for data’ <https://www.finance.gov.au/sites/default/files/2022-
10/australian-data-strategy.pdf> accessed 6 December 2024.

983 Australian Treasury, ‘Review into Open Banking Giving Customers Choice, Convenience and Confidence’

(December 2017) <https://treasury.gov.au/sites/default/files/2019-03/Review-into-Open-Banking Forweb-1.pdf>
accessed 26 November 2024.
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in the UK and EU on opening payment services, this is quickly dismissed as a subject for a future

review. %%

4.4.1. Legal framework for Open Banking in Australia

As a consequence of these reports in 2019, the government introduced a legislation which is the
Treasury Laws Amendment (Consumer Data Right (CDR) Bill 2019. This would apply namely
to the banking, energy, and telecommunications sectors. The proposed legislation was reviewed
by the House of Representatives Standing Committee on Economics.%®® It was broadly supported
but it expressed concerns about the issues of data privacy and broader consumer understanding

of Open Data.%%

In due course, the legislation was enacted and new rules were developed for consumer data access
and sharing.®®” This element of Open Banking in Australia has been subsumed within the general
area of consumer data protection.®®® It fell under the auspices of the Australian Competition and

Consumer Commission (ACCC).

However, there was a change in direction in early 2020. The Treasurer set up an inquiry into
‘Future Directions for the CDR’ including considering Open Banking and payment initiation. The
inquiry, chaired by Scott Farrell, an Australian lawyer specializing in FinTech, issued its report
in October 2020.%% To some extent, the COVID-19 pandemic accelerated this move as many

consumers switched to operating online as the country entered a series of ‘lock-downs’.®°

84 Australian Treasury, ‘Review into Open Banking Giving Customers Choice, Convenience and Confidence’
(December 2017) <https://treasury.gov.au/sites/default/files/2019-03/Review-into-Open-Banking Forweb-1.pdf>
accessed 26 November 2024.

685 Australian Parliament, ‘Report by the House of Representatives Standing Committee on Economics, Treasury
Laws Amendment (Consumer Data Right) Bill 2019’ (21 March 2019)
<https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Economics/TLABConsumerDataRight/Rep
ort> accessed 25 November 2024.

86 Australian Parliament, ‘Report by the House of Representatives Standing Committee on Economics, Treasury
Laws Amendment (Consumer Data Right) Bill 2019’ (21 March 2019)
<https://www.aph.gov.au/Parliamentary Business/Committees/Senate/Economics/TLABConsumerDataRight/Rep
ort> accessed 25 November 2024.

87 Competition and Consumer (Consumer Data Right) Rules 2020.

8Australian ~ Competition and  Consumer  Commission,  ‘Consumer Data  Rights  (CDR)
<https://www.accc.gov.au/focus-areas/consumer-data-right-cdr-o> accessed 25 November 2024.
689 Australian Treasury, ‘Future Directions for the Consumer Data Right’

<https://treasury.gov.au/sites/default/files/2021-02/cdrinquiry-final.pdf> accessed 25 November 2024.
690K akhkharov J & Bianchi RJ, ‘COVID-19 and policy responses: Early evidence in banks and FinTech stocks’
(2022) Pacific-Basin Finance Journal T4.
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The Farrell Inquiry reported in October of that year and recommended allowing direct account
payment initiation authorised by consumers along the lines operating in the UK at the time.®! At
the end of February 2021, the Treasury took over as lead agency for CDRs from the ACCC and
Senator Jane Hume, Minister for Superannuation, Financial Services and the Digital Economy
within the Treasury became responsible for making CDR rules.®? Immediately following on from
his October 2020 report, Scott Farrell was asked to undertake a review of payment systems in

Australia.

This followed Scott Morrison, the then-Australian Prime Minister and the Treasurer, and Josh
Frydenberg, announcing at the end of September 2020, a Digital Business Plan that was designed,
in part, to help with the country’s recovery from the pandemic.®® A key element of this ‘included
reviewing the regulatory architecture of the Australian payments system’.%** The second Farrell
report was issued in June 2021 and had several recommendations regarding Open Banking and
payment services. Much of the report covered government and regulatory responsibilities and
structures. These aspects included Introducing a tiered payment licensing framework and related
regulations (Recommendations 8, 9, 10, 11 and 12), establishing that this new scheme will operate
under the Australian financial services licensing regime, giving the Treasury enhanced ministerial

powers in the area of payment services regulation. %>

As part of these changes, Australia merged its three payment systems: BPAY, Eftpos and New
Payments Platform Australia (NPPA). The merger was prompted by the Central bank, the Reserve
Bank of Australia (RBA), to increase efficiency, reducing costs and creating a national payments

champion able to compete with overseas competition.®*® These were authorised by the ACCC

1 Australian Treasury, *Future Directions for the Consumer Data Right> <https:/treasury.gov.au/sites/default/files
/2021-02/cdrinquiry-final.pdf> accessed 25 November 2024.

02Australian ~ Competition ~ and  Consumer  Commission,  ‘Consumer Data  Rights  (CDR)’
<https://www.accc.gov.au/focus-areas/consumer-data-right-cdr-o> accessed 25 November 2024.

993 Australian Treasury, ‘Payments System Review’ (June 2021) <https:/treasury.gov.au/sites/default/files/2021-
08/p2001-198587.pdf> accessed 25 November 2024.

4 Australian Treasury, ‘Payments System Review’ (June 2021) <https://treasury.gov.au/sites/default/files/2021-
08/p2001-198587.pdf> accessed 25 November 2024.

95 Australian Treasury, ‘Payments System Review’ (June 2021) <https://treasury.gov.au/sites/default/files/2021-
08/p2001-198587.pdf> accessed 25 November 2024.

89 ACCC, ‘Eftpos, BPAY Group and NPPA Propose to Amalgamate for the Benefit of Australian Consumers and
Businesses’ (December 2020) <https://www.accc.gov.au/system/files/public-
registers/documents/85.%20Media%20Release%20-%20eftpos%2C%20BPAY %20Group%20and%20NPPA %20p

ropose%20to%20amalgamate%20for%20the%20benefit%200f%20Australian%20consumers%20and%20business
€s%2C%> accessed 25 November 2024.
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after obtaining court-enforceable undertakings to protect competition.®” The RBA is a
shareholder in NPPA and may have prompted the merger.®® The RBA appears to see ‘big tech’
as a threat and wants to have an Australian national champion able to compete.®® However,

NPPA has still to enable a third-party payment initiation service.

It is not clear why full Open Banking, as opposed to data sharing, is taking so long to develop in
Australia. The Treasury seems to be making most of the running to get Australia closer to catching
up with developments in this area. This may be the reason for the minister taking greater powers.
The Treasury sees the new rules allowing third-party payment initiation directly from customer

accounts to be phased in over a period of time.”*

However, since May 2022, Australia has had a new government with a new Treasurer, and it is
not clear what the direction and speed Open Banking would take. Nevertheless, the Treasury’s
‘Statutory Review of the CDR’, under Elizabeth Kelly was concluded in September 2022.7°!
The Review found that the CDR’s statutory framework has so far been broadly
effective in supporting the CDR’s rollout, is sufficiently flexible and robust.

The CDR Rules clarify that a CDR consumer is one who can access data and direct the sharing
of data. A data holder is a business required to disclose consumer-designated data and an
accredited data recipient (ADR) is a party accredited under the CDR scheme to lawfully receive
that data.”® The Competition and Consumer Act (Part IVD) outlines that Data holders possess
the data and are obligated to disclose it. The Act also states that CDR consumers hold the right to

direct the data sharing.

7 ACCC, °‘ACCC Authorises Payment Systems Merger after Undertaking, (10 September 2021),
<https://www.accc.gov.au/media-release/accc-authorises-payment-systems-merger-after-undertaking> accessed 25
November 2024.

% PYMNTS, ‘New Payments Platform Australia Merges with Eftpos, BPAY’ (15 December 2020),
<https://www.pymnts.com/news/b2b-payments/2020/new-payments-platform-australia-merges-with-eftpos-bpay/>
accessed 25 November 2024.

Lowe P, Governor of the Reserve Bank of Australia, speech to the Australian Payments Network, ‘Innovation and
Regulation in the Australian Payments System’ (7 December 2020) <https://www.rha.gov.au/speeches/2020/pdf/sp-
gov-2020-12-07.pdf> accessed 25 November 2024.

70Treasury, ‘Government Response to the Inquiry into Future Directions for the Consumer Data Right’, (December
2011), 13, 17 and 18 <https://treasury.gov.au/publication/p2021-225462> accessed 25 November 2024

NlKelly E  ‘Statutory Review of the Consumer Data Right” (29  September 2022)
<https://treasury.gov.au/publication/p2022-314513> accessed 29 November 2024.

702 Consumer Data Right Rule 1.7 (2)
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The key objectives of the Rules are to empower consumer choice and control by enable consumers
to opt in to share specific data like banking transactions or energy usage with accredited third
parties. This enables the customer maintain control over what, who, for how long, and can revoke
consent at any time.”Strict consent frameworks and 13 legally binding privacy safeguards’®*
ensure that data is only used as agreed. Misuse, marketing without consent, or overseas transfers

are prohibited without explicit approval.

Further, by granting consumers access to their data, the CDR fosters a more competitive
marketplace—encouraging better deals and novel services such as budgeting tools, marketplace
comparisons, or tailored financial solutions.The Minister’s designation instruments specify
classes of information (known as “designated CDR data”) that are included under the CDR for
each sector (e.g., banking, energy, telcos).’® These are then incorporated into the CDR Rules via
Part 1 IVD of the Competition and Consumer Act The Rules govern consumer data requests
(initiated by individuals) and accredited data recipient (ADR) requests, specifying exactly which

data types (e.g., transaction history, account balances) are in-scope

Under Part 4 of the CDR Rules, ADRs must obtain explicit, informed, voluntary, time-limited

consent in three separate stages:
Collection consent — permission to collect specified CDR data.
Use consent — permission to use that data for a stated purpose.

Disclosure consent — permission to share data with a third party (sometimes bundled)—all within

a 12-month maximum period

During the process, ADRs must:

Identify themselves (name & accreditation number)

Let consumers choose which data, duration up to 12 months, and who may access it

Disclose any fees, rights to withdraw consent, delete data, and any affiliations

783 Consumer Data Right 2019. Rules 4.3 and 4.9
7%4Consumer Data Right 2019. Schedule 1
795Consumer Data Right 2019. Schedule 1
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Once ADR obtains consent, the data holder must get your formal authorisation before sharing.

This includes:

Name of ADR

Range and types of CDR data

Whether disclosure is one-off or ongoing, with a clear date range (<12 months).

Notice of the right to withdraw consent, and instructions to do so Consents remain valid only until

they expire per Rule 4.14 (consent) or Rule 4.26 (authorisation)

There are other legislations that complement the Open Banking ecosystem in Australia including
the Privacy Act which is the principal legislation of data protection in Australia and is overseen
by the Office of the Australian Information Commissioner (OAIC). The Act applies to Australian
Government agencies, private sector organizations with annual turnover of $3 million (Three

million Australian Dollars) and some smaller organizations such as health service providers.’*

The Act contains the Australian Privacy Principles (APPs)which are 13 principles that traverse
collection, use, disclosure, security, and access to personal information.””” The Act also
introduces a Notifiable Data breaches scheme for reporting eligible data breaches and
organizations must notify individuals and the OAIC if a data breach is likely to result in serious

harm.”%8

There are other legislations that affect Open Banking in Australia including the
Telecommunications (Interception and Access) Act 1979 that regulates the interception of
communications and requires telecom companies to retain certain metadata for law enforcement
access (Data Retention Scheme). The Banking Act 1959 provides the framework for the
regulation of authorized deposit-taking institutions (ADIs) and is overseen by the Australian
Prudential Regulation Authority (APRA) with the mandate of covering capital adequacy,
liquidity, and prudential standards.

The Corporations Act 2001 (Cth) is an encompassing legislation covering corporate regulation,

financial services, and markets. The Act is crucial for licensing and conduct of financial services

706Privacy Acts. 6
"7Privacy Acts. 14
7%Pprivacy Acts. 26
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providers and is regulated by the Australian Securities and Investments Commission (ASIC). The
Financial Sector (Collection of Data) Act 2001 authorises the Australia Prudential Regulatory
Authority to collect data from financial institutions for regulatory purposes, the Australian
Securities and Investments Commission Act 2001 that establishes the ASICS’s powers and

responsibilities and protects consumers, investors, and creditors.

The Payment Systems (Regulation) Act 1998 is administered by the Reserve Bank of Australia
(RBA) and regulates payment systems, including credit card schemes and electronic payments
and the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (AML/CTF Act)
regulated by AUSTRAC (Australian Transaction Reports and Analysis Centre) and requires

banks and other entities to monitor and report suspicious activities.

4.4.2. Regulatory framework for Open Banking in Australia

The financial regulatory framework adopted in Australia is the Twin peaks model and Open
Banking CDR is regulated by the Australian Competition and Consumer Commission (ACCC)
in conjunction with the Office of the Australian Information Commissioner (OAIC). As at
January 2023, 37 companies in Australia have received ACCC accreditation.””.The Australian
Competition and Consumer Commission also regulate the CDR framework which incorporates
stringent requirements for data security and privacy. Accredited providers must adhere to robust

security standards to ensure the protection of consumer data.”'°

The Consumer Data Right establishes the Data Standards Chair and a Data Standards advisory
committee to review and develop data standards. The Big Four Banks in Australia—
Commonwealth Bank of Australia (CBA), Westpac, National Australia Bank (NAB), and
Australia and New Zealand Banking Group (ANZ) participate in Open Banking. They were the
first banks required to comply with the Consumer Data Right (CDR) framework when it was

introduced. This means they must share consumer data securely with accredited third-party

"Cotter F ‘ACCC flexes muscles in Ist CDR accreditation rejection’ (1 January 2023)
<https://www.brokerdaily.au/regulation/17547-accc-flexes-muscles-in-first-cdr-accreditation-rejection>  accessed
30 November 2024.

"%Consumer Data Rights, ‘Compliance requirements for data holders’ <https://www.cdr.gov.au/for-
providers/compliance-requirements-data-holders> accessed 29 November 2024.
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providers, given the consumer’s consent. Their participation ensures that a significant portion of

Australian banking consumers can benefit from Open Banking services.”!!

The top 10 banks outside of the Big Four in Australia are also required to participate in Open
Banking. These banks have progressively been integrated into the Consumer Data Right (CDR)
framework. This ensures that a broader range of Australian consumers can benefit from the

services and innovations offered by Open Banking.”"?

These banks include Bendigo and Adelaide Bank Open Banking; Bank of Queensland (BOQ)
Open Banking; Macquarie Bank Open Banking; Suncorp Open Banking; ING Australia Open
Banking; AMP Bank Open Banking; HSBC Australia Open Banking; ME Bank (Members Equity
Bank) Open Banking; Rabobank Australia Open Banking; and Citi Australia Open Banking.”"?
These banks, along with the Big Four, are part of the expanding network of financial institutions
that support Open Banking, providing consumers with greater control over their financial data

and access to a wider range of financial products and services.

The outlook for Open Banking in Australia is highly promising. As more consumers and
businesses adopt Open Banking, the diversity of available financial products and services will
continue to expand. The ongoing extension of the CDR framework to other sectors will further
enhance consumer data control and foster innovation. The Action Initiation legislation under the
Consumer Data Right (CDR) framework introduces ‘write access’ for consumers, allowing them

to go beyond merely sharing their data.”'*

With this new capability, consumers can instruct businesses to perform specific actions on their
behalf. For instance, they could direct a business to initiate payments, switch service providers,
or even open and close accounts. This advancement represents a significant enhancement in
consumer control, enabling more seamless and empowered interactions with service providers.

However, it is important to note that the final timelines and the specific actions that will be

1 Consumer Data Rights, ‘Compliance requirements for data holders’ <https:/www.cdr.gov.au/for-

providers/compliance-requirements-data-holders> accessed 29 November 2024.

712Fiskil, ‘The Ultimate Guide to Open Banking in 2024° (7 August 2024) <https://blog.fiskil.com/open-banking-
australia-2024-ultimate-guide> accessed 3 December 2024.

713Fiskil, ‘The Ultimate Guide to Open Banking in 2024° (7 August 2024) <https://blog.fiskil.com/open-banking-
australia-2024-ultimate-guide> accessed 3 December 2024.

714 Ashurst, ‘Action Initiated? Action initiation under Australia's Consumer Data Right becomes law’ (5 September
2024)<https://www.lexology.com/library/detail.aspx?g=a4d9211d-cf86-49ed-bd9e-da28dd0ac15b>accessed 5
December 2024.
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included are still being finalised. The rollout will proceed carefully to ensure robust protections

and a smooth transition for all stakeholders.’”"?

Australia’s Open Banking ecosystem is expected to take a few more years to be fully functional
as the UK’s Open Banking system. Complexity in rules, cost of accreditation, compliance, and
educating consumers are the main reasons for this delay.’”'® The Australian government initiated
the concept of Open Banking, which led to the establishment of the Consumer Data Right (CDR)
in2019. The CDR framework empowers consumers to control and share their data with accredited

third parties, ensuring they benefit from new financial products and services.”!”

Unlike in the UK, Australia has not focused on Open Banking and payment systems. Instead, the
regulations have concentrated on the customer’s ownership of their data.”'® The background is

719 which ought to be rectified.”?® There were

the dominance of the four major banks in Australia
concerns about the dominant market power of these banks and their poor record in looking after

the interests of their customers.”?!

Despite the largely viable Open Banking system in Australia, there are still some challenges
militating against a seamless adoption of Open Banking in Australia. The challenges and possible

solutions will be appraised below:

4.4.3. Analysis of the Challenges and Solutions of Open Banking in Australia
Open Banking in Australia presents significant opportunities for improving competition, financial
inclusion, and innovation within the financial services sector. However, there are also several

challenges to the successful implementation and growth of Open Banking in the country.

7I5Fiskil, ‘The Ultimate Guide to Open Banking in 2024° (7 August 2024) <https://blog.fiskil.com/open-banking-
australia-2024-ultimate-guide> accessed 3 December 2024.

716 PayCec, ““What is Open Banking and the state of Open Banking Revolution’ (5 May 2022)
<https://www.paycec.com/cm-en/news/the-state-of-open-banking-revolution> accessed 29 November 2024.
""Leach J and McKay J 'The Australian Consumer Data Right: The Promise of Open Data' in Jeng L (ed.), Open
Banking (2022) 84.

8 Gilbert C, ‘What is Open Banking, and how is it being rolled out around the world?’
<https://www.volt.io/vault/open-banking/what-is-open-banking/> accessed 29 November 2024.

719 The Commonwealth Bank of Australia (CBA), Australia and New Zealand Bank (ANZ), National Australia Bank
(NAB) and Westpac)

20 Gilbert C, ‘What is Open Banking, and how is it being rolled out around the world?’
<https://www.volt.io/vault/open-banking/what-is-open-banking/> accessed 29 November 2024.

721 Sanglap R &Taqi M, ‘As Australia's big banks keep getting bigger, competition concems grow’ (9 October 2022)
<https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/as-australia-s-big-banks-
keep-getting-bigger-competition-concerns-grow-72178924> accessed 29 November 2024
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1. Data Privacy and Security Concerns

Open Banking involves sharing sensitive customer data between banks and TPPs, raising
concerns about privacy and security. Financial data is highly valuable and must be handled with
the utmost care to avoid breaches, fraud, and misuse. In Australia, the Consumer Data Right
(CDR) framework, which governs Open Banking, aims to protect consumer data, but there is still

concern over how effectively the data is protected and managed.’*?

To resolve this situation, the following factors should be implemented

1. Australian banks and third party players must ensure that robust security measures, such as
Strong Customer Authentication (SCA) and end-to-end encryption are implemented to protect
data during transmission. Regular security audits and risk assessments should be conducted
to ensure compliance with best practices.

2. There should be concerted efforts by the Australian Prudential Regulation Authority
(APRA)"® and the Office of the Australian Information Commissioner (OAIC) to enforce
strict compliance with the Consumer Data Right (CDR) and Privacy Act 1988 to ensure that
personal data is adequately protected.

3. The consent mechanisms for data sharing must be transparent and clear without any leeway
for privacy risk, allowing consumers to understand exactly how their data is being used and
to revoke consent at any time. Additionally, consumers should be able to track who has access

to their data and for what purpose.

2. Consumer Trust and Adoption

A key challenge to Open Banking in Australia is consumer trust. Many individuals are unfamiliar
with Open Banking and may be reluctant to share their financial data with third-party providers
due to fears of misuse, fraud, or loss of control over their data. This reluctance could slow

adoption.

To resolve this challenge, the following factors might be therapeutic:

722 Data Agility Consumer Data Right What does it mean for Australia https://dataagility.com/consumer-data-right-
what-does-it-mean-for-data-in-australia/ (accessed on 20" March 2025)
723 Australian Prudential Regulation Authority Act 1998
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1. It is suggested that financial institutions and regulators need to undertake widespread
education campaigns to raise awareness of the benefits of Open Banking. Consumers need to
be educated on how Open Banking can help them access better financial products and services
while maintaining control over their data.

2. To ensure that any consent given is informed the Consumer Data Right and the Privacy Act
require transparency in how customer data is used. Clear consent processes and accessible
privacy policies can help alleviate concerns and build trust in the Open Banking system.

3. There should be constant reassurance from government bodies, such as the Australian
Competition and Consumer Commission (ACCC) and ASIC, to emphasise the protections

available under Open Banking regulations and the safety and legitimacy of the system.
3 Interoperability and Standardisation

Open Banking relies heavily on secure and seamless data sharing across different banks and
financial institutions. However, different banks may use proprietary systems, leading to
interoperability issues. Without common standards for APIs, data sharing could become

inefficient, and the user experience could be hindered
To remedy this challenge, the following are proposed:

1. The Consumer Data Right framework sets out requirements for financial institutions to
implement APIs that allow third-party providers to access customer data securely.”* It is
crucial for all banks to adhere to common API standards set by the Data Standards Body
(DSB).”* Standardising APIs will improve interoperability, streamline data exchange,
and make it easier for Fintechs and third-party providers to integrate with different banks.

2. Regulatory bodies like the Australian Competition and Consumer Commission (ACCC)
should enforce compliance with the established technical standards. They must ensure that
banks and third-party providers adhere to these rules to create a seamless unified Open
Banking ecosystem.

3. Collaboration is crucial making it imperative for banks, Fintech companies, and regulators

should work together to identify and address any gaps in the technical standards or APIs.

724 Competition and Consumer Act 2010 s 56
725 Data Standards Body (2023) Consumer Data Standards https:/www.datasd.gov.au/
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Regular consultations between stakeholders can help ensure that Open Banking

frameworks are evolving effectively.

4. Limited Consumer and Business Awareness

Although Open Banking has the potential to offer significant benefits, both consumers and
businesses in Australia may be unaware of the full range of services and advantages it offers.
Many individuals may not understand how to access or use Open Banking services, particularly

in less digitally literate communities or regions.

To tackle this challenge, the following factors stated below might be useful and should be

implemented:

1. Lack of awareness may affect the adoption of Open Banking leading to the suggestion that
the government and industry players (e.g., banks, Fintech firms) should invest in awareness
and education campaigns to promote Open Banking. This can include online tutorials,
workshops, advertisements, and case studies showing how Open Banking can help consumers
and businesses.

2. An easy to operate framework might be crucial thus Banks and Fintech firms should focus on
simplifying the user experience for consumers. Making the process of enrolling in Open
Banking services clear and easy will help encourage adoption.

3. Open Banking can be particularly beneficial for SMEs by providing better access to financial
products and services. Financial institutions can run targeted campaigns to educate business
owners about how Open Banking can help with cash flow management, accounting, and

business loans.
5 Regulatory Complexities and Compliance Issues

The regulatory landscape for Open Banking in Australia, primarily governed by the Consumer
Data Right (CDR), can be complex. Compliance with the CDR, as well as the privacy and data
protection laws requires significant investment in systems, processes, and resources. For smaller

banks and Fintechs, the cost and complexity of compliance can be a barrier to entry.”?®

726 Consumer Data Right Compliance Cost Review Report for the Department of the treasury December 2023
https://treasury.gov.au/sites/default/files/2024-08/p2024-512569-report.pdf 8 )accessed on 20th March 2025)
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To rectify this challenge, the following factors stated below should be considered:

1.

Regulators, such as the ACCC and OAIC, can work with financial institutions to simplify
compliance processes and reduce the burden on smaller players. Regulatory "sandboxes"
could provide firms with a safe space to test new products and services without facing
excessive regulatory burdens.

There should be clearer and direct guidance on how to comply with the CDR and other
relevant regulations can help reduce confusion and increase compliance. Regulators should
issue detailed, accessible compliance manuals and engage in proactive consultations with the
industry.

The government could consider providing financial incentives or grants to help smaller
Fintechs and banks with compliance costs. These incentives could help foster competition and

encourage more innovation in the Open Banking space.

6. Resistance from Traditional Financial Institution

Some traditional financial institutions may be resistant to Open Banking, viewing it as a threat to

their market share and customer base. They may be hesitant to share customer data with third-

party providers or may not be motivated to invest in the technical infrastructure required for Open

Banking.

The following possible solutions might be of practical use to remedy this challenge:

1.

Innovation is the key word and traditional banks should recognise that Open Banking presents
an opportunity to innovate, not just a threat. Partnering with Fintech companies to offer better
services can help banks enhance customer loyalty and diversify their offerings.

The Regulatory Mandates of the Consumer Data Right (CDR) mandating that banks and other
financial institutions allow third-party providers to access customer data (with consent) must
be maintained. By ensuring that all players comply with these regulations, regulators can level
the playing field and promote greater competition.

It is suggested that regulators can offer incentives for traditional financial institutions to
innovate in Open Banking, such as by facilitating collaborations with Fintechs or offering tax

benefits for investing in Open Banking infrastructure.
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7 Financial Exclusion

Open Banking could exacerbate financial exclusion if certain groups, particularly low-income
individuals or those in rural areas, are unable to access the necessary technology, internet services,
or financial products that Open Banking requires. Additionally, some people may lack the digital

literacy required to navigate Open Banking services effectively’?’.

To navigate this challenge, the following possible solutions might offer succour:

1. Financial institutions and Fintech companies should focus on creating Open Banking
solutions that are accessible to all, including low-income households, rural communities, and
people with limited digital literacy. For instance, low-cost banking services, mobile banking
applications or SMS based solutions could reach underserved populations.

2. Infrastructure might be the way out of the impasse and governments so private companies
should invest in improving digital infrastructure in underserved areas to ensure that everyone

can benefit from Open Banking services, particularly those in rural or remote regions.

4.5. South Africa: The Open Banking developments and move towards Open Finance

South Africa is a thriving hub for innovation and is currently the largest economy in Africa by
GDP."? The banking sector in South Africa is regulated by the South Africa Reserve Bank while

729 who control almost all assets.”* South

commercial banking is dominated by the big 5 banks
Africa does not currently have formal Open Banking regulations however the South African
Reserve Bank (SARB)and the Financial Sector Conduct Authority (FSCA) are actively

researching and consulting on the topic. This sub-chapter will highlight the development of Open

727 Consumer Data Right Compliance Cost Review Report for the Department of the treasury December 2023
https://treasury.gov.au/sites/default/files/2024-08/p2024-512569-report.pdf 11 (accessed on 20th March 2025)

728 International Monetary Fund: World Economic and Financial Survey World Economic outlook database April
2025 https://www.imf.org/en/Publications/ WEO/weo-database/2025/april/weo-
report?c=612,614.638.,616.748.618.624.622.626.628.632.636,634.662,611.469.642.643.734.644.646.648.652.656.,6
54.664.,666.668.672.674,676.678.682,684,686,688.728,692,694.714.,716.722,718.724,726.199,733.732,738.742.74
4.746.754.698.&s=NGDPD.NGDPDPC.LP.&sy=2019&ey=2025&ssm=0&scsm=1&scc=0&ssd=1&ssc=0&sic=0
&sort=country&ds=.&br=1 (accessed on 30" April 2025)

729 Standard Bank, First Rand, Absa, Nedbank and Investec
730Business Tech: South Africa’s banking sector is controlled by 5 names who control 90% of all assets
https://businesstech.co.za/news/banking/416057/south-africas-banking-sector-is-dominated-by-5-names-who-

control-almost-90-of-all-assets/ (accessed on 30" April 2025)
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Banking in South Africa and veer off tangentially into the current Open finance system in South

Africa.

The South African Reserve Bank (SARB) has been actively exploring the development of an
Open Banking framework to modernise the country's financial ecosystem.In November 2020, the
SARB's National Payment System Department (NPSD) released a consultation paper titled
"Consultation Paper on Open-Banking Activities in the National Payment System"”, aiming to
gather industry feedback and shape regulatory approaches to Open Banking in South Africa.”*'In
the consultation paper, there are key highlights which include the definition of Open Banking as
the practice of sharing customer-permissioned financial data with TPPs to foster innovation,

competition, and enhanced financial services.

The consultation paper also undertook a survey to understand the prevalence and practices of
Screen Scraping in the South African payments industry. The survey culminated in findings
indicating that while some banks do not endorse Screen scraping to access customer information

but do not have mechanisms to block screen scraping as it is difficult to do so.
The consultation paper made several policy proposals, including but not limited to:

Advocacy for the use of open APIs as a more secure alternative to Screen Scraping with steps to

be taken to regulate APIs’ to prevent anti-competitive behaviour

Introducing a new class of third-party providers with access to customers’ financial information

to improve offerings for customers, increase competition, and promote innovation.

Regulating all third-party providers in the National Payment System (NPS) under relevant
authorities like the SARB and the Financial Sector Conduct Authority (FSCA), and subjecting
them to Open Banking technical standards. .

Despite the innovative proposals and informed survey in the SARB's consultation paper as a
foundational document guiding the development of Open Banking in South Africa, there is yet to
be a codified regulation. Nevertheless, in the spirit of fast-track innovation in the financial sector,

South Africa has taken steps to go the whole hog into Open finance. Pursuant to this, the

31 South Africa Reserve Bank National Payment Services Department: Consultation Paper on open banking activities
in the National payment system https://www.resbank.co.za/content/dam/sarb/what-we-do/payments-and-

settlements/regulation-oversight/Consultation%20Paper%200n%20open%20banking.pdf (accessed on 30" April
2025)
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Intergovernmental Fintech Working Group’?

set up the Open Finance Integration Working
Group (OPI WQG) that drafted a policy document articulating the policy rationale and policy
imperatives for Open finance in South Africa’?and the state of Open Banking/finance around the

world.

To further demonstrate the collaborative efforts towards Open Banking/Finance, the Financial
Sector Conduct Authority authored a draft policy paper on Open Finance”*and policy
recommendations’’ to guide the proposed implementation. Flowing from the above, it is evident
that South Africa is at an exploratory and industry-driven stage of Open Banking and Open
Finance, with momentum building toward formal regulation. The pace will likely accelerate as

infrastructure matures, regulatory clarity improves, and consumer demand grows.

The development of Open Banking/Open Finance in South Africa is still subject to the potential
limitations of data privacy and security et al discussed in relation to the case studies of UK,
Nigeria and Australia. Nevertheless, there is a peculiar challenge that might portend a regulatory
issue for the implementation of Open Banking/Open Finance which relates to who should regulate
Open Banking between the Prudential Authority (PA) under the South African Reserve Bank and
the Financial Sector Conduct Authority. This poser is relevant because elements of a sound Open

Banking system regarding banking and competition laws overlap between the two regulators.

It is submitted that owing to the fact that most of the issues in Open Banking are consumer related
and the consumer is the glue that binds Open Banking/Open Finance, the Financial Sector
Conduct Authority by virtue of its responsibility as the financial market conduct regulator’s®
should regulate Open Finance/Open Banking in South Africa. The above submission is anchored

on the fact that in other jurisdictions with similar twin peaks model of financial regulation such

732The Intergovernmental Fintech Working Group (IFWG) is South Africa’s primary collaborative forum set up in
2016 for financial-sector regulators and policy-makers to demystify fintech innovation, coordinate policy, and
provide a space for controlled experimentation.

73Intergovernmental Fintech Working Group Articulating the policy rationale and policy imperatives for Open
finance in South Africa (Novemeber 2021) https:/www.ifwg.co.za/ITFWG%20Documents/IFWG_Articulating-the-
policy-rationale-and-policy-imperatives-for-Open-Finance-in-South-Africa November-2021.pdf#page36 (accessed
on 30" April 2025)

34Financial Sector Conduct Authority Draft Position Paper on Open Finance June 2023
https://www.fsca.co.za/Regulatory%20Frameworks/FinTechDocuments/Draft%20Position%20Paper%200n%200
pen%20Finance.pdf (accessed on 30" April 2025)

735 Financial Sector Conduct Authority Open Finance: FSCA Policy Recommendations March 2024
https://www.fsca.co.za/Regulatory%20Frameworks/FinTechDocuments/2024%200pen%20Finance FSCA%20Po
sition%20Paper.pdf#page36 (accessed on 30" April 2025)

"6Financial Sector Regulation Act s. 57
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as Australia and the UK, it is the market conduct regulator that regulates Open Banking/Open
Finance.

It might also be helpful to harness the existing technical knowhow of the Open Finance

)37 set up by the Intergovernmental Fintech Working

Intergovernmental working group (OPI WG
Group as a joint effort by the financial stakeholders to regulate Open Banking/Finance to avoid

regulatory overlap.

4.6. Synthesis of Insights from Case studies

The synthesis will focus on Open Banking systems in Nigeria, Australia, and the UK excluding
South Africa without a codified law on Open banking leaning towards Open finance as the thesis’
primary focus is Open Banking. The jurisdictions of Nigeria, United Kingdom and Australia each
have unique characteristics based on their regulatory frameworks, market dynamics, and stages
of development. However, there are also common themes, particularly in terms of the broader
goals of improving financial inclusion, enhancing competition, and fostering innovation in
financial services. Below is a synthesis of insights from these three countries' Open Banking

systems:

4.6.1. Regulatory Frameworks and Initiatives

The Regulatory body for Open Banking in Nigeria Central Bank of Nigeria (CBN) is responsible
for overseeing the financial system, including Open Banking initiatives. Nigeria's Open Banking
framework is still in its nascent stages compared to countries like the UK and Australia. The CBN
has issued guidelines for Open Banking,*® emphasizing secure data sharing and customer
consent. However, full implementation and comprehensive regulations are still under

development.

Despite the promise of Open Banking in Nigeria, it is submitted that limited infrastructure,
cybersecurity concerns, and low levels of digital literacy pose significant hurdles. Additionally,
there is a need for clear policies to incentivise Fintech startups and traditional financial institutions

to adopt Open Banking. There is an obvious lack of provisions for a unified set of technical

3TThis is similar to the Open Banking implementation entity (OBIE)
738 CBN Guidelines 2023
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standards and security protocols to ensure data protection in the Open Banking Guidelines in

Nigeria.

The Australian Competition and Consumer Commission (ACCC) and the Australian Securities
and Investments Commission (ASIC) oversee the Open Banking framework. Australia has
implemented the Consumer Data Right (CDR), which includes Open Banking as a key
component. The CDR is designed to give consumers greater control over their data and improve

market competition.

Australia's Open Banking is progressing, but issues related to data privacy, data standards, and
the gradual adoption of the system remain significant. There is also a need to balance innovation

with consumer protection.

The Financial Conduct Authority (FCA) and the Payment Systems Regulator (PSR) regulate
Open Banking in the UK. The Open Banking Implementation Entity (OBIE) is a dedicated
implementation body, and it has established a standardised API in the UK.”** The UK’s OBIE
was instrumental in developing API security protocols and technical standards. To promote safe

and uniform/standardised data sharing between financial-party providers

The UK is one of the pioneers of Open Banking, having rolled out the system in 2018 as a result
of the EU's Revised Payment Services Directive (PSD2). The UK’s Open Banking initiative
mandates that banks provide secure access to customer data (with consent) to
authoriseTPPs.Despite its early adoption, the UK has faced challenges related to widespread
industry adoption, data security, and fostering trust among consumers and institutions. Clear
regulatory monitoring and oversight greatly enhanced the UK’s Open Banking regulatory
framework.”*® Over the years, organisations like the Financial Conduct Authority (FCA) and the
Competition and Markets Authority (CMA) have provided the UK’s Open Banking system with

clear regulatory oversight and direction. !

739 European Commission, ‘Commission Staff Working Document: Impact Assessment Report’ <https://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=SWD:2023:0231:FIN:EN:PDF> accessed 11 August 2024.

740 Joint Regulatory Oversight Committee, ‘Recommendations for the Next Phase of Open Banking in the United
Kingdom’ <https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/1150
988/JROC _report recommendations_and_actions_paper_April _2023.pdf> accessed 10 August 2024.

741 Joint Regulatory Oversight Committee, ‘Recommendations for the Next Phase of Open Banking in the United

Kingdom’ <https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/1150
988/JROC_report recommendations_and_actions_paper_April 2023.pdf> accessed 10 August 2024.
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To maintain uniformity, compliance, and accountability, it may be helpful to have a specific
regulatory agency body oversee Open Banking activities in Nigeria. In the UK, to plan and
oversee the next of Open Banking, the Joint Regulatory Oversight Committee, which includes the
Treasury and the Competition and Markets Authority (CMA) as members and the Financial
Conduct Authority (FCA) and the Payment Systems Regulator (PSR) as co-chairs, was
established in March 2022.74

From the above, it is clear that all the case studies have similar regulatory frameworks in the sense
that the implementation of Open Banking is under the direction of a defined public body with the
mandate to drive the process. However, there are certain differences in the mode and stage of
regulation as Nigeria has not yet implemented Open Banking unlike the UK and Canada. The
perennial problems of data privacy and consumer trust pervades the Open Banking ecosystems
of the case studies but peculiar challenges such as regulatory disharmony affects selected

jurisdictions (etc Nigeria).

4.6.2. Key Benefits and Opportunities

The benefits of Open Banking are similar to a great extent across the case studies as it has the
potential of driving financial inclusion offering underserved populations access to a broader range
of financial services. The system could also facilitate micro-lending, savings products, and credit
scoring for the unbanked. The main objective of Open Banking is to promote innovation and

competition in the financial industry.

The case studies can build on this benefit by supporting the creation of innovative financial
products and services while also making sure that conventional financial institutions and new
Fintech companies have an equal opportunity to compete. It is equally crucial to educate
customers about the advantages, risks, and security measures associated with Open Banking.
Nigeria can create educational programs to assist people in understanding the idea of Open

Banking, data security, and their rights to data privacy.

Fintechs can leverage Open Banking to create innovative products tailored to the needs of

customers, including mobile-based solutions for remittances and payments. This will in turn

742 Joint Regulatory Oversight Committee, ‘Recommendations for the Next Phase of Open Banking in the United

Kingdom’ <https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/1150
988/JROC_report recommendations_and_actions_paper_April 2023.pdf> accessed 10 August 2024.
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enhance consumer empowerment by enabling users to switch financial providers more easily,
ensuring better financial products and pricing. Open Banking fosters competition by allowing
new entrants (Fintechs) to access customer data securely, which leads to more competitive

financial products in the market.

This is aptly described in the UK framework where the priority is the establishment of a resilient
and competitive underpinning for the continuous evolution of the Open Banking ecosystem, with
a view toward its expansion beyond its present scope and the concomitant delivery of enhanced
advantages to end users.”*This imperatively involves the fortification of the fundamental
infrastructure of the ecosystem and the facilitation of novel commercial agreements, thereby

engendering an environment conducive to its sustainable growth and development.’**

4.6.3. Data Security and Privacy Concerns

The usual suspect challenges of data security and privacy are major concerns in the selected case
studies. From the analysis in this thesis, it is apparent that concerns about data breaches,
cybercrime, and insufficient consumer protection pose risks to the success of Open Banking. Trust

in digital financial services is still evolving.

The regulations enacted by the various case studies appear robust on paper however only the
Consumer Data Right (CDR) and UK PSD2 security frameworks appear to have been tested with
varying degrees of success but great promise. The Nigerian Open Banking regulations and

guidelines are yet to be implemented and its practical efficacy cannot be fully evaluated.

4.6.4. Future Outlook and Trends
The future of Open Banking in Nigeria looks promising, especially with the growing Fintech
ecosystem and government support. There is significant potential to drive financial inclusion and

enhance digital payments, but challenges around infrastructure and consumer education need to

be addressed.

743 Joint Regulatory Oversight Committee, ‘Recommendations for the Next Phase of Open Banking in the United
Kingdom’ <https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/1150
988/JROC _report recommendations_and_actions_paper_April _2023.pdf> accessed 10 August 2024.

744 Joint Regulatory Oversight Committee, ‘Recommendations for the Next Phase of Open Banking in the United

Kingdom’ <https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/1150
988/JROC_report recommendations_and_actions_paper_April 2023.pdf> accessed 10 August 2024.
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Australia’s Open Banking system is expected to mature over the next few years, with greater
adoption from both consumers and businesses. As the CDR expands beyond banking to include
other sectors (e.g., energy, telecommunications), Open Banking will become a broader part of the

data-sharing ecosystem.

The UK will likely remain a global leader in Open Banking, with continued innovation in Fintech
services. The government’s ongoing regulatory adjustments and the growth of Open finance
(expanding beyond banking to other sectors like insurance and pensions) will ensure that the UK
remains at the forefront of financial technology. The Joint Regulatory Oversight Committee
(JROC) in the United Kingdom has proposed a delivery strategy for Open Banking that consists

of three phases.”®

This approach is aimed at promoting the growth and sustainability of Open Banking within the
next two years pending when a long-term regulatory framework is established.”*The JCA plans
to improve understanding and visibility of financial crime in Open Banking, enhance ecosystem
functionality, prevent fraud, and enable the development of commercial and liability
frameworks.”’ They aim to achieve this by improving data sharing, consistent error messaging,
and information flows to TPPs on API calls and payment messages.’*® JROC expects to pilot a

sustainable commercial model and new innovative business models in the following year.’®

The Open Banking systems in Nigeria, Australia, and the UK show a variety of stages and levels
of maturity but share common goals of increasing competition, financial inclusion, and consumer
empowerment. While Nigeria is still in the early stages of implementing Open Banking, Australia
and the UK are further along in realising the benefits of the system. The key to successful

implementation across these countries will be the ability to balance innovation with data security

750hiro OR and Odudu KS, ‘Regulation of Open Banking in Nigeria: Balancing Innovation and Privacy’ (2019)
<https://doi.org/10.53982/apblj.2019.0301.04-j> accessed 21 June 2024.

7460Ohiro OR and Odudu KS, ‘Regulation of Open Banking in Nigeria: Balancing Innovation and Privacy’ (2019)
<https://doi.org/10.53982/apblj.2019.0301.04-j> accessed 21 June 2024.

"Joint Regulatory Oversight Committee, ‘Recommendations for the Next Phase of Open Banking in the United
Kingdom’ <https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment _data/file/1150
988/JROC _report_recommendations_and_actions_paper_April_2023.pdf> accessed 10 August 2024.

"8Joint Regulatory Oversight Committee, ‘Recommendations for the Next Phase of Open Banking in the United
Kingdom’ <https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/1150
988/JROC _report recommendations_and_actions_paper_April _2023.pdf> accessed 10 August 2024.

"¥Joint Regulatory Oversight Committee, ‘Recommendations for the Next Phase of Open Banking in the United

Kingdom’ <https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/1150
988/JROC_report recommendations_and_actions_paper_April 2023.pdf> accessed 10 August 2024.
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and privacy concerns while fostering trust among consumers and financial institutions. The
question now arises as to what actionable recommendations can be made from the above case

studies.

4.7. Actionable Recommendations for African Countries

Although many developing nations value the global Open Banking approach, they believe it is
too rigid and inflexible to meet the unique requirements of the African financial system.’°
However, this does not dispute the fact that when developing and implementing its Open Banking
strategies to ensure a balance between innovation and the need to secure the protection of
consumers’ data, the developing countries can learn a few lessons from the UK’s Open Banking

regulatory framework.”!

It is submitted that for African countries looking to implement or enhance Open Banking systems,
there are several actionable recommendations based on the experiences of Nigeria, Australia, and
the UK. These recommendations are tailored to the unique challenges and opportunities that
African nations face, particularly in terms of financial inclusion, market development, and

infrastructure.

4.7.1. Establish Clear and Robust Regulatory Frameworks

It is recommended that African countries develop clear, forward-thinking regulations for Open
Banking that protect consumers, promote competition, and encourage innovation. This can be
achieved by engaging with local and international stakeholders, including Fintech companies,

banks, regulators, and consumer protection groups, to draft Open Banking policies.

A phased implementation strategy of Open Banking may help with risk management and enable
stakeholders to progressively adapt in Nigeria. Before establishing a long-term regulatory strategy
that can be implemented in phases, it is submitted that the proposed three-phase delivery strategy

by JROC can serve as a valuable template and source of strategic insights for Nigeria.

70 Duncan E, ‘Feature: How has Nigeria approached Open Banking?” (21 September 2023)

<https://www.openbankingexpo.com/features/feature-how-has-nigeria-approached-open-banking/?ref=blog.monda
to.com> accessed 27June 2024.

310hiro OR and Odudu KS, ‘Regulation of Open Banking in Nigeria: Balancing Innovation and Privacy’ (2019)
<https://doi.org/10.53982/apblj.2019.0301.04-1> accessed 21 June 2024.
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The UK’s phased approach to Open Banking regulation can provide African countries with a
roadmap to tailor its regulatory framework, improve security, enhance ecosystem functionality,
and enable the development of sustainable business models. By learning from the UK’s initiatives
and strategies, Nigeria can foster growth, sustainability, and resilience against financial crimes in
its Open Banking ecosystem. Roll out Open Banking regulations in phases, starting with secure
data-sharing protocols and gradually expanding to more complex features like account

aggregation and payment initiation.

It is recommended that the proposed regulations should require explicit consent from consumers

before data is shared, and provide mechanisms for consumers to easily revoke consent.

4.7.2. Focus on Financial Inclusion

It is recommended that Open Banking is leveraged to increase access to financial services,
particularly for the unbanked and underbanked populations in Africa. This can be done by
partnerships with Mobile Network Operators. There should be collaboration with mobile network
operators to integrate mobile money services with Open Banking platforms, given the high mobile

phone penetration in Africa.

The development of tailored financial products (e.g., microloans, insurance, savings accounts)
should be encouraged for underserved populations, including low-income individuals and rural
communities. Further, national initiatives can be launched to educate citizens about the benefits

of digital financial services and the importance of data security and privacy.

4.7.3. Invest in Digital Infrastructure and Security

There should be conscious efforts to strengthen the technological infrastructure needed to support
Open Banking, with an emphasis on security, scalability, and interoperability. This can be done
by upgrading and investing in modernizing banking infrastructure, including core banking

systems, to support secure API integrations.

There should be robust implementation strong cybersecurity frameworks to ensure the safe
transmission of sensitive financial data. This includes promoting encryption, two-factor
authentication, and continuous monitoring for potential vulnerabilities. National standards for
API protocols should be developed to ensure interoperability between different financial

institutions, Fintech companies, and third-party providers.
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4.7.4. Foster a Competitive and Collaborative Ecosystem

Regulators should create a competitive market by encouraging collaboration between traditional
financial institutions and Fintech start-ups by introducing policies that encourage collaboration
rather than competition between banks and Fintechs. For example, offer tax breaks or grants to

financial institutions that partner with Fintechs to provide innovative Open Banking solution,

Regulatory sandboxes should be set up to allow Fintech startups and financial institutions to test
Open Banking products and services in a controlled environment before they are fully launched.
It should be ensured that smaller Fintech companies can easily access the Open Banking

ecosystem by simplifying licensing processes and reducing barriers to entry.

4.7.5. Build Consumer Trust and Awareness

There should be adequate processes to address consumer concerns about data security and
privacy, and increase awareness of the benefits of Open Banking to encourage adoption. This can
be done by launching public campaigns to educate consumers on how Open Banking works, how
it benefits them, and how their data is protected. Use various media channels (radio, TV, social

media) to reach diverse audiences, especially in rural areas.

There should be clear and transparent mechanisms for obtaining and managing consumer consent,
ensuring that users are fully informed about what data is being shared and with whom.
Collaboration with trusted local institutions (e.g., community organisations, influential public
figures) to promote Open Banking adoption and assure users of its safety and value should be

encouraged.

4.7.6. Promote Innovation and Support Fintech Ecosystems

The growth of the Fintech ecosystem, which is central to the success of Open Banking in Africa,
should be encouraged by establishing government-backed funds to support Fintech startups that
are developing innovative solutions in Open Banking, such as credit scoring models for

underserved populations or mobile payment solutions.

Incentives for venture capital and private equity investors to support the Fintech sector should be
provided, which will drive the creation of new, localised products and services and facilitate
regional collaboration through continental frameworks (e.g., African Union, East African
Community) to encourage the sharing of best practices and the development of interoperable

solutions across countries.
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4.7.7. Continuous Monitoring and Iterative Improvement

The establishment of mechanisms to continually monitor the Open Banking ecosystem and make
necessary adjustments to regulations, infrastructure, and policies based on real-world experiences
might aid African Countries. It can also be of assistance if channels are set up to gather feedback

from consumers, financial institutions, and Fintechs to improve the Open Banking ecosystem.

It is suggested that regular audits and reviews of the system be conducted to ensure that security
standards, data privacy regulations, and competition laws are being adhered to. There should also
be flexibility and adaptation to regulations and policies as the Open Banking landscape evolves

and new challenges or opportunities arise.

4.7.8. Effective Enforcement Mechanisms

To ensure financial institutions and third-party providers comply with data privacy laws, it is
important to conduct routine audits and compliance checks. Penalties for non-compliance ought
to be severe enough to discourage any negligent conduct.”>? In pursuit of industry-wide
compliance with prescribed standards and guidelines, it is submitted that the main regulator of
Open Banking in Nigeria, the CBN undertakes the ongoing task of vigilantly monitoring and
aggregating data pertinent to Open Banking ecosystem performance in Nigeria, as is envisioned
in the UK. Furthermore, the CBN should be pivotal in providing and upholding critical services

and established benchmarks.”>?

4.7.9. Secure Technology for Data Privacy, Security and Consent

To tackle the hydra headed challenge of data privacy, security and consent, it is recommended
that secure technology such as blockchain and other potent security features be implemented to
safeguard customers’ data while ensuring that consent of customers is granular on every
transaction with suitable penalties for defaulters.”>* The following recommendations are made for

early emerging use cases that can help informing a model template for Open Banking:

752 Obi UV et al, ‘The Nigeria data protection strategic roadmap and action plan (NDP-SRAP) 2023-2027: A
Review’ <https://www.lexology.com/library/detail.aspx?g=4d105cfb-b858-4a92-8e5f-074867ecc539> (accessed
on 29 July 2024).

753 Ohiro OR and Odudu KS, ‘Regulation of Open Banking in Nigeria: Balancing Innovation and Privacy’ (2019)
<https://doi.org/10.53982/apblj.2019.0301.04-> accessed 21 June 2024.
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Open Banking should allow third-party providers to initiate payments directly from a customer’s
bank account. This could be utilised for various purposes, such as e-commerce transactions, bill

payments, and fund transfers.

Third-party applications should be allowed to access and aggregate a user’s financial data from
multiple banks, providing a comprehensive view of their financial status. This can aid in

budgeting, financial planning, and personalised financial advice for the customer.

With explicit user consent, third-party providers can access a customer’s transaction data to assess
creditworthiness more ethically. This can facilitate faster and more accurate loan approvals,

especially for individuals or businesses with limited credit history.

Open Banking can streamline treasury management by providing real-time access to account

information and facilitating automated cash flow management

4.8. Chapter Conclusion

Open Banking has the potential to revolutionise the financial industry by promoting competition,
enhancing customer experience, and fostering financial inclusion.”> However, as data flows
become more open, concerns about data protection and privacy become paramount. While Open
Banking has the potential to significantly benefit customers, by spurring innovation and creating
new markets for competition between banks and other financial institutions, it also has the

potential to shift banks’ duties significantly.

Banks’ duty to protect customers’ data becomes paramount due to the inherent risks of
technology; there is a possibility of personal data breaches through cyber-attacks.”® Therefore,
there is a need for financial institutions to closely monitor data protection and privacy concerns
associated with Open Banking to ensure that customer interests are safeguarded to ensure trust

and confidence in the Open Banking ecosystem.”’

This Chapter makes distinct analysis of three jurisdictions as case studies with robust Open

banking regulations albeit with varying degrees of success in implementation and one jurisdiction

755 Singh G, Singh S and Singh P, Financial Technology (Fintech): New Way of Doing Business (Ink of Knowledge,
2023) 56.

756 Sahay R, Von Allmen UE, Lahreche A et al, The Promise of FinTech: Financial Inclusion in the COVID Era
(International Monetary Fund, (2020) 3.

57 Singh G, Singh S and Singh P, Financial Technology (Fintech): New Way of Doing Business (Ink of Knowledge,
2023) 57.
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engaging in robust discussions on the subject. This Chapter contributes to the body of knowledge
and this work as it also makes actionable recommendations for African Countries drawing
insights from the case studies in the selected jurisdictions. The next Chapter concludes this thesis
and makes recommendations, including drafting a Model law on Open banking law that can be

adapted by different jurisdictions.
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CHAPTER FIVE: CONCLUSION AND RECOMMENDATIONS
5.1. Chapter Introduction

The focus of this thesis was to appraise the prospects and legal considerations for Open Banking
in Africa. To achieve the aim of the thesis, a critical evaluation of the key legal questions was
conducted utilising jurisdictional case studies of Nigeria, the United Kingdom and Australia. In
the course of the research and analysis, it was demonstrated that while Open Banking has
enormous potential to transform the financial system by enabling increased competition,
innovation, and customer-centric services, security and privacy concerns represent difficulties

that must be addressed for Open Banking to prosper.

Strong security measures, privacy-enhancing practices, and compliance with relevant rules are
required to secure client data and develop trust in Open financial systems. By focusing on security
and privacy, financial institutions, TPPs, and regulators can collaborate to address these concerns
and realise the full potential of Open Banking for the benefit of customers and the industry as a
whole.”®® This thesis also attempted to isolate and appraise the peculiar challenges of African

countries militating against the implementation of Open Banking in the Continent

5.2. Summary of Key Findings and Arguments

Chapter 1 introduced the concept of Open Banking and set out the Background to this thesis.”’
In the course of Chapter 1, a concise outline of the thesis was detailed including the problem

statement,’*’ aims and objectives of the research’®! and research questions were laid out.”®?

Chapter 2 improved on the foundation laid in the preceding chapter and expatiated on the
definition of Open Banking’® while also appraising the limitations of the existing
definitions’**and advocating for a generally accepteddescription of Open Banking. Chapter 2 also

discusses the legal theories that underpin Open Banking and its impact on the concept.’® In a bid

8 Farrell S ‘Embedding Open Banking in Banking Law: Responsibilities, Performance, Risk and Trust’ (2022) 17
Journal of Business & Technology Law 41.
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to emphasise the uniqueness of Open Banking as a standalone concept, Chapter 2 distinguishes
Open Banking from other data-sharing frameworks, including Screen Scraping,’®® Reverse
Engineering,”®” Open Finance,’®® and Open Data.”® Chapter 2 contended against the continued
practices of Screen Scraping and Reverse Engineering owing to the manifest security and
technical issues associated with them. It was argued in Chapter 2 that Open Banking can serve
as an anchor basis for greater technology in finance leading to more advanced data-sharing
ecosystems, such as Open finance and Open data however such advancement must be made
cautiously by addressing the current limitations of Open Banking and implement safeguards

before advancement.””°

Chapter 2 identifies and examines the relevant participants in the Open Banking framework, their
roles and how they complement each other while advocating for a level playing field for all the
key stakeholders.””! Chapter 2 discussed in details the opportunities’’? and risks presented by
Open Banking and makes recommendations for resolving at best or mitigating the risks identified
in the study.””? In the course of Chapter 2, the two models of Open Banking models the regulatory-
led’”’* and market-led models’” were discussed individually and comparatively. Chapter 2 argues
strongly in favour of a regulatory-led for African markets as a result of the distinct features of

African markets that require an unbiased and efficient regulator to navigate.””®

Chapter 2 concludes with an overview of the market and regulatory developments in Open
Banking across Africa, while drawing parallels and contrasts with global trends.”’” At the end of
Chapter 2, the aim was that the intricacies of Open Banking will be laid bare while the uniqueness
of Open Banking will be brought to the fore. Chapter 2 plays a vital role in this thesis as it serves

as the foundation for the more in-depth discussions in the succeeding paragraphs.
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Chapter 3 examines Open Banking through the prism of regulatory and legal frameworks. The
discussions are two-fold as the regulatory framework is appraised with regards to the institutions
with the mandate for regulating the Open Banking framework,”’® while the legal framework
encompasses Open Banking-specific laws and other relevant legislation that are germane to the
subject.””’Chapter 3 explores and discusses different models of financial regulation (sectoral,’*°
unified,”! and twin peaks’®?) and their implications for the Open Banking framework. With
respect to the sectoral model of Open Banking, Chapter 3 contended that while the
decentralisation of regulators to different areas of finance in the sectoral model might allow for

detailed attention to the complexities of Open Banking,”®*

it might breed fragmentation and slow
down the development of Open Banking because of the collaboration between various sectors to
drive the growth of Open Banking.”®*Chapter 3 also made recommendations to mitigate the risks

that a sectoral model led Open Banking would occasion.

The unified model of Open Banking regulation was also discussed with respect to its impact on
Open Banking in Chapter 3 and recommended that while the model offers certainty in

785 it might occasion rigidity.”®® Chapter 3 also proposes recommendations to mitigate

regulation,
the risks that could arise from jurisdictions with the sectoral model adopting Open Banking.
Chapter 3 also appraised the twin peaks model of financial regulation and its impact on Open
Banking recommending that this model presents a better foundation for the deployment of Open
Banking however overlapping of responsibilities and other risks might present challenges. The
Chapter also recommended solutions to mitigate the possible risks of the impact of twin peaks

model on Open Banking.”®’

In Chapter 3, the capacity of traditional regulators to oversee Open Banking was critiqued on the
basis that the technical capacity to adequately manage Open Banking and its attendant risks might

present monumental roadblocks to traditional regulators. Chapter 3 recommended that a dedicated
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technical unit made up of the best minds in emerging finance be established either as a sub-unit
in the regulator or a separate parastatal be established to regulate Open Banking. In the event that
the first recommendation of establishing a dedicated body to manage Open Banking cannot be
implemented, officials of the regulator should engage in continuous technical training to

understand the rigours of regulating Open Banking.”®

Chapter 3 also emphasizes the importance of collaboration among stakeholders, including
regulators, industry players, and consumer advocacy groups, to ensure a cohesive and inclusive
approach.”®Chapter 3 delineates the process of developing Open Banking-specific laws
reiterating the necessity of stakeholder engagement and the creation of a comprehensive policy

document to guide legislative efforts.””’With respect to an Open Banking specific law, key

1 92 793

considerations for Open Banking laws,””' such as data protection,””® consumer rights,

competition,”®* and interoperability,”

are discussed in detail. Finally, the chapter identifies and
analyses broader legal frameworks that impact Open Banking, including data protection laws,
consumer protection statutes,””’ banking regulations’®® and competition laws™ providing a

holistic view of the legal landscape

Chapter 4 embarks on an evaluation of the prospects, challenges and current state of Open
Banking in selected jurisdictions, specifically Nigeria,®® the United Kingdom,®! and
Australia.?*? With respect to Nigeria, Chapter 4 undertakes an evolution of the nascent Open
Banking system in Nigeria by tracing its conception until the culmination of the Guidelines for
Open Banking framework in Nigeria. Chapter 4 argues that while Nigeria’s Open Banking regime

present a great chance for the development of Open Banking in Emerging and developing

78 Paragraph 3.7 of Chapter 3
78 Paragraph 3.8.1 of Chapter 3
790 Paragraph 3.9 of Chapter 3

"1 Paragraph 3.10 of Chapter 3
792 Paragraph 3.10.1 of Chapter 3
793 Paragraph 3.10.1 of Chapter 3
794 Paragraph 3.10.2 of Chapter 3
75 Paragraph 3.10.3 of Chapter 3
796 Paragraph 3.12 of Chapter 3
797 Paragraph 3.13 of Chapter 3
78 Paragraph 3.14 of Chapter 3
79 Paragraph 3.15 of Chapter 3
800 Paragraph 4.2 of Chapter 4

801 Paragraph 4.3 of Chapter 4

802 Paragraph 4.4 of Chapter 4

205

https://uwcscholar.uwc.ac.za/home



economies (EMDE’s), several challenges including but not limited to technical expertise and data

privacy militate against the development of Open Banking in Nigeria.?%

Chapter 4 also evaluates the more developed but peculiar Open Banking regimes in the United
Kingdom and Australia. Chapter 4 contends that while the United Kingdom has adequate
safeguards and regulations governing Open Banking, the stringent rules and complex regulatory
challenges among other challenges might hinder the wider adoption of Open Banking in the
United Kingdom.’®* The Australian version of an Open Banking framework focusing on
consumer data that is applicable to other sectors have great positives including several innovative
provisions to protect customers data, however it is still beset with data privacy challenges and
regulatory overlap.5%

Chapter 4 also engages in a brief appraisal on the trajectory and discussions on Open
Banking/Finance in South Africa and the peculiar limitation to Open Banking/Open Finance.5%
Chapter 4 also draws valuable insights from the case studies with codified Open Banking

7

legislation®”’ and makes actionable recommendations for African Countries.’”® Chapter 4

concludes by appraising the extensive discussions in Chapter 4and recommendations made.

5.3. Study Recommendations

The opportunities inherent in Open Banking portend a game changing moment in the financial
services sector. The first opportunity in this instance is enhanced service innovation. Opening up’
provides banks with the ability to enhance their current service offering in two distinct ways: The
first is to extend current products and services beyond payment or account services, that is,
towards digital identity services. The second is to move into new space by taking advantage of
sharing and aggregating client data from different accounts and enriching existing data with that
of partner banks and/or Fintech market participants.®” This can lead to enhancements in
innovation by means of improved data analytics. The second opportunity is broader and improved

distribution of services. The uncertainties surrounding service provisioning currently prevent
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banks from distributing their product offering through the digital platforms of other banks or third

parties.®!?

An Open Banking environment provides a standardised shared service provision model. This
model can be used to distribute multiple products and services across multiple platforms and
devices in tandem with other banks and/or Fintech market participants. Within an Open Banking
environment bundling can now be easily used as the vehicle with which products and services
can be distributed to the customer. This enables the client to pick and choose a range of specific
product offerings (possibly across different banks and Fintech market participants) thereby

increasing customer relevance through customisation.®!!

The third opportunity is enhanced risk mitigation. A standardised approach to the distribution of
products and services also allows for a standardised approach to security. In this way banks can
enhance their branding as a safe and trusted party while benefitting from improved reach.®'? The
improved information sharing between banks is also expected to improve decision-making and

mitigation measures regarding fraud prevention, such as KYC and AML.

Open Banking is transforming banking as we know it and will create new roles and business
models in the banking sector.’!® This is a starting point in expanding the domains of
financialisation research beyond the economic actor.3!* Open APIs could pave the way for Open
Banking.®'> The current Fintech developments and in parallel, the adoption of PSD2 have fuelled
the discussions on openness in banking, that is, the use of Open APIs to enable Open Banking

business strategies.5!®

Open Banking affects existing processes in products and distribution strategies which have

always been at the core of what banks do. With its digital technologies, Open Banking provides

810 Xu Z & Zou C ‘Fintech: Frontier and Beyond’ (2022) 21.

8ULiaw KT ‘The Routledge Handbook of FinTech’ (2021) 38.

812Liaw KT ‘The Routledge Handbook of FinTech’ (2021) 38.

813 Currie W, Gozman D and Seddon J ‘Dialectic Tensions in the Financial Market: A Longitudinal Study of pre-
and Post-Crisis Regulatory Technology’ (2019) 33 (4) Journal of Information Technology 119-123.

814 eyshon A and Thrift N, ‘The capitalization of almost everything - The future of finance and capitalism’ 24 Theory
Culture & Society (2007) 97-115; Epstein G A, Financialisation and the World Economy (2005) 3

815 Euro Banking Association (EBA) ‘Understanding the Business Relevance of Open APIs and Open Banking for
Banks’ Information Paper version 1.0, EBA Working Group on Electronic and Alternative Payments, May 2016, 5-
6; Open Banking UK, ‘The Initiative’ <https://www.openbanking.org.uk/about/theinitiative-open-banking/>
accessed 21% December, 2023.

81K azan E, Tan CW, Lim E et al ‘Disentangling Digital Platform Competition: The Case of UK Mobile Payment
Platforms’ (2018) 35 Journal of Management Information Systems 180-219.

207

https://uwcscholar.uwc.ac.za/home



new possibilities and challenges in terms of scale and scope to products and distribution in the
digital era.®'” Banks may have to make strategic choices in dealing with Open Banking. Banks
are challenged to find and express their own unique selling proposition to co-create value in open
business environments. Bank practitioners might need to review their strategies in terms of
products and distribution as well as to explore new business models that move beyond current

offerings. This suggests that research not only could but should address the offering. 8!8

Absolute privacy might not be achievable in an open data-sharing environment. However, by
improving regulatory oversight and effective technical and security standards, employing robust
safeguards, fostering user awareness, and continuously striving to minimize breaches, countries
can create a balanced Open Banking system that prioritizes both innovation and privacy
protection.®!” By doing this, the banking sector can profit from Open Banking while maintaining

the trust of its customers.

The journey of Open Banking is nearing a significant milestone, but it’s important to recognise
that this is just the beginning. As the ecosystem matures and evolves, the continued cooperation
and innovation from all stakeholders will be crucial in ensuring that open banking fulfills its
potential in the Fintech climes across the world.®?° This ambitious initiative, inspired by global
precedents and tailored to each country’s unique needs, has involved a diverse range of

stakeholders, each contributing to the evolving ecosystem.

Despite the boundless opportunities of Open Banking, there are several challenges that have been
highlighted in the preceding chapters®?! which have the potential of impeding the growth of Open
Banking particularly in Africa and the globe.

8170Omarini AE ‘Banks and Fintechs: How to Develop a Digital Open Banking Approach for the Bank’s Future’ 11
International Business Research (2018) 25.
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Organization Design and Human Resource Management (1989) 111-128.
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5.3.1 Recommendations
Throughout the course of the research several recommendations were made to deal with identified
risks with some of the recommendations tailored to tackle the peculiar situation of the Africa. The

following recommendations are made:
1. Create and sustain clear and Robust Regulatory Frameworks

This thesis recommended that African countries develop clear, forward-thinking regulations for
Open Banking that benefits all stakeholders which can be achieved by engaging with local and
international stakeholders to draft Open Banking policies. This thesis recommended a phased
implementation strategy of Open Banking to help with risk management and enable stakeholders

to progressively adopt in Africa.

It is further recommended that to develop a streamlined Open Banking framework and achieve
cross-border adoption, the Industry API standards could maximise the benefits and value of
openness in banking if they move beyond being mere technical standards.®*?> Enhanced standards

are required to create interoperability and enable cost-effective and easy integration.??

The level of acceptance in the industry of API standards is key to success and is determined by
the scope of the user group (individual, community, industry, and universal) defining the standard,
as well as the scope of standardisation (that is, technical, functional, operational and legal).
Financial services require security, privacy and compliance API standardisation will, therefore,
have to develop beyond technical and functional aspects by including legal and operational
aspects, as well as governance. Also using standards could reduce the overall investment and risk

per institution.

Open Banking with standardised APIs as the enabling technology is still in an infancy stage.
Given all current developments, rapid and collective maturity can be expected.®** This could lay
the foundation for an industry-wide dialogue, engaging bank and non-bank stakeholders. An

essential period lies ahead of the payments industry in which new strategies will have to be forged,

822 Paragraph 4.7.1 of Chapter 4

8230marini AE ‘Banks and Fintechs: How to Develop a Digital Open Banking Approach for the Bank’s Future’
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partially driven by regulation and partially driven by opportunities arising from changing

customer demands.??

2. Investment in Digital Infrastructure and Security

It is recommended that there should be adequate investment to strengthen the technological
infrastructure needed to support Open Banking by robust implementation of strong cybersecurity
frameworks to ensure the safe transmission of sensitive financial data. This can be done by
promoting encryption, two-factor authentication, and continuous monitoring for potential

vulnerabilities. %

To tackle the regulatory issues of technical expertise, it is recommended that there should be a
technical sub-unit or dedicated unit comprising the best brains in financial technology in
collaboration with other stakeholders to regulate Open Banking. This recommendation is
informed by the fact that Open Banking requires technical competence of the highest standards

to tackle the data privacy and security issues that may occur.®?’

For African markets, it is recommended that owing to several issues including the lack of effective
capacity to tackle big man syndrome in Africa which creates monopoly, a regulatory led model
of Open Banking with an above-board regulator should be the norm.’?® To facilitate the
development and adoption of Open Banking to transcend national borders for a continental
collaboration to foster growth, there should be active engagement with stakeholders to develop a

framework for the interoperability of Open Banking.

Regulators should create a competitive market by encouraging collaboration between traditional
financial institutions and Fintech start-ups by introducing policies that encourage collaboration
rather than competition between banks and Fintechs. For example, offer tax breaks or grants to

financial institutions that partner with Fintechs to provide innovative Open Banking solution,

Regulatory sandboxes should be set up to allow Fintech startups and financial institutions to test

Open Banking products and services in a controlled environment before they are fully launched.

825Lee DKC, Ding D & Guan C ‘Financial Management in the Digital Economy’(2021) 42
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It should be ensured that smaller Fintech companies can easily access the Open Banking

ecosystem by simplifying licensing processes and reducing barriers to entry.
3. Financial inclusion and Consumer Satisfaction

This thesis recommended that Open Banking be leveraged to increase access to financial services
which can be done by collaboration with Mobile Network Operators given the high mobile phone
penetration in Africa.The development of tailored financial products should be encouraged for
underserved populations with initiatives to educate citizens about the benefits of digital financial

services and the importance of data security and privacy.®?

With respect to consumer protection, it is recommended that there should be adequate processes
to address consumer concerns about data security and privacy, and increase awareness of the
benefits of Open Banking to encourage adoption. This can be done by launching public campaigns
to educate consumers on how Open Banking works, how it benefits them, and how their data is

protected by using various media channels to reach diverse audiences, especially in rural areas.®*°
4. Encouraging Innovation and support for Fintech ecosystems

It is recommended that there should be deliberate efforts to facilitate the growth of the Fintech
ecosystem, which is central to the success of Open Banking in Africa. This can be done by
establishing government-backed funds to support Fintech startups that are developing innovative
solutions in Open Banking, such as credit scoring models for underserved populations or mobile

payment solutions.

To support the growth of the Fintech ecosystem, there should be incentives for venture capital
and private equity investors to support the Fintech sectorwhich will drive the creation of new,
localised products and services and facilitate regional collaboration through continental

frameworks.%!

5. Monitoring of the Open Banking ecosystem and effective enforcement of Sanctions

This thesis recommended the establishment of mechanisms to continually monitor the Open

Banking ecosystem and make necessary adjustments to regulations, infrastructure, and policies

829 Paragraph 4.7.2 of Chapter 4
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based on real-world experiences might aid African Countries. Furthermore, it is recommended
that regular audits and reviews of the system be conducted to ensure that security standards, data

privacy regulations, and competition laws are being adhered to.53

With respect to enforcement of sanctions for breach of relevant rules, it is recommended that the
penalties for non-compliance ought to be severe enough to discourage any negligent conduct. In
pursuit of industry-wide compliance with prescribed standards and guidelines, it is submitted that
the regulators of Open Banking in African countries undertakes the ongoing task of vigilantly
monitoring and aggregating data pertinent to Open Banking ecosystem performance and

providing and upholding critical services and established benchmarks.3%

6. Advanced technology for data privacy, security and consent

It is recommended that to tackle the hydra headed challenge of data privacy, security and consent,
secure technology such as blockchain and other potent security features be implemented to
safeguard customers’ data.®**The relevant security measures should be done in collaboration with
relevant stakeholders to ensure that it is robust and tailored the needs of each jurisdiction without

undermining security.

5.4. Final Remarks

The journey of Open Banking is nearing a significant milestone, but it is important to recognize
that this is just the beginning. As the ecosystem matures and evolves, the continued cooperation
and innovation from all stakeholders will be crucial in ensuring that Open Banking fulfils its
potential in the Fintech climes across the world.®*® This ambitious initiative, inspired by global
precedents and tailored to each country’s unique needs, has involved a diverse range of

stakeholders, each contributing to the evolving ecosystem.

The emergence of Open Banking has brought to the forefront the issue of data privacy, a subject
of paramount importance, particularly in the context of all businesses that rely on customer-

generated data, including social media and technology.®*® Of note is the sensitivity of customer
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financial data, which is a unique characteristic of Open Banking that adds an additional layer of

complexity to the issue.®’

It is therefore, imperative that measures are taken to address it to ensure that customer financial
data is adequately protected. Financial institutions must also develop and implement robust
systems and policies to ensure compliance with the relevant Open Banking regulations and laws.
Open Banking presents immense opportunities for the financial industry, but its effective
implementation requires a comprehensive approach that considers the interests of all stakeholders

while ensuring compliance with relevant regulations.®*®

This research has explored the evolving landscape of Open Banking in Africa, analysing its
prospects and the legal considerations necessary for its effective implementation. As digital
financial services continue to reshape the continent’s economic landscape, Open Banking
presents a unique opportunity to enhance financial inclusion, foster innovation, and improve
competition among financial institutions. However, its success depends on a robust legal and
regulatory framework that ensures consumer protection, data privacy, and cybersecurity while

balancing the interests of financial service providers.

The study has highlighted that while some African countries have made significant progress in
establishing regulatory frameworks and engaging in robust steps for the actualisation of Open
Banking, others still face challenges such as regulatory fragmentation, insufficient technological
infrastructure, and resistance from traditional financial institutions. Addressing these issues will
require proactive regulatory harmonisation, strong enforcement mechanisms, and collaborative

efforts between governments, financial institutions, and Fintech players.

Ultimately, the future of Open Banking in Africa hinges on its ability to create a secure and
inclusive financial ecosystem. If properly implemented, it has the potential to transform financial
services, drive economic growth, and empower millions with greater financial access and control.
Future research could focus on comparative analyses of Open Banking models in different
African regions, the role of artificial intelligence in Open Banking security, and strategies for

mitigating financial crime risks within open ecosystems.By addressing legal uncertainties and

87Jeng L, Open Banking, (2022) 3.
88Brosky L and Oakes L, ‘Data Sharing and Open Banking’ <https://www.mckinsey.com/industries/financial-

services/our-insights/data-sharing-and-open-banking> accessed 18 August 2024.
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fostering a supportive regulatory environment, African nations can harness the full potential of

Open Banking to drive sustainable financial innovation and economic development.

Based on the key findings and recommendations in this thesis, the following Model Law on Open
Banking is proposed in Annexure A to Chapter Five. it is hoped that the Model law will go some
way towards shaping the regulatory framework for Open Banking on the African continent and,
to the extent possible, shape regional integration and as a draft African Union Model law on Open

Banking.

5.5. Areas for Further Research

Open Banking has created a new ecosystem in financial services, unlocking significant
opportunities for innovation, competition, and enhanced customer experiences. However, several
areas still offer potential for further research and development. In Chapter 1 of the thesis,?* the
scope of this thesis was stated and therefore did not cover certain areas. The following key areas

that were not explored in detail in this research but deserve future exploration include:

There is potential for further research on security and privacy enhancements including advanced
encryption techniques, secure APIs, and user consent mechanisms to ensure privacy and
compliance with regulations like GDPR. The research could lead to developing more
sophisticated Al and machine learning models for real-time fraud detection, especially in Open
Banking ecosystems where multiple entities are involved and researching next-gen authentication
techniques like biometric verification, multi-factor authentication, and blockchain-based identity

solutions for more secure and user-friendly experiences.

It is recommended and hoped that further research could be done to focus on creating universal
standards to allow easier cross-border collaboration and integration including understanding how
different APIs interact across various platforms and industries will be crucial for smoother data

exchange, reducing fragmentation, and improving system efficiency.

Consumers are the soul of Open Banking and further research could be needed to understand how
consumers perceive Open Banking, including trust-building measures, to increase adoption rates.

This involves understanding barriers to entry, such as reluctance to share personal data and

839 Paragraph 1.5 of Chapter 1
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overcoming privacy concerns. The research can extend to how Open Banking can change
financial behaviour, such as saving, spending, and borrowing patterns, and how to use this

information for personalised financial advice

Further research could be useful for Artificial Intelligence and Machine Learning to predict
analytics for financial services and leveraging Al to predict customer financial behaviour or to
offer personalised financial products like loans or insurance based on a consumer's financial
data.Further research on how Al can automate financial advising for both retail and institutional
clients, making it more accessible and tailored to individual needs and investigating how Open
Banking data might be used to train AI models, ensuring that these algorithms remain unbiased,

transparent, and ethical in their decision-making is needed.

Research can be conducted to investigate the role of Open Banking in embedded finance, where
financial services are integrated directly into non-financial platforms (e.g., e-commerce,
healthcare, or even gaming) and examining how Open Banking could work with decentralised
finance, especially in areas such as smart contracts, decentralised lending, or even tokenised

assets.

It is critical for indepth research on how to decentralise and integrate blockchain based on Open
Banking to enhance transparency, reduce costs, and improve security in financial transactions and
explore how smart contracts could automate and streamline financial transactions and agreements

in the open banking environment.

Research on how Open Banking can help unbanked and underbanked populations access essential
financial services, such as loans, insurance, and savings products and investigation on how to
improve financial literacy and technological adoption to help individuals understand and use

Open Banking services effectively would assist the development of Open Banking.

There should be region based research on developing solutions tailored to local financial
ecosystems, particularly in regions like Africa, Southeast Asia, and Latin America, where mobile
and Fintech services are rapidly growing. The research should aim to understand the unique
challenges and opportunities for Open Banking in emerging markets, where internet connectivity,

mobile adoption, and regulatory environments vary widely.
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Further research can also unearth how Open Banking can play a role in promoting sustainability
and ESG (Environmental, Social, and Governance) criteria by providing consumers with tools to
track, invest, and make decisions aligned with their sustainability goals. The Research could
devise ways to use Open Banking data to enhance sustainability reports and green finance metrics,

ensuring transparency in corporate social responsibility activities.

ANNEX TO CHAPTER 5: THE PROPOSED MODEL LAW ON OPEN BANKING

The following Model Law on Open Banking is proposed..
MODEL LAW ON OPEN BANKING
EXPLANATORY INTRODUCTION TO THE MODEL LAW ON OPEN BANKING

This Model Law is designed to guide African countries in establishing a legal and regulatory
framework for Open Banking. It provides a robust, comprehensive foundation that can be adapted

to meet specific national contexts. The Model Law builds on frameworks already adopted in
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various jurisdictions and aligns with best practices in open banking regulation. In adopting this

Model Law, the following four pertinent points should be noted:

First, this Model Law is best issued as subsidiary legislation by the relevant regulatory authority
rather than as an Act of Parliament. Subsidiary legislation offers more flexibility, allowing for
quicker amendments in response to technological advancements and market developments. Given
the evolving nature of financial services, a Parliamentary Act may be less agile and harder to
update, leading to potential regulatory gaps. Issuing this law through the appropriate regulator

ensures it remains adaptable and responsive to industry changes.

Second, depending on the financial sector regulation model in place, the banking regulator should
be the designated authority to issue this legislation. In jurisdictions where multiple regulators
oversee the banking sector, such as in a Twin Peaks regulatory model, the Model Law can be
issued as a joint framework. This approach prevents duplication and ensures a cohesive regulatory

environment.

Third, prior to adopting the Model Law, jurisdictions should conduct consultations with relevant
stakeholders, including financial institutions, Fintech companies, consumer advocacy groups, and
regulators. These consultations are essential to ensure that the framework is appropriate for local
market conditions and addresses the needs of all stakeholders. The development process should
be informed by a position paper that outlines the key considerations and regulatory objectives for

Open Banking in the jurisdiction.

Finally, countries should exercise caution when adapting the Model Law. While the framework
is comprehensive, it should be modified where necessary to reflect the specific legal, economic,
and technological environment of the adopting country. Adapting the Model Law without
considering local nuances may result in regulatory misalignment and unintended consequences.

As such, careful analysis of domestic conditions should guide its implementation. ®*°

840The adaptation can be adapted to fit the peculiar circumstances of the adopting state however the fundamental
dictates of data privacy and consumer rights should be enforced.
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MODEL LAW ON OPEN BANKING

PART I: PRELIMINARY PROVISIONS

1. Interpretation

In this Law, unless the context otherwise requires:

“Application Programming Interface (API)” means a set of protocols and tools that enable

secure and standardised access to financial data.

“Banking Regulator” means the authority designated to regulate and supervise banking activities

within the jurisdiction.

“Consumer” means a natural or legal person who uses financial services provided by a data

holder or third-party provider.

“Customer Consent” means the explicit authorisation given by a consumer for the sharing of

their financial data with third parties.

“Data Holder” means a bank or financial institution licensed to hold and provide access to

customer financial data under this Law.

“Financial Data” means any information related to a consumer’s financial transactions,

accounts, and related financial services.

“Open Banking” means a framework that allows consumers to securely share their financial data

with authorised third-party providers through APIs.

“Regulatory Authority” means the entity responsible for overseeing compliance with this Law,

as designated under section 4.

“Third-Party Provider (TPP)” means an entity licensed or accredited to access consumer

financial data for the provision of open banking services.

The Regulatory Authority may issue guidelines to provide further definitions and interpretations

as necessary.

2. Purpose and Objectives

The objectives of this Law are to:
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1.Establish a clear legal and regulatory framework for Open Banking.

2.Promote competition and innovation in financial services.

3.Enhance consumer choice and access to financial products.

4.Ensure the security and privacy of financial data.

5.Advance financial inclusion by enabling broader participation in the financial sector.
6.Align with international best practices in open banking regulation.

3. Scope of Application

1.This Law applies to:

1(1). Licensed banks that hold consumer financial data.3*!

1(2) Third-party providers seeking access to financial data for the provision of Open Banking
services.
1(3) Consumers and businesses that engage with Open Banking services.

1(4) Any other entities designated by the Regulatory Authority.

2.This Law applies to financial data sharing within the jurisdiction and to any cross-border

transactions involving entities regulated under this framework.

PART II: REGULATORY OVERSIGHT AND GOVERNANCE

4. There shall be a designated Regulatory Authority [ Designated Banking Regulator] responsible

for the oversight and implementation of this Law.34?

5. General Powers of the Regulatory Authority:

841 The banks mandated to provide access to customer data depend on jurisdictional peculiarities. IT can be done in
a phased approach like the UK or it can be comprehensive and include all banks.

82This is the competent authority designated to implement open banking in a jurisdiction irrespective of the
nomenclature.
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The Regulatory authority shall have general supervisory responsibility for regulating Open

Banking and have the under listed powers:

5(1) Develop and enforce regulations, guidelines, and directives on Open Banking.

5(2) Supervise and monitor compliance by data holders and third-party providers.

5(3) Establish licensing and accreditation requirements for third-party providers.

5(4) Impose administrative sanctions for non-compliance.

5(5) Review and amend regulatory requirements in response to market developments.

5(6) To delegate all or some of its powers under this regulation to any person, group of persons,
unit or corporation under any designation whatsoever for the purpose of implementing this

regulation.

6. Creation of Delegated Body:

6(1) In exercise of the powers conferred on the regulator under Article 1(f) of this regulation,
the regulator can delegate any or all of its powers under this Regulation to a Corporation sole

incorporated to exercise the powers delegated.’*

6(2) The Regulator shall have the power to dissolve the delegated body upon the conclusion of
the exercise of its delegated powers or for any other reason and nothing in this section shall
invalidate the powers of the regulator to generally supervise and administer the provisions of

this regulation.

7. Regulatory Coordination

7(1) Where multiple regulators or delegated bodies have jurisdiction over Open Banking, they

shall establish a coordination mechanism to:

7(1) 1 Prevent regulatory duplication and inconsistencies.

843 This sub regulation is similar to the Article 12, 13-16 (Part 2) of the Retail Banking Market Investigation Order
2017 that created the Open Banking Implementation Entity. This section is part of the recommendations offered by
this thesis in Paragraph 5.3.1 of Chapter 5.
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7(1) i1 Ensure a harmonised approach to enforcement and supervision.
7(1) iii Facilitate information sharing between regulators

7(2) The Regulatory Authority may enter into agreements with other regulatory bodies, both

domestic and international, to enhance cooperation in Open Banking oversight.
8. Issuance of Guidelines and Directives

1.The Regulatory Authority shall issue guidelines and directives to operationalise this Law,
covering:
8(1)1. Technical and security standards for APIs and data sharing.
8(1) 2Consumer protection measures, including consent management and dispute resolution.
8 (1) 3 Licensing and accreditation requirements for third-party providers.
8 (1) 4 Data protection and cyber-security requirements.

8(1) 5 Compliance and enforcement procedures.

The Regulatory Authority shall review and update these guidelines periodically in response to

technological and market changes.

PART III: DATA SHARING FRAMEWORK
9. Obligations of Data Holders

1.A data holder must:
1(1)Provide secure and standardised access to consumer financial data upon receipt of valid
customer consent.
1(2) Ensure that all financial data provided through Open Banking is accurate, up-to-date, and
complete.
1(3) Comply with relevant data protection laws in handling, storing, and transmitting financial
data.3%
1 (4) Ensure that the infrastructure used for data sharing meets the technical and security

standards established by the Regulatory Authority.

844 To strengthen Open banking, this thesis made recommendations on key ingredients of a data protection law in
Paragraph 3.12 of Chapter 3
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2.A data holder may not:
2 (1) Charge consumers for sharing their financial data with authorised third-party providers.
2 (2) Impose unreasonable conditions or restrictions on third-party providers accessing

consumer data.
10. Customer Consent and Control
1.The data to be shared is the property of the Consumer.

2.A data holder shall obtain explicit and informed consent from the consumer before sharing any

financial data with a third-party provider.

3.The consumer’s consent must:
3 (1) Be provided in a clear, unambiguous, and easily understandable manner.
3 (2) Be obtained in the language the customer understands to ensure that the consumer
understands what data is being shared, with whom, and for what purposes.
3 (3) Be in a standardised manner to ensure consistency and have a defined procedure that is
simplified to the customer but detailed.®*
3(4) Specify the type of data to be shared, the third-party providers accessing the data, and the
duration of the consent.

3 (5) Allow the consumer to revoke or amend consent at any time before the data is shared.

4.The data holder must ensure that:
4 (1) Consent is recorded and stored securely for future reference for a maximum of 6 months
after it is given by the customer.
4 (2) No data is shared after the consent has been revoked, unless another valid consent is
obtained.
4 (3) An automatic data deletion protocol shall be mandated after the expiration of the consent

period in a secure manner to prevent data recovery after deletion

845 This section is similar to the standards set by the Competition and Consumer (Consumer Data Right) Rules
2020 (Regulations 1.2-1.5) and appraised in Paragraph 3.12(2) Chapter 3
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5.The Regulator shall ensure that regular audits and compliance checksare conducted on the data

holders and third party players to ensure data protection standards are maintained.

11. Third-Party Provider Licensing and Accreditation

1.No third-party provider may access consumer financial data unless licensed or accredited by the

Regulatory Authority.

2.The Regulatory Authority shall establish:
2(1) Licensing criteria for third-party providers, which may include technical, financial, and
operational requirements.
2 (2) A process for accreditation, including a review of the third-party provider’s data security,

consumer protection measures, and operational capabilities. 34

3.The Regulatory Authority may suspend or revoke the license or accreditation of a third-party
provider if:
3(1) The provider fails to comply with the requirements of this Law.

3(2) The provider engages in activities that pose a risk to consumer security or privacy.*’
12. Standardisation and mandate to APIs access

1.The Regulatory Authority shall establish and enforce a set of minimum technical standards for
APIs used in Open Banking. These standards shall ensure:
1(1) Interoperability between data holders and third-party providers.
1(2) Data security, including encryption, authentication, and access controls.

1 (3) Consumer privacy, in compliance with applicable data protection laws.

2.The Regulator shall ensure that Data holders and third-party providers must:
2(1) Give access to financial data of customers for banking purposes after explicit consent is

given by the customer.®*

846 This section is reflective of the recommendation of best practices to remedy the risk of Third party players
security and reliability proffered in Paragraph 2.5.3 of Chapter 2

847The Revocation will be communicated in time to avoid further risk to customers’ data

848This paragraph is in line with Paragraph 2.8 of Chapter 2 recommending a regulatory led model for Africa and
also conforms with reciprocity recommended in Paragraph 3.2(2) of Chapter 3
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2(2) Regularly test and update their API infrastructure to address vulnerabilities and ensure

compliance.

3.The Regulatory Authority may:
3 (1) Approve technical specifications for APIs or issue updates based on evolving
technological standards.
3 (2) Facilitate the development of a centralised platform or registry for API specifications,

enabling seamless access and integration.

PART 1IV: CONSUMER PROTECTION AND CYBERSECURITY
13. Data Privacy and Protection

1.All entities involved in Open Banking, including data holders and third-party providers, must
ensure the privacy and protection of consumer financial data in accordance with applicable data

protection laws.

2.A scalable Blockchain technology designed in collaboration with the regulator, data provider

and third party providers shall be employed for storing consumer data.?#

3. The processing of financial data must:
3(1) Be done for specific, lawful, and transparent purposes.
3(2) Be minimised to only the data necessary for the purposes of Open Banking.
3 (3) Ensure that data is retained only for as long as necessary for the purpose for which it was

collected.

4.There should be multi-factor authentication and Strong customer authentication before

consumers’ data is shared with any third party player.’>

5.Data holders and third-party providers must implement appropriate technical and organisational

measures to prevent unauthorised access, disclosure, alteration, or destruction of financial data.

849 This section is in line with the recommendation in 3.10.2 of Chapter 3 of this thesis to ensure data protection.
This section should not preclude jurisdictions of using any technology that is immutable according to their
circumstance.

850 This section is consistent with Section 97 of the PSD2 that ensures safeguard of customer’s data.
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6.Consumers have the right to:
6(1) Access their financial data held by data holders and third-party providers.
6(2) Correct inaccuracies in their financial data.
6(3) Request deletion of their financial data when it is no longer necessary for the purposes for

which it was collected.
12. Cyber-security and Risk Management

1.The burden of responsibility for the unauthorised access to customers’ data between the data
holder and third party player shall be determined by the dispute resolution body in the absence

of admission of liability.

2.Banks and third-party providers shall have cyber-insurance®! to compensate consumers in case
of breaches leading to admission of liability or deemed to be liable by the dispute resolution

body.

3.Data holders and third-party providers must implement cyber-security measures to protect
financial data from cyber threats, including:
3(1) Encryption of data at rest and in transit.
3(2) Strong authentication mechanisms, such as multi-factor authentication, for accessing
consumer data.

3(3) Regular security audits and vulnerability assessments.

4.The Regulatory Authority shall set minimum cyber-security standards, including:
4(1) Requirements for penetration testing and incident response plans.
4(2) Procedures for reporting and addressing security breaches.
4(3) Obligations to inform consumers in the event of a data breach that may affect their personal

information.

5.Data holders and third-party providers must adopt risk management frameworks to identify,

assess, and mitigate risks associated with open banking activities.

13. Dispute Resolution

81 The insurance premiums should be incentivized to reduce cost for data providers and third party players without
liability for a given period with insurance breaks for start-ups.
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The Regulatory Authority shall create a framework for consumers to resolve disputes with

financial institutions and TPPs effectively.

1.Consumers who believe their data privacy rights or security have been violated may file
complaints with the Regulatory Authority or an independent ombudsman designated for

financial services.?>?

2.The Regulatory Authority shall establish a clear procedure for addressing consumer complaints,
which shall include:
a. Timely investigation of complaints related to data breaches, unauthorised transactions, or
non-compliance with the law.

b. The ability for consumers to seek compensation or restitution where applicable.

3.Data holders and third-party providers must establish their own internal mechanisms for
resolving disputes with consumers, including:
3(1) Accessible and transparent complaints processes.
3(2) Clear timelines for resolving complaints.

3(3) Mechanisms for escalating unresolved issues to the relevant authorities.
14. Liability Framework

1.A data holder or third-party provider shall be liable for any loss, damage, or harm caused to a
consumer resulting from:
1(1) A failure to comply with the data protection or security requirements outlined in this Law.
1(2) The unauthorised disclosure or access to consumer financial data.

1 (3) The provision of inaccurate financial data.

2.In cases of fraud, a data holder or third-party provider shall be liable for losses resulting from
fraudulent activities, unless the consumer’s negligence or failure to secure their account

contributed to the loss.

852The Regulator shall ensure that a separate arbitration body is set up to resolve disputes arising from the
implementation of this Regulation. The Open banking Arbitration unit shall be established in every region of the
adopting state
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3.The liability of data holders and third-party providers shall be subject to limits where explicitly
stated in contracts with consumers, provided such limits are reasonable and do not contradict

the consumer’s rights under this Law.

4.The Regulatory Authority may impose sanctions, including fines, suspension of licences, or

other penalties for non-compliance with consumer protection or cyber-security requirements.
PART V: OPERATIONAL AND TECHNICAL REQUIREMENTS
15. Technical and Security Standards

1.Data holders and third-party providers must implement technical infrastructure that meets the

security and operational standards set out by the Regulatory Authority.

2.The Regulatory Authority shall establish minimum technical standards, which shall include:
2(1) Requirements for secure APIs to facilitate safe data sharing between parties.®3
2(2) Encryption standards for the transmission and storage of financial data.

2(3) Authentication mechanisms to ensure the integrity of data access and transactions.

3.Data holders and third-party providers must:
3(1) Regularly assess and upgrade their technical systems to address emerging security
threats.33

3(2) Ensure their systems are compatible with industry-wide standards for data interoperability

and security.

4.The Regulatory Authority shall provide periodic updates on technical and security standards to

ensure alignment with global best practices and technological advancements.

5. The Regulatory authority should create sandboxes to test innovative products and security

solutions in a controlled environment.

16. Transaction Monitoring and Fraud Prevention

853 The API should be standard across board in line with best practices as recommended in Paragraph 5.3.1 (1) of

Chapter 5 of this thesis.
8541t is recommended that the technical systems have an automatic upgrade mechanism to react proactively to
urgent security threats.
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1.Data holders and third-party providers must implement mechanisms to detect and prevent fraud

in Open Banking transactions. These measures shall include:

1(1) Real-time transaction monitoring systems that identify suspicious or unusual activities
1(2) Alerts and notifications to consumers about any potentially fraudulent transactions

1(3) Integration with national or international fraud detection networks where applicable.

2.Data holders and third-party providers must establish fraud prevention protocols that:
2(1) Verify the identity of consumers and third-party providers before granting access to
financial data.
2(2) Ensure transaction authorisations are securely authenticated, using multi-factor

authentication where necessary.

3.The Regulatory Authority shall set guidelines for the management of fraud risk, which include:
3(1) Reporting obligations for suspected fraudulent activity.

3(2) Minimum standards for consumer protection in case of fraud.

4.Data holders and third-party providers must cooperate with law enforcement and relevant

authorities in the investigation and prosecution of fraudulent activities.
17. Incident Reporting and Response

1.Data holders and third-party providers must establish procedures for promptly reporting any
security breaches or operational incidents that compromise financial data or consumer

information.

2.The incident response procedure must include:
2(1) Immediate containment measures to prevent further data exposure or system compromise.
2(2) Notification to the Regulatory Authority within 24 hours of discovering a breach or
incident.®%
2(3) Communication with affected consumers, informing them of the breach and any actions

required.

855 Jurisdictions may elect to extend or limit the time of reporting breaches however the timeline should reflect the
urgency of data breach and need to amend.
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3.The Regulatory Authority shall maintain a centralised system for the reporting of incidents,
which shall:
3(1) Track and monitor breaches to identify trends or systemic vulnerabilities.

3(2) Coordinate with other regulators or agencies as needed to address cross-border incidents.

4.In the event of a significant data breach, the Regulatory Authority may:
4(1) Direct the suspension of services by the affected data holder or third-party provider until
the breach is fully addressed.

4(2) Require a public disclosure of the breach, where necessary, to protect consumers.
PART VI: IMPLEMENTATION AND COMPLIANCE
18. Implementation and Transition Period

1.Upon the enactment of this Law, the Regulatory Authority shall establish an implementation

timeline that includes;

1(1) The period for data holders and third-party providers to comply with the provisions of this
Law.
1(2) The date by which all relevant entities must be fully operational under the Open Banking
framework.

2.A transition period between 12 to 24 months shall be provided, during which data holders and

third-party providers may make the necessary adjustments to comply with this Law.

3.The Regulatory Authority shall provide guidance and support to entities during the transition

period to facilitate compliance with the technical, operational, and regulatory requirements.
19. Compliance and Monitoring

1.The Regulatory Authority shall monitor the implementation of this Law to ensure that all data

holders and third-party providers are in compliance with its provisions.

2.The Regulatory Authority shall:
2(1) Conduct regular inspections and audits of data holders and third-party providers to assess
compliance with the Law.

2(2) Review reports from data holders and third-party providers regarding their adherence to
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data privacy, security, and operational standards.
2(3) Track consumer complaints and incidents to identify areas of non-compliance or

operational weaknesses.

3.Where non-compliance is identified, the Regulatory Authority shall take appropriate
enforcement actions, including:
3(1) Issuing warnings or notices of non-compliance.
3(2) Imposing fines or penalties in accordance with the prescribed schedules.

3(3) Suspending or revoking the licenses or accreditations of non-compliant entities.
20. Sanctions for Non-Compliance

1.Entities found to be in violation of the provisions of this Law may face the following sanctions,

depending on the severity and nature of the non-compliance:

1(1) Monetary fines, the amount of which shall be determined by the Regulatory Authority

based on the gravity of the breach.?¢

1(2) Suspension of operations, either temporarily or until corrective measures are implemented.
1(3) Revocation of the operating license or accreditation for persistent non-compliance or

serious breaches

2.The Regulatory Authority shall establish a framework for imposing sanctions, ensuring fairness

and transparency in the enforcement process.

3.In cases of severe breaches, particularly those involving fraudulent activities or gross
negligence, the Regulatory Authority may take legal action, including referrals to law

enforcement or judicial authorities.
21. Reporting Obligations

1.Data holders and third-party providers must submit periodic reports to the Regulatory Authority
regarding:

1(1) The volume and types of data shared under open banking arrangements.

85 The regulatory can set up a schedule of fees for different breaches to ensure consistency.
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1(2) Compliance with data protection, security, and operational standards

1(3) Incident reports, including any breaches or cyber-security threats.

2.The frequency and content of the reports shall be determined by the Regulatory Authority, with

the aim of ensuring transparency and accountability.

3.In addition to periodic reports, data holders and third-party providers shall report any material

changes to their operations that may impact compliance with this Law.
22. Review and Amendments

1.The Regulatory Authority shall conduct a review of the effectiveness of this Law and its

implementation every [2-3] years.5’

2.The review shall assess:
2(1) The success of Open Banking in advancing competition and innovation.
2(2) The adequacy of consumer protections and data security measures.

2(3) The effectiveness of regulatory oversight and enforcement.

3.Based on the review, the Regulatory Authority may propose amendments or updates to this Law

to address emerging challenges, technological developments, and market conditions.
PART VII: FINAL PROVISIONS
23. Transitional Provisions

1.Any regulations or guidelines issued by the Regulatory Authority prior to the enactment of this

Law shall remain in effect until replaced or updated in accordance with this Law.

2.Existing agreements and arrangements between data holders and third-party providers that do
not comply with the provisions of this Law shall be revised to bring them into compliance

within [12] months of the enactment of this Law.

857 Jurisdictions can elect a shorter time for review of the regulation but consider the effect of compliance issues
occasioned by frequent amendments.
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3.Any ongoing legal proceedings or disputes related to Open Banking, and commenced before the
enactment of this Law, shall continue to be governed by the applicable laws at the time the

dispute arose.
24. Supremacy of the Law

1.In the event of any conflict between this Law issued by the Regulatory Authority and any other
Law, this Law shall prevail in relation to the regulation of Open Banking and consumer data

rights, unless otherwise expressly provided.®*

2.The Regulatory Authority shall, where necessary, work with other relevant authorities to resolve

conflicts and ensure that all applicable laws are harmonised with this Law.
25. Miscellaneous Provisions

1.Nothing in this Law shall prevent data holders or third-party providers from entering into
agreements that are more favourable to consumers, provided they are in compliance with the

provisions of this Law.

2.The Regulatory Authority shall have the power to issue any supplementary rules, regulations, or

clarifications as necessary to give full effect to the provisions of this Law.

3.Any disputes arising from the interpretation or implementation of this Law shall be subject to
the jurisdiction of the relevant courts, unless an alternative dispute resolution mechanism is

provided by the Regulatory Authority.
26. Short Title and Commencement
1.This Law shall be known as the [Open Banking Framework Law], [Year].

2.This Law shall come into force on the date specified by the Regulatory Authority, but not later

than [X] months from the date of enactment.

858 This provision will not be applicable to the Constitution of jurisdictions with written legislation and the
regulation must be drafted to be in compliance with the apex law.
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