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i. Abstract 

Purpose: In the wake of the COVID-19 pandemic and the resultant uncritical mass uptake of online 

and blended learning approaches to replace face-to-face lectures, learning systems/platform 

designers are re-evaluating the negative effects of online learning systems. The purpose of the 

study is to systematically identify and review all relevant articles over the past two decades that 

discuss the negative effects of online learning systems and to provide key data management 

considerations. These key considerations identify important data management principles that 

should be considered during the design of online learning platforms to prevent the misuse of 

online data.  

Methodology/design: The online education system-surveillance debate captured some interest in 

the previous decade and again in recent years leading up to 2021. Using a systematic literature 

review approach, we trace key articles in the online surveillance debate over the last two decades. 

From these articles, we extract system design considerations using the data management lens to 

inform the design of online learning systems and to prevent misuse of data within the online 

surveillance paradigm.  

Practical implications: This research has implications for system designers who develop online 

education platforms. This qualitative study gathers articles from the past two decades to identify 

key principles that could assist in developing a future system design framework for online 

educational platforms. These key principles can enhance the online data security of the 

educational institution.  

Originality/value: This paper looks to identify the key principles from a data management 

perspective that need to be considered when developing online educational platforms. The 

systemic view of these principles will provide system designers with a minimal framework that 

identifies considerations when developing an online education platform, thereby enhancing the 

online data management of individuals (students and staff). 

Data Collection: We used the systematic four-phase approach to collect data. The approach uses a 

systematic approach to identify themes, organise, and offer insight into the meaning of themes. 
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Finding/Recommendation: The study's findings identified six key design principles that should be 

taken into account when designing any LMS system within the HEI. These principles include (1) 

safety, which involves creating safe online collaboration spaces; (2) consent; (3) no surveillance 

and denormalisation of surveillance; (4) regulatory principles; (5) learning analytics paradox; and 

(6) preventing behavioural manipulation. 

Keywords: System Design, Online Surveillance Learning Management Systems, Data 

Management 
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vii. Title 

System design implications of online surveillance in learning platforms: a data management 

perspective. 

CHAPTER 1: Introduction 

The first chapter introduces the concept of online surveillance in the context of data management 

and how, over the past two decades, this topic has evolved up until the impact of COVID-19, which 

has rejuvenated the debate around online education system surveillance. 

The main facets of this chapter are the introduction, background, rationale, problem statement, 

research questions, research objectives, a summary of the methodology, and the structure of the 

dissertation. 

1.1 Background  

The Internet’s initial architects almost certainly did not foresee the way it has become one of the 

greatest tools of mass surveillance in human history. The term 'surveillance’ can be defined 

generally as the process of watching over a certain human behaviour that goes beyond idle curiosity 

(Lyon, 2007). The Internet, with its wide range of unintended applications and uses, often becomes 

a tool for misuse or malicious purposes. Within the Internet’s first decade of use (1995–2010), three 

separate but complementary driving forces in its unintended development journey have relevance 

to this study. The first driving force pertains to the increase in state surveillance practices, where 

digital data analysis plays a crucial role. This trend intensified following the events of September 11, 

2001, and it persists in the ongoing war against terrorism. The second is the rise of the ‘datafication’ 

economy, at the heart of which is the exchange of personal information for free services and the 

value-added analysis of that data for advertisements (Van Dijck, 2014). The third is a new culture of 

auto-surveillance and the voluntary sharing of fine-grained details of personal lives. Everywhere 

they go and whatever they do while online, internet users leave digital traces (Grove, Goldin, 

Breytenbach, and Suransky, 2021), including unconscious traces like the metadata their mobile 

devices broadcast while in their pockets. Our primary focus in this study is on online surveillance, 

specifically the data generated and used for and during this activity (Tanczer, 2019). 

The (3IR) third industrial revolution (1950–2015) has brought about the rise in electronics, 

telecommunications, and the Internet of Things (IoT). Thus, we witnessed an increase in research 

into the concept of online surveillance in this era, with a focus on data security and online 
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surveillance. The third industrial revolution (3IR) began in the 1950s, when the move from 

mechanical and analogue electronic technology to digital electronics began. The most important 

drivers of the 3IR are nano, bio, and IT technologies, along with 3D printing, artificial intelligence, 

and robotics, which in turn lead to the onset of the 4IR (Mohajan, 2021). 

Researchers have warned since 2005 that students from early schooling develop a habit of 

surveillance and adherence to institutional rules, values, and regulations within educational 

environments. The rules of attendance and operation, such as class timetables and fragmented and 

classified disciplines, further facilitate this ongoing pattern of control within education systems, 

helping to produce manageable, obedient individuals (Barrow, 1999). Despite the negative 

connotations often associated with surveillance, new technologies offer opportunities to improve 

teaching and learning practices. Palloff and Pratt (2003) wrote about the virtues of monitoring 

discussion forums with the intent of facilitating the development of an online learning community. 

In this instance, the surveillance measures helped identify students who might need additional 

scaffolding and support, either by interpreting posted messages or by monitoring attendance. 

Similarly, practitioners can implement the use of surveillance technologies to store user behaviors 

(navigation, sites visited, frequency, etc.) as a resource to enhance future practices (Marzo et al., 

2002). Regardless of the positive or negative aspects associated with surveillance, the advent of ICTs 

designed to supplement pedagogical practices has added additional surveillance and the regulation 

of power within educational contexts (Dawson, 2005). 

However, the creation of learning management systems (LMS) and teaching systems aimed to 

provide staff and students with an online resource. According to Dawson (2005), a purposeful 

component of the development has been to monitor staff and students so as to focus financial and 

human resources in areas of greatest demand and predict future patterns of user behavior. Morris 

et al. (2005) demonstrated the relationship between online users' behavior and academic 

performance. 

Moving into the 21st century, the Internet entered an era of enormous technological advancement, 

often called the ‘4th industrial revolution’, or ‘4IR’. This era is characterized by the emergence of 

Internet-related technologies that interconnect people through the use of IoT devices, data 

analytics, and data modeling technologies. These technologies aim to understand individuals and 

environments to create the best possible environment for economies to thrive. To ensure the 

success of educational economies, it was necessary for LMS system producers to integrate data 

capture and data analytics functions into their systems. Since the initial introduction of LMS in the 

https://uwcscholar.uwc.ac.za/home



 

3 
 

early 2000s, educational software developers have evolved these systems into multifunctional 

platforms. This online LMS allows for the download of all face-to-face interactions and notes, as well 

as the functional design of assessment submission and evaluation tools. Also, many of these systems 

have built-in evaluation and observation tools to allow tracking of the usage and performance data 

of the students and academic staff. 

From the academic staff's perspective, their HODs and managers can use these systems as a 

performance management mechanism. According to Kayas (2020), surveillance emerges from 

performance management systems when managers in positions of authority do not trust employees 

to achieve performance expectations (Marx, 1999; Sewell, 2012; Zureike, 2003). Unlike performance 

management, surveillance, more narrowly, refers to an intrusive and oppressive practice imposed 

on employees by managers to serve a narrow set of organisational interests concerned with 

intensifying work and reducing autonomy (Sewell, Barker, and Nyberg, 2011). This mistrust prompts 

management to employ information technologies that automatically produce the performance data 

required to dissect employees, enabling constant scrutiny and control. 

Long and Siemens (2011) proposed that the most critical factor influencing future higher education 

is big data and its related analysis. Big data analysis can assist higher education institution managers 

and educators in enhancing the decision-making process, optimizing resource allocation, monitoring 

students' difficulties in real time, providing support, and transforming academic mode, teaching 

pedagogies, and methods in higher education. In other words, the purpose of learning analytics 

based on large amounts of data is not just evaluation. The more important objective is to adjust the 

content, strategies, and activities of the learning process and provide feedback and intervention 

immediately in order to promote the quality of teaching and learning (Han, Yang, and Cheng, 2015). 

1.1.1 Towards the Research Problem 

In December 2019, the global COVID-19 pandemic compelled all education institutions to shift to a 

fully online mode of learning and interaction, subject to available resources. This forced transition 

encompassed online lectures, the submission of tasks and exams through LMS platforms, and the 

interaction between online classrooms and lecture rooms on these platforms. Stakeholders have 

begun to question the privacy of data, the surveillance of students, the fate of data generated from 

these LMS platforms' iterations, and the potential use of these systems for surveillance due to these 

online interactions (Dawson, 2006). This thesis will investigate the topic of online (technology 

enabled) surveillance in education by using a systematic literature review (SLR) approach. We trace 

key articles in the online surveillance debate over the last two decades (2000–2021). From these 
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articles, we extract system design considerations to inform the design of online learning systems 

from a data management perspective, with the aim of ensuring that future online learning systems 

are sensitive to student and staff surveillance concerns. The SLR approach identified several pivotal 

articles that, despite being over a decade old, significantly contributed to the ongoing discussion of 

online surveillance in education. Therefore, the chapters to follow will contain several references to 

literature older than ten years. 

1.2 Purpose/Rationale 

In the wake of the COVID-19 pandemic and the resultant uncritical mass uptake of online and 

blended learning approaches to replace face-to-face lectures, learning systems/platform designers 

are re-evaluating the negative effects of online learning systems. The study's goal is to find and 

analyse all relevant articles from the last 20 years that talk about the bad effects of online learning 

systems on surveillance and to suggest important ways to make these systems better so that they 

have fewer of the bad effects that have been reported. The systematic review focuses on a higher 

education (HE) environment where system designers can identify and implement the considerations 

in future system designs or enhance existing functionality. 

1.3 Problem Statement 

The primary concern is the sudden resurfacing of the system-surveillance debate in education 

journals in 2020, which coincided with the mass uptake of online learning during the pandemic. In 

this system-surveillance discourse, staff and students are described as being forced into intensive 

usage of online systems without option, leaving usage data behind—including sensitive lecture 

capture video material and academic performance metrics—that may be used for surveillance and 

performance measurement purposes.  

The goal of this study was to find all the problems with LMS used for monitoring and measuring 

performance in literature from 2000 to 2021, group these problems into system-related groups 

using a data management lens, and then present LMS design ideas to fix the problems that were 

found. 
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1.4  Primary Research Question   

What are the key Data Management principles that should be considered during the design of online 

learning platforms to prevent the misuse of such platforms for online surveillance and performance 

measurement? 

The following subquestions were used to answer the primary research question: 

i. What does the online surveillance debate in existing literature (2000 – 2021) say about 

online surveillance within learning platforms? 

ii. From a Data Management perspective, what are the key concerns [requirements] around 

the data that is generated by online learning platforms, and the potential use of such data 

for surveillance purposes?   

iii. What system design principles will ensure that online learning platforms meet data 

management requirements related to online surveillance?  

 

1.5 Research Objectives 

 

In order to achieve the intended outcome of the research, the research objectives were as follows: 

i. To establish from existing literature all concerns related to online learning systems being 

used for either surveillance or performance measurement 

ii. To establish from literature what subset of the identified concerns relate to data and Data 

Management 

iii. To establish key data management requirements related to the data that is generated by 

online learning platforms, and the potential use of such data as related to the identified 

concerns 

iv. To propose system design principles that will ensure online learning platforms meet data 

management requirements in future, towards addressing the online surveillance and 

performance measurement concerns identified in literature. 
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Table 1: Interrelationship of research questions and sub-questions 

Research question:  What are the key Data Management principles that should be considered during the design of online learning 

platforms to prevent the misuse of such platforms for online surveillance and performance measurement? 

Research sub-questions  

 

What method/s do you envisage applying 
to answer the sub-question?   

 

Consider the objectives in the previous 
section. Which research objective will 
you achieve by answering this sub-
question? 

What does the online surveillance debate in 
existing literature say about online surveillance 
within learning platforms? 

Analysis of the literature  To establish from the literature what 
subset of the identified concerns relate to 
data and data management 

From a data management perspective, what are 
the key concerns [requirements] around the 
data that is generated by online learning 
platforms, and the potential use of such data for 
surveillance purposes 

Analysis of the literature  To establish key Data Management 
requirements related to the data that is 
generated by online learning platforms, 
and the potential use of such data as 
related to the identified concerns 

The system design principles will ensure that 
online learning platforms meet data 
management requirements related to online 
surveillance 

Analysis of the literature and 
interpretations and findings  

To propose system design principles that 
will ensure online learning platforms meet 
Data Management requirements in 
future, towards addressing the online 
surveillance and performance 
measurement concerns identified in the 
literature. 

 

1.5.1 Research methodology 

The online education system-surveillance debate captured some interest in the previous decade 

and again in recent years leading up to 2021. We take a post-pandemic view of this discourse and, 

using a systematic literature review (SLR) approach, we trace key articles in the online surveillance 

debate over the last two decades.  

From these articles, we extract system design considerations to inform the design of online learning 

systems, with the aim of ensuring that future online learning systems are sensitive to student and 

staff surveillance concerns. 

The articles will function as a qualitative database, facilitating deductive decision-making to identify 

common themes and design a framework to address data management issues. 
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1.5.2 Dimensions of data governance 

Abrahams et al.’s (2016) conceptual framework uses the lenses of (i) structural, (ii) procedural, and 

(iii) relational data governance as a foundational point of departure in the search for system design 

principles that would improve the design of LMS toward the prevention of system-based 

surveillance. Figure 1 depicts the aspects of data governance and the methodology that the thesis 

will explore. 

  

     

                                                                                            

                                                                                     

 
Figure 1: Process flow of thesis: Dimensions of data governance 
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1.6 Structure of Thesis 

There are six chapters in the thesis. 

Chapter One: Presents the concept of online surveillance, detailing its evolution over the past two 

decades and its eventual forgetfulness. However, the impact of COVID-19 has reignited the debate 

on online education system surveillance. The main facets of this chapter are the introduction, 

background, rationale, problem statement, purpose of the study, research questions, a summary of 

the methodology, and the significance of the study. 

Chapter Two:  As an introductory review, this chapter highlights key concepts and definitions that 

play a pivotal role in understanding the topic and some descriptions of these topics. 

Chapter Three: Presents an analysis of current relevant literature that focuses on the surveillance 

of online education systems, the pros and cons of these systems, the data management of these 

systems, and the ultimate effects and impact on the sensitivity of students and staff to surveillance 

concerns. 

Chapter Four: We examine a systematic methodology for evaluating the adverse impacts of online 

and blended learning, aiming to generate a comprehensive body of knowledge for drawing 

conclusions and highlighting common themes. We can divide the methodology into research aims, 

research design, relevance strategies, levels of review, data analysis, and finally, an article database. 

Chapter Five: Presents a descriptive analysis and data extraction from the article database, 

identifying findings based on data collected from these articles and common sources. The 

development of a system design framework necessitates considerations of data management. 

Chapter Six: Focuses on the conclusions of the study and future research that can be undertaken to 

elaborate on this thesis. 

1.7 Chapter conclusion  

The chapter focused on the history of the Industrial Revolution to establish the background and 

purpose of the thesis, emphasizing that as technology advances, so does the level of surveillance 

over individuals. The chapter also looks at the current higher education industry and the impact of 

online surveillance. As the world descended into the COVID pandemic, the learning and teaching of 

students moved to a fully online platform and thus changed the perspective of data management 

within these paradigms. This brought to the forefront the discussions surrounding data 
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management and the implications of privacy and security. This chapter focused on the rationale, 

problem statement, research objectives, and research question. The chapter delineates a future 

structure to address the research question.  

CHAPTER 2: Key Concepts and Definitions 

As an introductory review, this chapter highlights and describes key concepts and definitions that 
play a pivotal role in understanding the topic. The following topics will be covered: 

• Online surveillance 
• Learning management systems 
• Data management 

  

2.1 Online Surveillance (OS) 

2.1.1 Definitions 

Over the last few decades, the concept of online surveillance has gained popularity. People also 

refer to the term 'online surveillance' (OS) as electronic surveillance. The COVID-19 pandemic has 

resurfaced the issue of OS as the world moved onto online platforms to perform daily tasks, 

including education. We can loosely define OS as the monitoring of people's online behaviour, 

activities, or other changing information, usually in a surreptitious manner. It usually refers to the 

observation of individuals or groups by governmental organisations. 

The Internet and the use of digital technologies have become indispensable in life. A world without 

email, search engines, and online databases is practically unthinkable. Particularly scholars and 

students are equally reliant on the ability to collect, store, and distribute data as well as post, tweet, 

and upload their work. However, in this era of digital dependence, while some of us may misuse 

technological capabilities by state and non-state actors to gain financial rewards and other 

competitive advantages, these capabilities are primarily used to monitor behaviour, thereby 

infringing on the rights of citizens and consumers. 

According to the Harvard Business School gazette, in the article named” “On internet privacy, be 

very afraid,” with reference to Schneier (202017), the discussion of surveillance is highlighted and 

states,” Surveillance is the business model of the internet. Everyone is under constant surveillance 

by many companies, ranging from social networks like Facebook to cell phone providers. This data 

is collected, compiled, analysed, and used to try to sell us stuff. Personalised advertising is how these 

companies make money and is why so much of the internet is free to users. We’re the product, not 

the customer.” 

https://uwcscholar.uwc.ac.za/home



 

10 
 

2.1.2 Ethical Issues/Consideration 

Surveillance is itself an ethically neutral concept. What determines the ethical nature of a particular 

instance of surveillance are considerations related to the motivation behind it and the methods 

employed to conduct it (Macnish, 2017). The areas of focus when considering the ethicality of a 

surveillance instance include privacy, information processing, citizens' right to freedom from 

unauthorised access to private data, inappropriate use of data, accuracy and completeness when 

collecting data about individuals or corporations using technology, availability of data content, the 

data subject's legal right to access, and ownership (Lee, Zankl, and Chang, 2016). 

2.1.3 Online Data in an Ethical Context  

DAMA (2017) reports the emergence of numerous initiatives and programs aimed at codifying 

ethical online behaviours in the United States (Davis, 2012). Topics include: 

 Ownership of data refers to the individual's right to control their personal data in relation 

to social media sites and data brokers. Downstream aggregators of personal data can 

embed it into deep profiles that individuals are not aware of. 

 The fundamental right is the right to have information about an individual erased from the 

web, particularly to improve their online reputation. This topic falls under the general 

category of data retention practices. 

 Identity: having the right to expect one identity and a correct identity and to opt for a 

private identity. 

 Online freedom of speech involves expressing one's opinions without resorting to bullying, 

terror-inciting, "trolling," or insulting behavior. 

2.2 Learning Management Systems (LMS) 

2.2.1 Definition 

A learning management system is software that automates the administration of training events. 

All learning management systems manage the log-in of registered users, manage course catalogues, 

record data from learners, and provide reports to management. As technology advanced in the early 

2000s, learning management systems (LMS) emerged as a platform for module administration, 

incorporating enhanced features such as authoring, classroom management, competency 

management, knowledge management, certification or compliance training, personalization, 

mentoring chat, and discussion boards (Hall, 2001). 
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Since the start of the COVID-19 pandemic, all higher education institutions (HEIs) have moved to an 

online blended learning approach, and thus the LMS and related tools have evolved into an 

ecosystem of learning and teaching. Figure 2 below illustrates the LMS process flow:

 

Source: Landeros, J.R. and Fuentes, M.D.L.M., 2016. Development of a Framework for the Use of a Tool for Machine Learning and Data Mining. Res. 

Comput. Sci., 122, pp.128 

Figure 2 : Learning management cycle 

2.2.2 Advantages and Disadvantages  

Table 2: Advantages and Disadvantages 

Advantage  Definitions 
1. Organises 
eLearning content in 
one location. 

Instead of having your eLearning content spread out over different hard drives and devices, you can store all of 
your eLearning materials in one location. This reduces the risk of losing important data and makes it easier to 
create your eLearning course. Every member of your eLearning team can also access the information if you’re 
using a cloud-based Learning Management System, thanks to the fact that it’s all stored on the remote server. 
This makes Learning Management Systems a natural fit for online collaboration. 

2. Provides unlimited 
access to eLearning 
materials. 

Once you upload your eLearning course materials onto the LMS and publish them, your audience has unlimited 
access to the information they need. Even those who are on the go can log in to the eLearning platform via their 
smartphones and tablets, so that they don’t have to wait until their next online training session to develop skills 
and perfect work-related tasks. This is one of the main reasons an LMS is essential for global audiences in 
different time zones. 

3. Easily tracks 
learner progress and 
performance. 

The best Learning Management System gives you the ability to keep track of learners’ progress and ensure that 
they are meeting their performance milestones. For instance, if an online learner is not able to successfully 
complete an eLearning scenario, you can offer them supplemental resources to improve their performance or 
learning behaviours. Most Learning Management Systems feature reporting and analytics tools that also allow 
you to pinpoint areas of your eLearning course that may be lacking, as well as where it excels. If you discover 
that many of your online learners are struggling throughout a specific online lesson, for example, you can assess 
the eLearning content and make modifications if necessary. 

5. Reduces learning 
and development 
time. 

A Learning Management System can even reduce online training times, thanks to the fact that it gives online 
learners only the information they need in a direct and organised manner. Instead of having to sit through a 
lengthy half-hour online training course, online learners can simply click on the online modules they need and 
absorb the knowledge in a fraction of the time. They can also assess their understanding by taking online exams 
or quizzes, participate in interactive scenarios and simulations, and watch eLearning videos that highlight 
complex processes or tasks. 
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6. Keeps 
organisations up-to-
date with compliance 
regulations. 

If your organisation must stay up-to-date with current compliance regulations, then a Learning Management 
System can be an invaluable tool. Compliance laws chance on a regular basis, and updating a traditional course 
to reflect these changes can be a time-consuming chore. However, using a corporate Learning Management 
System gives you the ability to add new compliance standards to your online training course within a matter of 
minutes. As such, your corporate learners can always be aware of the latest compliance rules that they need to 
be aware of, so that your organisation can avoid costly penalties. In addition, you have the power to ensure that 
every employee is on the same page when it comes to expectations and company policies, which boosts 
customer satisfaction and decreases employee turnover rates. 

7. Quickly and 
conveniently expands 
eLearning courses. 

If you want to add additional online modules to your eLearning course in order to update information based on 
new trends or scientific evidence, you can simply login to the Learning Management System and make the 
necessary modifications without redoing your entire eLearning course. All of the content is in one location, 
which allows you to change only the master eLearning course and then deploy it to all of your online learners. 
This is in stark contrast to a traditional course, where you would have to send every member of your audience 
an updated manual or updated handouts. 

8. Integrates social 
learning experiences. 

A Learning Management System makes it easy to integrate social learning into your eLearning strategy. Since 
the LMS is already online, you can include links to Facebook and Twitter pages, LinkedIn groups, and online 
forums that may be beneficial for your learners. You can also market your eLearning course on social media 
sites to attract new learners, as well as create eLearning exercises that center on peer collaboration. 

 
Disadvantage 

 
Definitions 

1. Surveillance  A learning management system gives the ability to managed and surveil students and staff in order measure 
performance of both stakeholders 

Source: e-learning (2020),” The Top 8 Benefits Of Using Learning Management Systems” 

 

2.3 Data Life Cycle 

According to DAMA-DMBOK (2017), the data life cycle can be defined as the creation, distribution, 

consumption, disposition, and destruction of data within an enterprise or organisation. The 

DAMA-DMBOK (2017) contains the following themes, which we elaborate on below:

 

Source: DAMA -DMBOK(2017,pg 29) 

Figure 3 : Data Lifecycle  

https://uwcscholar.uwc.ac.za/home



 

13 
 

 

2.3.1 Creation/Receipt  

Data creation refers to the data created by the business process or received from an external source. 

2.3.2 Distribution 

Distribution refers to the way the data is distributed to the relevant consumer applications. 

2.3.3 Consumption 

Consumption refers to end-user consumers of the data-usage within an organisation. These are 

primarily used for reporting and analysis by business functions and departments as part of their 

business process and transaction needs. 

2.3.4 Disposition/Archival 

This refers to data that is marked as semi-active (very seldom used) and should be archived. This 

process is aligned to the data retention period as defined by the organisation or follow regulatory 

requirements for different data types. 

2.3.5 Destruction/Retire 

This refers to data elements marked as inactive (no longer relevant) and needs to be 

destroyed/retired. 

2.4 Data Management (DM) 

DAMA-DMBOK (2017) defines data management as the planning, execution, and oversight of 

policies and projects that acquire control, protect, deliver, and enhance the value of data and 

information assets. 

The thesis uses DM to identify the key requirements of the DM paradigm and the consequences of 

not meeting these requirements. The current chapter focuses on the definitions and current 

literature. 

https://uwcscholar.uwc.ac.za/home



 

14 
 

The Data Management framework is as follows: 

 

Source: DAMA-DMBOK (2017,pg 36) 

Figure 4 : Data governance framework  

 

The Data Management facets shown in the figure 4 above will be discussed in more detail in the 

upcoming sections. 

2.4.1  Data Governance 

According to the DAMA-DMBOK (2017), data governance is defined as the exercise of authority and 

control (planning, monitoring, and enforcement) over the management of data assets. All 

organisations make decisions about data, regardless of whether they have a formal data governance 

function. Those that establish a formal data governance program exercise authority and control with 

greater intentionality (Seiner, 2014).The study aims to understand the fundamental concept of data 

governance, with the first step being to comprehend its definition and purpose. Secondly, use the 

information and governance components to identify possible gaps within the current LMS system 

design in order to prevent the online surveillance of staff and students.  
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Figure 5 below illustrates the DAMA DMBOK Data Governance structure, which serves as a 

framework for identifying key concepts and general principles in data governance.

 

Source: DAMA-DMBOK (2017,pg 69) 

Figure 5 : DMBOK Data Governance Structure 

 

2.4.1.1 Goals/Objective 

In DAMA-DMBOK (2017), the overarching goal of data governance is to enable an organisation to 

manage its data as an asset. Data governance (DG) provides the principles, policy, processes, 

framework, metrics, and oversight necessary to manage data as an asset, guiding data management 

activities at all levels. To achieve this overall goal, a DG program must consist of goals and principles 
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from Table 3, which identifies the goals and definitions that enable organisations to manage data 

assets effectively: 

 

Table 3: DG goals and principles 

Goal and Principles  Definitions 

Sustainable The DG programme needs to be ‘sticky’. DG is not a project with a defined end; it is an 
ongoing process that requires organisational commitment. DG necessitates changes in how data is 
managed and used. This does not always mean massive new organisations and upheaval. It does mean 
managing change in a way that is sustainable beyond the initial implementation of any data governance 
component. Sustainable data governance depends on business leadership, sponsorship, and ownership. 

Embedded DG is not an add-on process. DG activities need to be incorporated into development methods 
for software, use of data for analytics, management of master data, and risk management. 

Measured DG done well has positive financial impacts, but demonstrating this impact requires 
understanding of the starting point and planning for measurable improvement. 

Leadership and strategy Successful data governance starts with visionary and committed leadership. 
Data management activities are guided by a data strategy that is itself driven by the enterprise business 
strategy. 

Business-driven Data governance is a business programme, and, as such, must govern IT decisions related 
to data as much as it governs business interaction with data. 

Shared responsibility Across all data management knowledge areas, data governance is a shared 
responsibility between business data stewards and technical data management professionals. 

Multi-layered Data governance occurs at both the enterprise and local levels and often at levels in 
between. 

Framework-based Because data governance activities require coordination across functional areas, the 
DG programme must establish an operating framework that defines accountabilities and interactions. 

Principle-based Guiding principles are the foundation of DG activities, and especially of DG policy. 
Often, organisations develop policy without formal principles – they are trying to solve particular 
problems. Principles can sometimes be reverse-engineered from policy. However, it is best to articulate a 
core set of principles and best practices as part of policy work. Reference to principles can mitigate 
potential resistance. Additional guiding principles will emerge over time within an organisation. Publish 
them in a shared internal environment along with other data governance artefacts. 

Source: DAMA DBMOK (2017,pg 71 to 72)) 
 
 
2.4.1.2 Definition from Literature  

We could not find a standard definition of data governance, as it varies depending on the 

circumstances. Hence, we analysed every definition of data governance in our set of papers and 

used open coding to find common characteristics. The analysis led us to the following definition of 

data governance: “Data governance specifies a cross-functional framework for managing data as a 

strategic enterprise asset. In doing so, data governance specifies decision rights and accountabilities 

for an organisation’s decision-making about its data. Furthermore, data governance formalises data 

policies, standards, and procedures and monitors compliance” (Abraham, Schneider, and Vom 

Brocke, 2019). 

Data governance is defined according to six characteristics (Abraham et al., 2019):  

https://uwcscholar.uwc.ac.za/home



 

17 
 

First, data governance is a cross functional effort. It enables collaboration across functional 

boundaries and data subject areas.  

Second, data governance is a framework which provides structure and formalisation for the 

management of data.  

Third, data governance focuses on data as a strategic enterprise asset. Data is the representation of 

facts in different formats.  

Fourth, data governance specifies decision rights and accountabilities for an organisation’s decision-

making about its data. It determines what decisions need to be made about data, how these 

decisions are made, and who in the organisation has the rights to make these decisions.  

Fifth, data governance develops data policies, standards, and procedures. These artefacts should be 

consistent with the organisation’s strategy and promote desirable behaviour in the use of data.  

Sixth, data governance monitors compliance. It includes the implementation of controls to ensure 

that data policies and standards are followed.  

Several authors have differentiated between data governance and data management in this 

definition. Data governance refers to what decisions must be made and who makes those decisions, 

whereas data management is about making those decisions as part of the day-to-day execution of 

data governance policies (Dyché, Levy, 2006; Hagmann, 2013; Khatri, Brown, 2010; Otto, 2013). 

As per the DAMA DMBOK (2009), data governance is the exercise of authority and control over the 

management of data. It aims at implementing a corporate-wide data agenda (Dyché and Levy, 

2006), maximising the value of data assets in an organisation. While data governance used to be a 

“nice to have” in the past, today it is taking on a higher level of importance in enterprises and 

governmental institutions (Haneem et al., 2019). 

In contrast, in the corporate world context, there have been growing data volumes from diverse 

sources, which cause data inconsistencies that need to be identified and addressed before decisions 

are made based on incorrect data. Companies introduce more self-service reporting and analytics, 

which creates a need for a common understanding of data across the organization. The continuing 

impact of regulatory requirements such as the General Data Protection Regulation (GDPR) increases 

the pressure on companies to have a strong handle on what data is stored, where, and how the data 

is being used. Organisations are forced to overcome their challenges regarding inaccurate and 

incomplete data (Kim and Cho, 2018; Morabi, 2015), fragmented enterprise architecture and legacy 
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systems (Nielsen, Persson, and Madsen, 2018), and compliance issues related to regulations (Khatri 

and Brown, 2010). There are also various mechanisms [structures] that the data governance can be 

divided into, such as: 

Structural governance mechanisms determine reporting structures, governance bodies, and 

accountabilities (Borgman et al). They encompass: 

 roles and responsibilities, and  

  the allocation of decision-making authority.  

The main roles and governance bodies comprise the executive sponsor, data governance leader, 

data owner, data steward, data governance council, data governance office, data producer, and the 

data consumer. The executive sponsor provides strategic direction for business. 

Procedural governance mechanisms aim to ensure that data is recorded accurately, held securely, 

used effectively, and shared appropriately (Borgman et al., 2016). They comprise of the following: 

Data strategy - The data strategy represents a high-level course of action based on strategic 

business objectives. 

Policies - Data policies provide high-level guidelines and rules regarding the creation, acquisition, 

storage, security, quality, and permissible use of data (DAMA International, 2009). 

Standards - Data standards ensure that the data representation and the execution of data-related 

activities are consistent and normalised throughout the organisation (e.g., DAMA International, 

2009). 

Processes - Clear data processes are considered a fundamental element of a successful data 

governance implementation.  

Procedures - Procedures are “the documented methods, techniques, and steps followed to 

accomplish a specific activity or task” (DAMA International,2009). 

Contractual agreements - Data provisioning and data sharing settings require contractual 

agreements between participating internal departments or external organisations. Examples of 

such agreements are service level agreements. 

 Performance measurement - Performance measurement aims at assessing the effectiveness of 

data governance by measuring the level of goal attainment.  
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Compliance monitoring - Compliance monitoring aims at tracking and enforcing conformance with 

regulatory requirements and organisational policies, standards, procedures, and SLAs.  

Issue management - Issue management refers to the identification, management, and resolution of 

data-related issues (DAMA International, 2009). 

Relational governance mechanisms facilitate collaboration between stakeholders (Borgman et al., 

2016). They encompass of the following : 

 Communication, 

 training, and  

 the coordination of decision-making.  

Communication aims to continuously generate awareness for the data governance program among 

stakeholders (Begg & Aira, 2012; Cheong & Chang, 2007; Lomas, 2010; Watson et al., 2004). Creating 

awareness is a crucial step in establishing shared commitment, ensuring buy-in and active 

participation of stakeholders (DAMA International, 2009), and eliminating resistance to required 

changes (EFQM, 2011; Guetat & Dakhli, 2015; Otto, 2012). 

A communication plan can help by determining stakeholders, communication channels, supporting 

tools, and initiatives to retain commitment (Al-Ruithe et al., 2018a; EFQM, 2011; NASCIO, 2008; 

Thomas, 2006). Training programs ensure that stakeholders have the necessary knowledge and 

qualifications to support the implementation of data governance (EFQM, 2011; Tallon, Short, and 

Harkins, 2013). In addition, continuous training helps them act according to data policies, processes, 

and procedures (Alhassan et al., 2019; Randhawa, 2019). One can conduct training through various 

methods such as computer-based training, classroom training, job-specific and project-related 

training, and one-on-one coaching (Cave, 2017; Watson et al., 2004). Communication and training 

facilitate the creation of an organisational culture that values data assets (Informatica, 2012). 

The coordination of decision-making refers to the methods used to ensure alignment across various 

functions. The hierarchical (or vertical) approach is characterised by a pyramid-like structure with 

decision-making authority located at the top level. The main elements of the hierarchical approach 

include steering and control (Hagmann, 2013; Kooper et al., 2011). The cooperative (or horizontal) 

approach makes use of collaborative behavior to clarify differences and solve problems (Wende & 

Otto, 2007). It utilizes formal coordination mechanisms, such as working groups, committees, task 

forces, and integrator roles, but also informal coordination mechanisms, such as interdepartmental 

events, performance reviews across business units, and job rotation (Bruhn, 2014; Borgman et al., 
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2016; Tallon et al., 2014; Weber et al., 2009). Figure 6 below provides a visionary representation of 

a data governance framework that will be used as the basis for creating a theoretical framework 

within the thesis. 

(Source : Abraham, R., Schneider, J. and Vom Brocke, J., 2019. Data governance: A conceptual framework, structured review, and 
research agenda. International Journal of Information Management, 49, pp.424-438) 

Figure 6: Data management flow diagram 

 

2.4.2 Data Architecture 

According to the DAMA-DMBOK (2017), data architecture management (DA) is identifying the data 

needs of the enterprise (regardless of structure) and designing and maintaining the master 

blueprints to meet those needs, using master blueprints to guide data integration, control data 

assets, and align data investments with business strategy. 

The rationale of the study was to identify the basic concept of data architecture, by which the first 

step would be to understand the definition of DA and its purpose. Secondly, use the information 

and architecture components to identify possible gaps within the current LMS design in order to 

prevent the online surveillance of staff and students. 

2.4.2.1 Goals/Objective 

According to DMBOK (2017), the goal of data architecture is to identify data storage and processing 

requirements, then design structures and plans to meet the current and long-term data 

requirements of enterprises, and finally strategically prepare organizations to quickly evolve their 

products, services, and data to take advantage of business opportunities inherent in emerging 

technologies. 

To research these goals, the data architecture is defined and maintains the following specifications: 

 Define the current state of data in the organisation 

 Provide a standard business vocabulary for data and components 

 Align data architecture with enterprise strategy and business architecture 

 Express strategic data requirements 

 Outline high-level integrated designs to meet these requirements 

 Integrate with overall enterprise architecture roadmap 
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2.4.2.2 Definitions from Literature   

According to Sicari et al. (2016), the one architecture that can be used is the NOS. NOS stands for 

NetwOrked Smart Objects. This is an integrated solution in existing IoT middleware. NOS are 

conceived as computationally powerful devices connected to create a distributed processing and 

storage layer able to process the data acquired from large-scale IoT deployments close to the actual 

data sources. NOS collects the data generated by nearby IoT devices, processes them, and finally 

transmits the processed data on a publish/subscribe broker. It provides interfaces for the interaction 

with the sources and with the users. In fact, the architecture collects input data from various sources 

(E-Nodes), represented by heterogeneous devices such as wireless sensor networks, RFID, NFC, 

actuators, and social networks. Starting from the sources, the architecture offers a service for 

registering them using HTTP protocols. Registered sources are associated with an identifier and, 

optionally, with a geographical position and/or an encryption scheme, including the proper keys for 

interactions with NOS. For each incoming data NOS, extract the following information:  

 The data source, which describes the type of node (i.e., the identifier in case of a registered 

source); 

  The communication mode, that is the way in which the data is transmitted (e.g., discrete or 

streaming communication);  

 The data schema, which represents the type (e.g., number, text) and the format of the 

transmitted data;  

 The metadata describing the data content; 

 A timestamp describing when the data was received by NOS. The HTTP communication 

protocol is also used among NOS and the data sources for the data transmission. Since 

received data is highly heterogeneous, it is stored in the raw data repository and, 

periodically, they are processed by the Data Normalisation and Analyser modules. 

2.4.3 Data Modelling and Design   

The DAMA-DMBOK (2017) defines data modelling as the process of identifying, analyzing, and 

scoping data requirements, followed by their precise representation and communication in a form 

known as the data model. This process is iterative and may include a conceptual, logical, and physical 

model. 

The rationale of the study was to identify the basic concept of data modelling and design (DMD). 

The first step involved understanding the definition of DMD and its purpose. Secondly, we used the 

information and DMD components to identify potential gaps in the current LMS design, with the 
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aim of preventing online surveillance of staff and students. Finally, we identified potential design 

requirements for a future LMS. 

2.4.3.1 Goals/Objective 

According to the DMBOK (2017), the goal of this is to confirm and document an understanding of 

different perspectives, which leads to applications that more closely align with current and future 

business requirements and creates a foundation to successfully complete broad-scoped initiatives 

such as master data management and data governance programs. 

2.4.3.2 Definitions from Literature   

Organisations and their personnel define, apply, and monitor patterns of rules and authorities for 

directing the proper functioning of, and ensuring the accountability for, the entire life-cycle of data 

and algorithms within and across organizations. This process is known as data development 

(DMBOK, 2017). Data governance can help mitigate the issues of transparency, accountability, 

fairness, discrimination, and trust. Available approaches to data governance can be based on clear 

organisational structures, responsibilities, and accountabilities; planning and control cycles; and 

risks. The latter is particularly relevant. BDAS has the potential to violate privacy, use data for 

unwanted purposes, allow bias or discrimination in data to inform algorithmic decisions, and make 

incorrect decisions, among other risks. 

Although greater transparency in the inner workings of algorithms is necessary, it is insufficient for 

effective oversight. For that, system-level governance is needed. Organisations and their personnel 

need to work in concert to ensure effective data governance. Apart from socio-technical measures 

focused on controls and safeguards, an organisational culture that promotes awareness of the 

ethical value of data and algorithms is part of data governance (Janssen et al., 2020). Proper data 

modelling leads to lower support costs and increases the reusability opportunities for future 

initiatives, thereby reducing the costs of building new applications. Data models are an important 

form of metadata. 

2.4.4 Data Storage and Operations    

According to DAMA-DMBOK (2017), data storage and operations are defined by the design, 

implementation, and support of stored data to maximize value. 

The rationale of the study was to identify the concept of data storage and operations (DSO), in which 

the first step would be to understand the definition of data storage and operations and its purpose. 

Secondly, use the information and DSO components to identify possible gaps within the current LMS 
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design in order to prevent the online surveillance of staff and students. Also, you propose possible 

design principles to combat the identified gaps. 

2.4.4.1 Goals/Objective 

According to the DAMA-DMBOK (2017), the first goal of data storage and operations is the managed 

availability of data throughout its data lifecycle. The second goal is to protect and ensure the 

integrity of structured data assets. The third goal is to optimise database transactions' performance. 

2.4.4.2 Literature   

One organisation or department should manage data from an operational perspective, and other 

organisations or departments should use it. When collecting data, data stewards should follow the 

principle of collecting data at the source (Hammer, 1990) and separating sensitive and non-sensitive 

data (Janssen et al., 2017). According to the European Commission (2017), a base registry, where 

one organisation is responsible and accountable for the collection, use, updating, and preservation 

of information, can store the data. 

2.4.5 Data Security  

According to DAMA-DMBOK (2017), data security is the definition, planning, development, and 

execution of security policies and procedures to ensure proper authentication, authorization, 

access, and auditing of data and information assets. 

The study's rationale was to identify the concept of data security (DS). The first step involved 

understanding the definition of DS and its purpose. Secondly, we used information and data security 

components to identify potential gaps within the current LMS design. This was done to prevent 

online surveillance of staff and students. We will discuss the proposed new design principles in 

Chapters 4 and 5, which will address the identified data security requirements. 

2.4.5.1 Goals/Objective 

According to the DMBOK (2017), the first goal of data security is to enable appropriate and prevent 

inappropriate access and change to data assets. The second goal is to meet regulatory requirements 

such as POPIA (Protect of Personal Information Act). Ensuring the privacy and confidentiality needs 

of all stakeholders is the third goal. With reference to Table 4, we can identify the key stakeholders 

who have a role in data security within an organisation. 
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Table 4: Data security management - Role players and inputs 

Item Inputs Suppliers Participants  Tools Consumers 

Role 

players 

• Business 

Goals 

• Business 

Strategy 

• Business 

Rules and 

process 

• Data Strategy 

and privacy 

issues 

• IT policy and 

standards. 

• Data Stewards 

• IT Steering 

committee 

• Government  

• Customers 

• Data Steward 

council 

• Data Stewards 

• DSA 

• Database 

Administrators 

• BI Analyst  

• Data Architecture  

• DM Leader 

• HD Analyst 

•  DM Systems 

• BI tools 

• Application 

Framework 

• Change control 

Systems 

• Identify 

Management 

Technologies  

• Data Producer 

• Knowledge 

Workers 

• Managers 

• Executives 

• Customers 

• Data 

Professionals 

Source: DMBOK, 2009,PG 152 

2.4.5.2 Literature   

 According to Janssen et al. (2020), the foundation of data governance is responsible data collection. 

Collecting sensitive data such as gender, race, residential address, health status, or political 

preference can lead to its misuse or abuse. However, there are numerous situations where 

collecting and sharing sensitive data is necessary for transparency, fraud detection, service 

improvements, or better decision-making. Once collected, it is crucial to secure such data to prevent 

any misuse or abuse. The ownership of data is often challenging to establish, and multiple persons 

might claim the rights to it. Furthermore, in legal terms, it is more natural to own tangible goods 

rather than intangible ones like data, which are open to unlimited sharing. When it comes to data, 

people prefer the concept of stewardship over ownership. It draws attention to the provision of 

trusted and authentic data, to responsible data use and sharing, and to the presence of multiple 

stewards taking care of similar data. Teamwork divides responsibilities and expertise among 

members who can manage data on behalf of others in data stewardship. Data stewards should 

ensure responsible information sharing. 

Plotkin (2013) writes about and views data stewardship as a way to formalize account abilities for 

managing information resources on behalf of and in the best interests of others. 

Dawes (2010) has formulated the stewardship and usefulness principles for information sharing: 

stewardship should assure data quality, validity, and security; manage risks; manage and preserve 

data; and make public officials and organisations responsible for handling information with care and 

integrity. Others emphasize that stewards are also responsible for information security (Cuganesan, 
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Hart, & Steele, 2017). The principle of usefulness should guarantee the use of data for innovation, 

specifically in the context of BDAS. Dawes (2010) further argued that stewardship and usefulness 

are complementary principles and should guide information-based transparency. 

On the other hand, it can be challenging to achieve both the usefulness of information and effective 

stewardship over it (Cuganesan et al., 2017). The stewardship principle might deal with information 

sharing risks by withholding that information and thus reducing transparency and accountability. 

The other way around, the usefulness principles could result in data protection being violated by 

data stewards. Policies, incentives, and sanctions, when necessary, structurally exercise data 

governance to foster an organisational culture that treats data as an asset and rewards or sanctions 

behaviours that either support or violate this treatment. Data governance includes: 

Standardizing data involves creating metadata to facilitate the integration of datasets and ensure 

consistent interpretation, assigning relevant procedures and decision authorities to ensure data 

stewardship and quality, monitoring data usage by conducting risk assessments before using data 

to make consequential decisions, and monitoring such systems as part of the data life-cycle. 

Risk classifications characterize the sensitivity of the data and the probability of its potential 

exploitation for malicious purposes. We use classifications to determine who, or in which roles, can 

access the data. The highest security classification of any data within a user entitlement determines 

the security classification of the entire aggregate. Example classifications include 

 According to Janssen et al. (2020) ,the foundation of data governance is responsible data collection. 

If sensitive data, like gender, race, residential address, health status or political preference, is 

collected, then it can be misused or abused. Nevertheless, there are numerous situations where 

sensitive data must be collected and shared for the sake of transparency, fraud detection, service 

improvements, or better decisions. Such data, once collected, must be secured to guard against 

misuse or abuse. The ownership of data is often challenging to establish, and multiple persons might 

claim the rights to it. Furthermore, in law, tangible goods are more natural to own than intangible 

ones, like data which can be shared without limits. In the case of data, the notion of stewardship is 

preferred over ownership. It draws attention to the provision of trusted and authentic data, to 

responsible data use and sharing, and to the presence of multiple stewards taking care of similar 

data. Data stewardship is a team effort where responsibilities and expertise are divided among 

members who can manage data on behalf of others. Data stewards should ensure responsible 

information sharing.  
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Plotkin (2013) writes and views data stewardship as a way to formalise account abilities for 

managing information resources on behalf of and in the best interest of others. 

 Dawes (2010) has formulated the stewardship and usefulness principles for information sharing: 

stewardship should assure data quality, validity and security; manage risks; manage and preserve 

data; and make public officials and organisations responsible for handling information with care and 

integrity. Others emphasise that stewards are also responsible for information security (Cuganesan, 

Hart and Steele, 2017). The usefulness principle should ensure that data can be used for innovation; 

in particular for BDAS. Dawes (2010) further argued that stewardship and usefulness are 

complementary principles and should guide information-based transparency. 

 In contrast, achieving both information usefulness and effective stewardship over information can 

be competing (Cuganesan et al., 2017). The stewardship principle might deal with information 

sharing risks by withholding that information and thus reducing transparency and accountability.  

The other way around, the usefulness principles could result in data protection being violated by 

data stewards.  Structurally, data governance is exercised through policies, incentives and sanctions, 

as needed to create an organisational culture where data is treated as an asset, and behaviour that 

supports or violates this treatment is rewarded or sanctioned respectively. Data governance 

includes:  

Standardising data – creating metadata to be able to integrate datasets and ensure the same 

interpretation of data; allocating relevant procedures and decision authorities to ensure data 

stewardship and data quality; monitoring data usage by ensuring risk assessment before using data 

to carry out consequential decisions; and monitoring such systems as part of the data life-cycle. 

Risk classifications describe the sensitivity of the data and the likelihood that it might be sought after 

for malicious purposes. Classifications are used to determine who (i.e., people in which roles) can 

access the data. The highest security classification of any data within a user entitlement determines 

the security classification of the entire aggregation. Example classifications include: 

 Critical Risk Data (CRD): Personal information aggressively sought for unauthorised use by both 

internal and external parties due to its high direct financial value. Compromise of CRD would not 

only harm individuals, but would result in financial harm to the company from significant 

penalties, costs to retain customers and employees, as well as harm to brand and reputation. 

 High Risk Data (HRD): HRD is actively sought for unauthorised use due to its potential direct 

financial value. HRD provides the company with a competitive edge. If compromised, it could 
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expose the company to financial harm through loss of opportunity. Loss of HRD can cause 

mistrust leading to the loss of business and may result in legal exposure, regulatory fines and 

penalties, as well as damage to brand and reputation. 

 Moderate Risk Data (MRD): Company information that has little tangible value to unauthorised 

parties; however, the unauthorised use of this non-public information would likely have a 

negative effect on the company. 

2.4.6 Data Integration and Interoperability  

According to DAMA-DMBOK (2017), data integration and interoperability (DII) involves managing 

the movement and consolidation of data within and between applications and organisations. 

The study's rationale was to identify the concept of DII, with the first step being to understand its 

definition and purpose. Secondly, we will use the information and DII components to identify 

potential gaps within the current LMS design, with the aim of preventing online surveillance of 

students. This will identify the key requirements needed to prevent data misuse. 

2.4.6.1 Goals/Objective 

The first goal of DII is to provide data securely with regulatory compliance in the format and 

timeframe needed. The second goal is to lower the cost and complexity of managing solutions by 

developing shared models and interfaces. The third goal is to identify meaningful events and 

automatically trigger alerts and actions, and the final goal is to support business intelligence, 

analytics, master data management, and operational efficiency efforts. 

2.4.6.2 Literature   

Central to all areas in data integration and interoperability is the basic process of Extract, Transform, 

and Load (ETL). Whether executed physically or virtually, in batches or real-time, these are the 

essential steps in moving data around and between applications and organisations. Depending on 

data integration requirements, ETL can be performed as a periodically scheduled event (batch) or 

whenever new or updated data is available (real-time or event-driven). Operational data processing 

tends to be real-time or near real-time, while data needed for analysis or reporting is often 

scheduled in batch jobs. 

Data integration requirements also determine whether the extracted and transformed data is 

physically stored in staging structures. Physical staging allows for an audit trail of steps that have 

occurred with the data and potential process restarts from an intermediate point. However, staging 

structures take up disk space and take time to write and read. Data integration needs that require 
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very low latency will usually not include a physical staging of the intermediate data integration 

results. 

2.4.7 Document and Content Management  

According to the DAMA-DMBOK (2017), document and content management (DCM) is planning, 

implementation, and control activities for the lifecycle management of data and information found 

in any form or medium. 

The study's rationale was to identify the concept of DCM, with the first step being to understand its 

definition and purpose. Secondly, we will use the information and DCM components to identify 

potential gaps in the current LMS system design, with the aim of preventing online surveillance of 

staff and students. This will identify the key requirements needed to prevent data misuse. 

2.4.7.1 Goals/Objective 

The goals of document and content management are to comply with legal obligations and customer 

expectations regarding record management. The goal is to guarantee the efficient and effective 

storage, retrieval, and utilization of documents and content, while also fostering the integration of 

structured and unstructured content. 

2.4.7.2 Literature   

 

Boiko (2005) defines content management as the amalgamation of information architecture, 

business management, software and network engineering, content creation, and publication 

development. The main actors are business managers, information architects, engineers, and 

content creators. Business managers are responsible for assembling teams and initiating initiatives 

that contribute to strategy development. Information architecture establishes the necessary 

structures and methods to ensure the production, retrieval, and utilization of documents and 

contents. The engineers build the machines that make content management possible on the scale 

that the whole organisation requires. The content creators generate information in a manner that 

enables its delivery in diverse forms. The process of collecting and managing content involves 

creating information from existing sources and converting it into a master's format for storage in 

the repository. After achieving this, you can integrate the information/data into the system through 

editing, chunk segmentation, and the addition of relevant metadata. 
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To manage this, create a repository with databases, records, documents, and/or files that contain 

content components and administrative data. 

Another aspect to consider is the taxonomy of the communication and content strategy. Taxonomy 

is an umbrella term referring to any classification or controlled vocabulary. The best-known example 

of taxonomy is the classification system for all living things developed by the Swedish biologist 

Linnaeus. In content management, a taxonomy serves as a naming structure, incorporating a 

controlled vocabulary, to outline topics and facilitate navigation and search functions. Taxonomies 

help reduce ambiguity and control synonyms. A hierarchical taxonomy may contain different types 

of parent/child relationships useful for both indexers and searchers. Such taxonomies are used to 

create drill-down type interfaces. Taxonomies can have different structures: 

 A flat taxonomy has no relationships among the set of controlled categories. All the categories 

are equal. This can be compared to a list, such as a list of nations. 

 A rule links nodes in a hierarchical taxonomy, forming a tree structure. A hierarchy has at least 

two levels and is bidirectional. Moving up the hierarchy expands the category; moving down 

refines it. 

 A polyhierarchical structure is a tree-like structure with more than one node relation rule. Child 

nodes may have multiple parents. Those parents may also share grandparents. As a result, 

traversal paths can become complex, necessitating caution to prevent potentially invalid 

traversals: ascending the tree from a node associated with the parent but not with one of the 

grandparents. A facet taxonomy may provide a better solution for complex polyhierarchical 

structures. 

 A facet taxonomy resembles a star, with each node connected to the central node. Facets are 

attributes of the object at its center. An example is metadata, where each attribute (creator, 

title, access rights, keywords, version, etc.) is a facet of a content object. 

 A network taxonomy uses both hierarchical and facet structures. Any two nodes in network 

taxonomy establish linkages based on their associations. 

 Document management encompasses the processes, techniques, and technologies for 

controlling and organising documents and records throughout their lifecycle. It includes storage, 

inventory, and control for both electronic and paper documents. More than 90% of the 

documents created today are electronic. Despite the increasing use of paperless documents, the 

world remains replete with historical paper records. Documents, records, and other 
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unstructured content represent a risk to an organisation. Managing this risk and getting value 

from this information both require governance. Drivers include: 

 Legal and regulatory compliance 

 Defensible disposition of records 

 Proactive preparation for e-discovery 

 Security of sensitive information 

 Management of risk areas such as email and Big Data 

2.4.8 Reference and Master Data  

Master data management (MDM) means managing shared data to meet organisational goals, 

reduce risks associated with data redundancy, ensure higher quality, and reduce the costs of data 

integration (DAMA-DMBOK, 2017). 

The study's rationale was to identify the concept of MDM, with the first step being to understand 

its definition and purpose. Secondly, use the information and MDM components to identify possible 

gaps within the current LMS system design in order to prevent the online surveillance of staff and 

students. This will identify the key requirements needed to prevent data misuse. 

2.4.8.1 Goals/Objective 

According to DMBOK (2017), the first goal of master data management (MDM) is to enable the 

sharing of information assets across business domains and applications within an organisation. The 

second goal is to provide authoritative sources of reconciled and quality-assessed master and 

reference data. The third goal is lower cost and complexity through use of standards, common data 

models, and integration patterns. 

2.4.8.2 Literature   

Borris (2012) asserts that the nature of master data, which refers to business objects used across 

the company, necessitates the organization of MDM as a central or corporate function. Roles such 

as ‘data stewards’ and ‘data owners’ have been introduced to ensure ‘data governance’ within the 

organisation (Khatri and Brown, 2010; Loshin, 2008; Weber, Otto, and Österle, 2009). While data 

stewards are concerned with ensuring the quality of a certain master data class, data owners have 

decision-making rights with regard to business requirements, use, and definition of master data 

(DAMA, 2008; Loshin, 2008). In their 2007 metaphor, Bitterer and Newman compared the data 

owner to "a king who owns the land but does not do anything with it, apart from riding horses on 

the land," and the data steward to "a farmer who takes care of the land by growing crops, watering 
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plants, ploughing fields, and so on." The business driver for master data management aids in data 

governance by pinpointing crucial factors, as illustrated in figure 5 below.: 

Table 5: Business drivers  

Business Driver  Data Management 

Principles 

 

Driver Definitions 

Meeting organisational data requirements Master data management Multiple areas within an organisation need access to the 

same data sets, with the confidence that the data sets 

are complete, current, and consistent. Master data 

often forms the basis of these data sets (e.g., 

determining whether an analysis includes all customers 

depends on having a consistently applied definition of a 

customer). 

Managing data quality Master data management Data inconsistencies, quality issues, and gaps lead to 

incorrect decisions or lost opportunities; master data 

management reduces these risks by enabling a 

consistent representation of the entities critical to the 

organisation 

Managing the costs of data integration Master data management The cost of integrating new data sources into an already 

complex environment are higher in the absence of 

master data, which reduces variation in how critical 

entities are defined and identified. 

Reducing risk Master data management Master data can enable simplification of data sharing 

architecture to reduce costs and risks associated with a 

complex environment. 

Reducing risk Reference data Reduce the risks and costs of data integration through 

use of consistent reference data 

Managing data quality Reference data Manage the quality of reference data 

Source: DMBOK 2017,pg349-350 
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2.4.9 Data Warehousing and Business Intelligence Management 

The DAMA-DMBOK (2017) defines data warehousing and business intelligence (BI) management as 

the planning, implementing, and controlling processes that provide decision support data and 

support knowledge workers engaged in reporting queries and analysis. 

The study's rationale was to identify the concept of data warehousing and business intelligence 

management, with the first step being to understand its definition and purpose. Secondly, we will 

use the information and components to identify potential gaps in the current LMS design, with the 

aim of preventing online surveillance of staff and students. This will identify the key requirements 

needed to prevent data misuse. 

2.4.9.1 Goals/Objective 

According to the DMBOK (2017), the first goal is to support and enable effective business analysis 

and decision-making by knowledge workers. The second goal is to build and maintain the 

environment/infrastructure to support business intelligence activity, specifically leveraging all the 

other data management funding to cost effectively deliver consistent integrated data for all BI 

activity. 

2.4.9.2 Literature   

 

Rikhardsson and Yigitbasioglu (2018) indicated in their article that business intelligence and 

analytics (BI&A) technologies support decision-making by facilitating data collection, analysis, and 

information delivery. Some literature has focused on the management of business intelligence (BI), 

and Sabherwal and Becerra-Fernandez (2013) have identified three broad categories for BI 

management. 

 enhancing the quality of the infrastructure 

 developing the structure needed for management of BI and 

 establishing and appropriate process for day-to-day management of BI. 

The data infrastructure assists with the success of BI and depends, to a considerable extent, on the 

data available within the organization. Data quality is considered the most important technical 

factor for BI (Howson, 2008). Therefore, the data warehouse houses the organisation's data, 

including that provided by transactional systems and enterprise resource planning systems. Data 

warehousing is considered a prerequisite for BI since it helps the organisation obtain value from its 
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data sources by preparing and storing enterprise data in a repository designed to support decision-

making. The data warehouse efficiently stores data and information for use in the BI process. 

2.4.10 Meta-data Management  

According to the DAMA-DMBOK (2017), meta-data management is the planning implementation 

and control activities to enable easy access to high quality, integrated meta-data. Meta-data 

management deals with managing the semantics and context of the data from a business, technical, 

and operational perspective. The primary purpose of meta-data management is to provide context 

and understanding for enterprise data as it moves through the data supply chain from data source 

to information delivery and consumption. 

The rationale of the study was to identify the concept of meta-data management by which the first 

step would be to understanding the definition   and its purpose. Secondly, use the information 

and   components to identify possible gaps within the current LMS design in order to prevent the 

online surveillance of staff and students. This will identify the key requirements needed to prevent 

misuse of data. 

2.4.10.1 Goals/Objective 

The goal of meta-data management is to provide an organizational understanding of terms and 

usage. The second goal is to integrate metadata from diverse sources. The third goal is to provide 

easy, integrated access to meta-data and ensure its quality and security (DMBOK, 2017). 

2.4.10.2 Literature   

According to Allen and Cervo (2015), meta-data management involves a connected set of processes, 

roles, and rules involving data modelling, data governance, and metadata administration. Data 

governance-driven policies and standards should guide the handling and maintenance of meta-data 

throughout the data life cycle. Governance policies and the governance teams should set the scope 

and priorities for the control of metadata. We previously noted that the priorities for meta-data 

management should closely align with the quality control priorities for MDM, especially in relation 

to the most critical data element defined within each domain. The authors also suggest dividing 

meta-data management into business, technical, and operational areas. The elusive enterprise 

business glossary is the foundation of the business metadata. This is where the entire data set of 

business definitions resides. Imagine having a single repository with all business terms clearly 

explained. 

https://uwcscholar.uwc.ac.za/home



 

34 
 

Loshin (2013) describes meta-data management as probably one of the most critical tasks 

associated with a successful BI program, for a number of reasons, including these: 

Metadata encapsulates the conceptual, logical, and physical information required to transform 

disparate data sets into a coherent set of models for analysis. It captures data warehousing and BI 

data structure. The recording of operational metadata provides a road map for deriving an 

information audit trail. The analyst can segregate the different meanings associated with source 

data through meta-data management processes, which also offer methods to ensure coherence 

once the data is available for reporting and analytics. Data warehouses, whose historical data spans 

large periods of time, require us to capture differences associated with data manipulation over time, 

along with the corresponding business rules. Metadata provides the means for tracing the evolution 

of information as a way to validate and verify results derived from an analytical process. 

Metadata assists in representing information consistently, streamlining workflow capabilities, and 

protecting sensitive information, particularly when regulatory compliance is required. Poorly 

managed meta-data can result in redundant data and data management processes, as well as 

duplicated dictionaries, repositories, and other meta-data storage. This can lead to inconsistent 

definitions of data elements and risks associated with data misuse. Competing and conflicting 

sources and versions of meta-data reduce the confidence of data consumers and ultimately raise 

doubt about the reliability of metadata and data (DAMA, 2017). 
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2.4.11 Data Quality  

 

Data quality is the planning, implementation, and control activities that apply quality management 

techniques to measure, assess, improve, and ensure the fitness of information for use (DAMA, 

2017). There are nine data quality dimensions outlined in the DAMA DMBOK (2009). 

The study's rationale was to identify the concept of data quality management, with the first step 

being to understand its definition and purpose. Secondly, we will use the provided information and 

components to identify potential gaps in the current LMS design, with the aim of preventing online 

surveillance of staff and students. This will identify the key requirements needed to prevent data 

misuse. In Table 6, we identify the key data quality dimensions and classify each definition in order 

to get a clear understanding of the concepts. 

Table 6: Data quality dimensions and definitions 

 

Dimensions 

Definitions 

Accuracy  Data accuracy refers to the degree correctly represent the “real life” entities they model. In many cases measures 

accuracy by how the values agree with identifies reference source of correction information. Such as comparing values 

against a database of records or a similar corroborative set of data values from another table, checking against 

dynamically computed values, or perhaps applying a manual process to check value accuracy. 

Completeness  One expectation of completeness indicates that certain attributes always have signed values within a data set and all 

appropriate rows in a dataset are present. 

Consistency  Consistency means data across all systems reflects the same information and are in synch with each other across the 

enterprise 

Timeliness Timeliness refers to the time expectation from accessibility and availability of information  

Uniqueness  Essentially, uniqueness states that no entity exists more than once within a dataset, this assist with level of control of 

redundancy within data set. 

Validity  Validity refers to whether data instances are stored, exchanged or presented in a format that is consistent with 

domain of values, as well as consistent with other similar attribute values.  

Privacy  Privacy refers to the need for access control and usage monitoring, some data elements require limits of usage of 

access  

Reasonableness Use reasonableness to consider consistency expectations relevant within a specific context. 
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Referral 

integrity  

Referral integrity is the condition that exist when all intended references from data in one column of a table to data 

in another column of the same or different table is valid. 

Source: Junior Muka (2018), Lecture notes ,”Data Quality Management “ 

 

2.4.11.1 Goals/Objective 

The goal of data quality management (DQM) is to help develop a governed approach to make data 

fit for purpose based on data consumers’ requirements. The second goal of DQM is to define 

standards, requirements, and specifications for data quality controls as part of the data lifecycle. 

The third goal of DQM is to define and implement processes to measure, monitor, and report on 

data quality levels. The final objective is to identify and advocate for opportunities to improve the 

quality of data through process and system improvements. 

2.4.11.2 Literature   

Data consistency and data completeness are two central dimensions of data quality (Garvin, 1988; 

Huang, Lee, and Wang, 1999). Various applications and systems within a company or between 

companies, such as the supply chain, rely on data consistency to maintain uniformity as it moves 

across the network. Data completeness refers to the degree to which all data necessary for current 

and future business activities are available in the firm’s data repository. Key data quality 

dimensions—data consistency and completeness—are vital conditions of a firm’s IT infrastructure, 

a major business resource and a key asset necessary to attain long-term competitive advantages 

(Keen, 1991; Bharadwaj, 2000). 

Companies and institutions can use data to identify trends and possible improvements, but when 

data inconsistency or incompleteness becomes a problem due to intentional or accidental faults 

such as flawed system design, data input errors, and the subjective judgment of the data operator, 

the situation can turn negative (Strong, Lee, and Wang, 1997). This can lead to the 

institution/company making decisions that can create business damages due to missing and 

inconsistent data, and this makes it virtually impossible to restore the data quality. This undoubtedly 

discourages data-driven decision-making. 

The drive and goal for high DQM is to increase the value of organizational data and the opportunities 

to use it, reduce the risks and costs associated with poor quality data, improve organizational 

efficiency and productivity, and protect and enhance the organization’s reputation. 

 . 
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2.5 System Design (SD) 

2.5.1 Definition  

According to the SEBOK, which stands for the System Engineering Body of Knowledge, the intent of 

the system design is defined as a supplement to the system architecture by providing information 

and data useful and necessary for implementation of the system elements. 

System design encompasses activities aimed at conceiving a set of system elements that address a 

specific, intended purpose, utilizing principles and concepts. It also involves assessments and 

decisions to choose system elements that comprise the system, align with the system's architecture, 

and adhere to trade-off system requirements. It is the complete set of detailed models, properties, 

and/or characteristics described in a form suitable for implementation (SEBOK, 2022). 

A definition of ‘design’ is the process of developing, expressing, documenting, and communicating 

the realisation of the architecture of the system through a complete set of design characteristics 

described in a form suitable for the many platform design components or characteristics that can 

be used in the system design process (SEBOK, 2022). 

The main design platform and characteristics I will be focusing on are from Van Alstyn and Choudary 

(2016), who identify four main characteristics. Figure 7 below illustrates these characteristics: 1) 

producers, 2) consumers, 3) providers, and 4) owners. 

  

Source: Van Alstyne, M.W., Parker, G.G. and Choudary, S.P., 2016. Pipelines, platforms, and the new rules of strategy. Harvard business 

review, 94(4), pp.54-62. 

Figure 7: System design characteristics  
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2.5.2  Producers 

Producers create their offerings, and consumers use them. Some platforms encourage producers to 

create high-value offerings on them by establishing a policy of “permission less innovation." They 

let producers invent things for the platform without approval but guarantee the producers will share 

in the value created. 

2.5.3 Consumers 

Consumers use those offerings provided by the producers of the platform. 

2.5.4  Providers 

Providers serve as the platforms’ interface with users. 

2.5.5  Owner 

The owners of platforms control their intellectual property and governance. Platforms consist of 

rules and architecture. Their owners need to decide how open they should both be. An open 

architecture allows players to access platform resources, such as app developer tools, and create 

new sources of value. Open governance allows players other than the owner to shape the rules of 

trade and reward sharing on the platform. Regardless of who sets the rules, a fair reward system is 

key. 

The rationale of the study was to identify the concept of system design principles, by which the first 

step would be to understand the definition and its purpose. Secondly, use the information and 

components to identify possible gaps within the current LMS design in order to prevent the online 

surveillance of staff and students. This will identify the key requirements that are needed in the 

system design process when designing LMS.
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2.5.6  System Design Framework 

The system design framework identifies design principles that can be identified in the process of 

creating a new system, which plays a role in understanding the organisation's needs and creating a 

structure to realise these needs. 

From Figure 8, which illustrates the process in which a designer needs to follow in order to 

implement a system within an organisation 

 
Source:  Van Aken 2005 ,pg 383 
 Figure 8: System design framework flow  

                                         

2.5.6.1  Object design 

The design structure is the planning part and specifies the various steps or sub-processes of the 

design process and their sequence and timing. The role structure is the organising part; it specifies 

the actors and their roles in the design process (Van Aken, 2005). A crucial development in design 

was the separation of the design of an artefact from its realisation. The designer created a 

representation of the artefact, typically through drawings, and then transferred this representation, 

or the object design, to a workshop or a contractor for implementation. This allowed for the 

professionalisation of object design through the training and specialisation of designers, as well as 

the development of object knowledge, which includes knowledge about the properties and 

behaviour of the artefact (Van Aken, 2005). 
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2.5.6.2 Realisation design 

Two essentially different human action systems drive the process of creating artefacts: one 

produces designs, while the other produces the artefacts based on those designs. The first operates 

in the essentially immaterial world of knowledge, texts, drawings, and the like, and the second in 

the material world of physical processes, producing physical artefacts (Van Aken, 2005). So, after 

the object design has been made, the artefact in question has to be realised through a physical 

process, like a building or a production process (Van Aken, 2005). Usually the people realising the 

object-design have a certain but usually limited realisation freedom, i.e., the object-design does not 

specify each and every detail of the entity to be realised. 

2.5.6.3 Process design 

One can also view this approach to process design as a form of evolutionary design within the 

discipline. Van Aken (2005) argues that the process design has many models. The model we will use 

consists of six stages: three for decomposing the overall problem into sub-problems, clarifying 

objectives, establishing functions, and setting requirements; and three for synthesising the overall 

solution, generating alternatives, evaluating alternatives, and improving details. As we will see, this 

may be related to the fact that in object and realisation design one designs respective material 

objects and processes with strong material elements, while in process design one designs human 

action systems, which are of a fundamentally different nature. 

The study's rationale was to identify system design frameworks, with the first step being to 

understand their definition and purpose. Secondly, use the information and components to identify 

possible gaps within the current LMS design in order to prevent the online surveillance of staff and 

students. The study will look to develop a framework for future system designers in the higher 

education environment. 
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2.5.6.4  Link between Data Governance and System Design  

The conceptual framework depicts the related information to structured themes and categories. It 

also gives the analysis on how the research question and sub-questions can be answered in a 

concise manner. 

Table 7: Governance vs system design  

Data governance (Abraham et al., 2016) System design (Van Aken, 2005) 

Structural Process design 

Procedural Object design 

Relational Realisation design 

 

According to Abraham (2019) and based on previous work from literature on information 

technology governance (De Haes and Van Grembergen, 2005; De Haes and Van Grembergen, 2009; 

Peterson, 2004; Weill & Ross, 2005),"the framework organises the concepts and the constructs in a 

consistent way, making it easier to communicate the conceptualisation to others. These frameworks 

are a conceptual apparatus (a complex structure) and a matrix of terminology (Botha, 1989). 

Procedural governance mechanisms strive to guarantee the accurate recording, secure storage, 

effective use, and appropriate sharing of data (Borgman et al., 2016). 

 

Relational mechanisms be defined as the communication and intersection between the structural 

and procedural; these include items as communication between the data structure and data owners 

and the training and upskilling of staff to become various data stakeholders (Borgman et al., 2016). 

We will discuss the relational and integration aspects of the framework in detail in chapter 3.6. 
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2.6 System Design Principles 

System design can be defined as the design and construction techniques that systematically exclude 

flaws. This difficulty is related to the negative qualities of the requirement to prevent all 

unauthorized actions. In the absence of such methodical techniques, experience has provided 

several security principles to guide the design, thereby minimising the number of security flaws in 

the implementation. The aim/objective of this study was to propose system design principles that 

will ensure online learning platforms meet data management requirements in the future, thereby 

addressing the online surveillance and performance measurement concerns identified in literature. 

According to Bahill, Botta (2008) identifies design as a creative activity. Consequently, there is no 

process that can guarantee good designs. However, there are some principles that can increase the 

probability of achieving a good design. Using these principles will also make a product more reusable 

for future systems, and it will help reduce redesign costs when requirements change. See principles 

below in Table 8, which identifies general design principles: 

Table 8: General design principles 

Principle  Definitions  and literature  

Work on high-risk items first Work on high-risk items first in order to reduce risk; in addition, high-risk items are more likely 
to change, thereby producing changes in other entities, so working the high-risk items first will 
reduce the rework due to changing requirements. Furthermore, if it was impossible to satisfy 
the high-risk capabilities and the project was cancelled, you will have saved the money that 
otherwise would have been squandered satisfying low-risk requirements (Jacobson, Booch, and 
Rumbaugh, 1999).  

Prioritise Requirements, goals, customer needs, capabilities, risks, directives, initiatives, issues, activities, 
features, functions, use cases, technical performance measures, and weights of importance for 
the criteria in trade-off studies should all be prioritised. Prioritisation will help with budgets, 
schedules, system architecture, customer satisfaction, and risk reduction (Botta and Bahill, 
2007). 

Understand your enterprise Understand how the system you are designing fits into your enterprise. Frameworks help people 
organise and assess completeness of integrated models of their enterprises. Several popular 
frameworks have been used to architect enterprises. 

Create a new design process When using a significant amount of COTS, you must change your design process. These are some 
of the new activities that must be performed:  

1.Work with the customer in early project phases to refine  

2.the customer needs statement and get high-level, flexible objectives, instead of extensive 
requirements lists. Iteratively negotiate the requirements and the architecture  

3. with the customer. Plan for insertion of upgrades and technologies throughout 

4. The system life cycle 

Source: Bahill, A.T. and Botta, R., 2008. Fundamental principles of good system design. Engineering Management Journal, 20(4), 
pp.9-17. 
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Although the above Table 8, identifies only general principles, this study aims to identify specific 

data management related design principles within the overarching paradigm of online surveillance.  

2.7 Performance Management  

2.7.1 Definition  

Armstrong (2006, 2021), in his book called “Performance Management," stated that performance 

management can be defined as a systematic process for improving organisational performance by 

developing the performance of individuals and teams. It is a means of getting better results from 

the organisation, teams, and individuals by understanding and managing performance within an 

agreed framework of planned goals, standards, and competence requirements. Processes exist for 

establishing shared understanding about what is to be achieved and for managing and developing 

people in a way that increases the probability that a person will achieve in the short and longer 

term. It is owned and driven by line management. 

2.7.2 Aims/Purpose 

 

Establishing a high-performance culture is the overarching goal of performance management, 

where individuals and teams take ownership of the continuous improvement of business processes, 

as well as their own skills and contributions, within the framework of effective leadership. Its key 

purpose is to focus people on doing the right things by achieving goal clarity. 

From Table 9, we identify the aims and concerns of performance management. 

Table 9: Performance management aim/purpose - Role players and inputs 

Aim/Purpose Concerns 
Empowering and motivating Fairness and transparency 
The alignment of personal/individual objectives with the team Measurement and review 

Maximising the potential of individuals and teams to benefit 
themselves and the organisation 

 

Rewarding employees  
Source: Armstrong (2006,2021), in his book called “Performance Management”, stated that performance 

2.8   Chapter conclusion   

The chapter identifies key definitions and explains each one in detail. The literature's importance 

and reliance on the DAMA DMBOK guide demonstrate the extensive body of knowledge it contains. 

The DAMA DMBOK provides the governance and detailed interpretation of ideas and concepts in 

the data management field of study. According to Sigi (2022), it is necessary to manage data in 
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accordance with standards and company business processes, which includes using the DAMA 

DMBOK framework. The Data Management Association International (DAMA) developed the DAMA 

DMBOK framework in 2017 to outline optimal methods for data management. DAMA DMBOK is an 

abbreviation of "Data Management Body of Knowledge," which contains a complete guide for data 

management. 

In Chapter 3, we will delve into the contemporary literature spanning two decades, from 2000 to 

2021. This will establish the study's context and current landscapes while also pinpointing relevant 

themes for Chapter 5. 

  

CHAPTER 3: Literature Review 

The second chapter was dedicated to introducing key definitions and concepts in the research of 

the study areas. The study focuses on online surveillance (OS), learning management systems (LMS), 

and data management (DM). 

This chapter focuses on the intersection of the definitions discussed in Chapter 2, evaluates the 

current literature over the past two decades, and examines the interrelationships between these 

definitions to make applicable findings for Chapter 5. This chapter also looks at the two identified 

methodologies and will look at the current literature around these methodologies and the preferred 

one, which is discussed in Chapter 4. 

3.1 Online Surveillance within Learning Management Systems 

Blended, hybrid, and fully online writing courses regularly deploy omnipresent surveillance 

technologies despite a host of legal, ethical, and pedagogical issues, and all evidence suggests these 

deployments will only increase in the months and years to come after the global COVID-19 

pandemic. We allow these surveillance-enabling technologies into homes and schools, leveraging 

existing learning management systems like Blackboard, Moodle, Canvas, and others that regularly 

gather and store personally identifiable student data. Indeed, the Internet integrates these 

surveillance technologies, and teachers, administrators, and researchers use the endless data these 

systems generate to evaluate student populations, while vendors and third parties use it to enhance 

their products (York, 2021).These LMS data can not only be challenging to interpret and curate, but 

they also have the potential to evade the control of their owners or creators, leading to their use in 

ways that negatively impact stakeholders directly or indirectly. Higher education institutions have 

already adopted these technologies, and for lecturers teaching or administering blended or fully 
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online writing courses, they have already incorporated surveillance to some extent into their 

pedagogies and curricula. It is not helpful to merely critique the OS discourse; instead, we should 

mitigate risk and minimise exposure to surveillance in the short term, while seeking alternative 

solutions for the long term (Hall, 2020). The situation as it stands now is untenable. By requiring 

students and faculty to submit to current levels of surveillance, often without either their knowledge 

or consent, HEIs risk abrogating their legal, ethical, and pedagogical duties (Hall, 2020). The author 

contends that mainstream LMS surveillance technologies possess numerous legal, ethical, and 

pedagogical shortcomings. Halls (2020) argues that the technological and rhetorical flaws are more 

significant still. Because of this, and because online education is expected to keep growing quickly, 

it is said that better rules need to be made to protect program participants. This includes thinking 

about better types of digital surveillance and recognising the part that conversations about 

surveillance have played in our culture (Hall, 2020).It seems likely that the pandemic that began 

disrupting higher education in February 2020 will leave an indelible mark on online instruction, as 

the vast majority of US institutions of higher learning have shifted partially or fully to models of 

remote instruction. While it may be too early to speculate about a permanent increase in online 

enrolments, it seems reasonable to expect that the current increase will persist for a period ranging 

from a few more months to a few years and that it will fluctuate and stabilise at some permanently 

higher point than pre-pandemic levels. The higher education environment aims to demonstrate 

commitment to engaging with technology in nuanced and critical ways, but it is peculiar that our 

own practices of digital surveillance have seemingly escaped our view. The content and learning 

management systems (CMS and LMS, respectively), the very technologies that perform digital 

surveillance in online courses, have been the focus of dozens, if not hundreds, of studies revealing 

many problems they pose for online teaching and learning. However, these networks of surveillance 

remain largely unexamined. 

Robinson et al. (2019) report that, despite their widespread use as a universal institutional tool, 

learning management systems "do not readily support our higher education field's constructivist 

pedagogies." The authors go on to explain that, because "LMSs often neglect sophisticated or just 

sufficient options for strategies such as peer review, low-stakes activities, and varied forms of 

feedback," they continue to fail us in important ways. However, when it comes to issues of digital 

surveillance or privacy, these authors identify public-facing platforms such as Twitter and Facebook 

as the primary threats and avoid mentioning learning management platforms. However, online 

writing instruction has addressed digital surveillance extensively. Conversely, a persistent concern 
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from the field's inception to the present day emerges as part of a broader pattern upon closer 

examination, tracing back to Barton's (1993) argument that computer displays have the potential to 

grant their users a sweeping view and consequently, control over others. Andersen (2008) writes of 

how content management systems "threaten individual privacy." Amidon and Blythe (2008) discuss 

issues of "regulation" and "self-surveillance” in order to avoid an "instrumental view" that 

mythologises writing technology as having no effect on writing. According to Hall (2020), at least 

one UK university, The Open University (OU), has created an algorithm capable of predicting a 

student’s final grade based on her performance during just the first week of a degree course. 

Significantly, it considers factors such as “how enthusiastically students participate in online learning 

forums to improve their results." Such surveillant practices arguably make the virtual learning 

platform one that invokes an assimilation to space—a loss of subjectivity paradoxically mediated by 

myriad technologies of the self—of self-confession and self-objectification via forums, blogs, wikis, 

and other confessional interfaces. This intensity of datafication is evident (Hall, 2020).As more and 

more activities take place online, we anticipate a corresponding rise in digital surveillance. This 

demand for new and diverse digital tools will lead to the emergence of a multitude of digital 

surveillance types. The digital surveillance technologies are ubiquitous. The Internet requires the 

logging of all data to function properly. The logs can be destroyed, the data can be obfuscated, and 

measures can be taken to anonymize senders and receivers; nonetheless, the whole operation relies 

on a strict record of who sent what to whom at what precise point in time (York, 2021).As 

universities embrace the technological advancement in the online education space, the rise of 

learning analytics has become a topic in recent years. The Society for Learning Analytics Research 

defines learning analytics as “the measurement, collection, analysis, and reporting of data about 

learners and their contexts for purposes of understanding and optimising learning and the 

environments in which it occurs” (Siemens and Gašević, 2012; Anna et al., 2020). The relationship 

between learning analytics and other activities, commonly referred to as big data, warrants explicit 

problematization (Clow, 2013; Anna et al., 2020). While learning analytics can positively enhance 

student learning, it also has the potential to serve students under the pretense of assisting them. 

3.2 Online Surveillance and Implications within the Data Management Paradigm 

In Chapter 2, we discussed briefly the definition of each data management principle and the generic 

premise around each of these principles. A key component in the data management paradigm is the 

idea of privacy and security. The critical management of these aspects within the LMS is a 

cornerstone to solving the research question. Once we identify the gap, we can leverage data 
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management principles and tools to address these shortcomings, thereby preventing data misuse. 

This, in turn, yields numerous benefits for safety and security in smart cities. These benefits are 

achieved through the aggregation of data collected by sensors, cameras, and tracking applications. 

However, as a single agency analyzes all the collected data, the continuous surveillance raises 

privacy issues. 

The introduction of new surveillance technologies and regimes can alter social structure, practices, 

and opportunities in ways not envisioned by their advocates (Tenner 1996; Winner 1986). The 

prospect that new surveillance devices will evolve into tools of totalitarian control is perhaps the 

most familiar example of the unintended consequences of surveillance. More generally, analyses 

focus on negative unintended consequences, for example, how surveillance underpins regimes that 

erode privacy rights, create new forms of inequality, and lack mechanisms of accountability. 

Although surveillance is important and to a degree necessary, there are public concerns about data 

mining and storage and to what extent the technology invites the integration of data from 

previously independent data record systems. Concerns about the development of centralised 

government data banks expressed during earlier periods of concern about emerging surveillance 

society (Flaherty, 1989) have been replaced by concern about the sorts of virtual databases enabled 

by high-speed networking and disturbing processing capacity (Solove, 2001). 

Government agencies' recently increased access to public and private record systems has raised 

concerns about their enhanced capacity to create virtual databases. Both government agencies and 

private businesses have continued to utilise massive amounts of data from a host of sources, limited 

primarily by well-placed concerns and data quality and standardisation (Gandy, 2001). 

Often, discussions about privacy rights proceed as if privacy is a stable phenomenon that requires 

protection from intrusion or erosion. Such a conceptualization tends to downplay the historical 

variability and political contestation accompanied by the precise content of privacy. One of the more 

intriguing developments in this regard is the increasing appeal of powerful interests to privacy 

rights. The synoptic capabilities of cometary surveillance have produced a greater number of 

powerful individuals and institutions with an interest in avoiding new forms of scrutiny. Corporate 

and state interests have reconfigured such privacy rights, originally envisioned as a means for 

individuals to secure a personal space free from state scrutiny. Corporations routinely appeal to 

legal privacy and secrecy protections. One of the more ironic of these involves efforts by firms that 

conduct massive commercial data surveillance to restrict the release of the market segment profiles 
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that they derive from such information on the grounds that these are “trade secrets." (Norris & 

Armstrong, 1999). 

Another concern is the data management and quality of the information generated. Although not 

all errors are as severe as the case of the two Welsh football fans deported from Belgium due to 

their erroneous entry into a police "Hooligans" database, security systems also produce a significant 

volume of errors. No longer able to travel in Europe, they had to undertake a six-year struggle simply 

to remove their names from the Belgian database (Norris & Armstrong, 1999). 

3.3 Data Management within Online Learning Platforms 

 

Data has become a social and political issue because of its capacity to reconfigure relationships 

between states, subjects, and citizens. Data and politics are now inseparable: data is not only 

shaping our social relations, preferences, and life chances but also our very democracies. Experts 

from around the world examine the political implications of data and how it empowers individuals 

to assert their rights and govern themselves. Experts are preoccupied with the elements (servers, 

devices, and cables) and the language (code, programming, and algorithms) that constitute 

cyberspace. The term "big data" describes innovative techniques and technologies to capture, store, 

distribute, manage, and analyze larger datasets with high velocities and different structures. 

Structured, unstructured, or semi-structured big data renders conventional data management 

methods ineffective (Alamri & Qureshi, 2015). 

The system receives data from a variety of sources at varying rates. We use parallelism to process 

these large amounts of data inexpensively and efficiently. We use the data management process to 

manage data whose scale, diversity, and complexity require new architecture, techniques, 

algorithms, and analytics to extract value and hidden knowledge (Alamri & Qureshi, 2015). 

According to Martin and Thawbeih (2017), the education industry benefits, particularly in terms of 

enhancing institutional achievement. Big data and analytics go together because analytic methods 

help user organizations get value from big data, which is otherwise a cost center, in the form of 

more numerous and accurate business insights (Anirban, 2014). 

As the Learning Management System (LMS) matures and gains critical mass adoption in higher 

education, it's important to delve deeper into its usage to determine whether it's still meeting the 

needs of faculty and students. Measurement of LMS usage, however, is challenging and often relies 

on estimates based on guesswork. This problem is analysing faculty usage of the LMS via empirical 

https://uwcscholar.uwc.ac.za/home



 

49 
 

data gathered directly from the LMS database and without the adoption of sophisticated yet 

expensive analytics systems. This provides a means to follow the digital footprints faculties leave in 

the LMS as a reflection of their course design (Rhode et al., 2017). 

In order to understand the factors related to the breadth of LMS feature use, Malikowski (2008) 

adopted an alternative tactic. Over a three-year period, 394 faculty members volunteered 842 

course websites for his study, and he manually tallied the frequency of tool usage in these courses. 

He chose six LMS features and documented the frequency of their use in the sample of courses. He 

identified a stable state of LMS adoption at his institution through his descriptive and inferential 

statistical analysis of clustered tool use. While this was an intriguing approach, it was a monumental 

task to manually examine usage across courses, and it was too time-consuming to apply and 

replicate at scale. 

A hot topic in this field is the identification of user behaviour patterns using data mining techniques, 

which is known as educational data mining. By analysing the data provided by the LMS and other 

tools like surveys, the identification of user behaviour patterns aims to develop new teaching 

methodologies that aid and improve both student and teacher performance (Cantabella, 2019). 

In designing learning analytics studies and implementation in writing programs, administrators and 

instructors must pay attention to any unequal power dynamics and discriminatory aspects of data 

collection and analysis. In designing LMS course statistics, for example, a lack of contextual 

understanding of learning data (e.g., forum engagement and student attendance) by faculty and 

staff may lead to incorrect predictions of student performance. In response, WPAs and university 

leadership should provide professional development training to institutional users about the 

purpose, methods, and rhetorical aspects of analytics design. Administrators and departmental 

leadership must incorporate student voices into the implementation process when applying 

learning analytics to programmatic decisions. For instance, when using the 'Student View' feature 

to monitor students' learning progress and make predictions, instructors should provide students 

with an adequate platform to question or correct the use of their data in the predictive model and 

to offer suggestions for more ethical use. 

When creating documentation for learning analytics, administrators and faculty are responsible for 

developing sound policies and protocols that ensure a shared understanding of the mission and a 

code of ethics to guide data management and maintain transparency while protecting student 

privacy throughout the process. A lack of an ethical operational procedure can lead to legal 
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complications as well as diminishing trust from students and faculty alike. Administrators are 

responsible for training instructors in documenting and sharing learning analytics, creating written 

and accessible documentation for data use, and encouraging students to participate in the 

discussions on learning analytics use and implementations (Lewis and Gilman, 2005). 

Beck (2015) also offered suggestions to assist instructors and students in raising awareness about 

privacy and surveillance, as well as practices and techniques that support the development of digital 

literacy. Here, we highlight five of her guiding questions: 

1 How will my teaching of tracking technologies and online behavioural advertising support 

university, departmental, and my learning outcomes of the course? 

2: What tools will I use to show students about tracking technologies? 

3: How am I providing safe spaces for students when they go online to various websites that use 

tracking technologies? 

4 What impact will occur when students learn about their invisible digital identities? Will students 

feel comfortable sharing the details of their “hidden” life with others? How might I provide 

alternatives for people who may not feel comfortable sharing what has been branded about them? 

5: Will my department support my discussions about invisible digital identity in my classroom? 

Both students and instructors benefit from Beck’s suggestions to summarize and analyze privacy 

policy statements, to examine data usage statements, and, in this case, to examine, together with 

students, their Canvas Snapshot dashboards. 

As Blake (2015) noted, instructors should pay attention to data accuracy, ethical use, and safe 

collaboration within these systems. When compiled and analyzed, this LMS data can reveal personal 

information about students and instructors, e.g., when and how we work and what we value as 

important. At this juncture, we do not fully understand the types and volume of information 

gathered about us or the implications of its use in decision-making throughout the university. 

Wilson et al. (2017), in their exceptional analysis of the challenges and limitations of learning 

analytics, emphasised concerns surrounding “unproblematized Big Data discourse." They 

highlighted four issues: “the inconclusiveness of empirical studies; somewhat simplistic conceptions 

of learning analytics data and methods as part of some generic species, Big Data; choices about data, 

algorithms, and interpretation; and issues around disciplinary and finer-grained differences in 

pedagogical and learning approaches." They further emphasized that the implementation of 
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learning analytics at an institution-wide level is driven by its technical nature and the need to justify 

sufficient investment in its development. 

Citing a broad Australian study, they noted that instructors are largely unaware of the initiatives 

underway at their own institutions and rarely discuss learning analytics. Wilson and colleagues 

(2017) aimed to question whether we can expect accurate, reliable metrics for student performance 

from using digital traces as proxies for learning. In summary, the technical ease of tracking and 

storing data, coupled with the growing popularity of big data intelligence and academic and learning 

analytics, is outpacing writing programs' ability to identify and understand their precise roles in 

pedagogy. 

3.4 Research Methodology Theories (SLR) 

The general systematic literature review (SLR) incorporates key design principles. According to 

Babak et al. (2015), the resign design comprises the following: 

 SLR research questions: This section describes the foundation of this review by defining SLR 

research questions and search key words. 

 Search process: This SLR concentrates on searching in scientific databases rather than in specific 

books or technical reports, as it assumes that the major research results in books and reports 

are also usually described or referenced in scientific papers. 

 Review conduction: This section defines the review protocol for conducting the SLR. The SLR 

review protocol refers to the structure and rules of conducting the review. The protocol 

encompasses the inclusion and exclusion criteria, study selection, quality assessment, data 

extraction form, and synthesis. 

 Results 

After completing the primary studies, we can proceed with data extraction using a specified form. 

The purpose of extracting data from selected primary studies is to answer the defined research 

questions. Therefore, we derive the findings of this SLR based on the meaning of each question and 

the extraction form. This section presents the findings and discussion from the review, aimed at 

addressing the defined research questions of the SLR. In addition, a general discussion that was 

obtained from selected primary studies based on defined data extraction forms is expressed. 

Consequently, this section presents the findings and a discussion on the research questions related 

to SLR. 
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We identified and analyzed two research retrieval strategies to best describe the proposed 

methodology and understanding of systematic review. 

3.4.1 Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) 

We adapted the retrieval strategy from the Preferred Reporting Items for Systematic Reviews and 

Meta-Analyses (PRISMA) (Moher, Liberate, Tetzlaff, and Altman, 2009). The PRISMA flowchart 

depicts four levels of review and the accompanying operational steps, namely identification, 

screening, eligibility, and inclusion. The primary researcher conducted the first two levels of review 

(identification and screening), while both the primary researcher and the supervisor, who acted as 

the second reviewer, conducted the third level of review (eligibility). The level of identification 

includes the identification of suitable keywords, search terms, and Boolean strings, and the retrieval 

of suitable titles from a comprehensive search across databases. The level of screening involved the 

independent review of all abstracts retrieved from eligible titles at the level of identification. The 

third level of review involved an independent, full-text review of all articles deemed eligible at the 

screening level. Some of the articles in the final set of data went through the data collection process 

by the primary researcher. Here is an example of a detailed PRISMA checklist with definitions and 

the process flow of analysing meta data (Figure 5). 

Table 10: PRISMA Checklist and guide 

Section and 
Topic  

Item 
# Checklist item  

TITLE  
Title  1 Identify the report as a systematic review. 
ABSTRACT  
Abstract  2 See the PRISMA 2020 for Abstracts checklist. 
INTRODUCTION  
Rationale  3 Describe the rationale for the review in the context of existing knowledge. 
Objectives  4 Provide an explicit statement of the objective(s) or question(s) the review addresses. 
METHODS  
Eligibility 
criteria  

5 Specify the inclusion and exclusion criteria for the review and how studies were grouped for the 
syntheses. 

Information 
sources  

6 Specify all databases, registers, websites, organisations, reference lists and other sources 
searched or consulted to identify studies. Specify the date when each source was last searched or 
consulted. 

Search 
strategy 

7 Present the full search strategies for all databases, registers and websites, including any filters and 
limits used. 

Selection 
process 

8 Specify the methods used to decide whether a study met the inclusion criteria of the review, 
including how many reviewers screened each record and each report retrieved, whether they 
worked independently, and if applicable, details of automation tools used in the process. 

Data 
collection 
process  

9 Specify the methods used to collect data from reports, including how many reviewers collected data 
from each report, whether they worked independently, any processes for obtaining or confirming 
data from study investigators, and if applicable, details of automation tools used in the process. 

Data items  10a List and define all outcomes for which data were sought. Specify whether all results that were 
compatible with each outcome domain in each study were sought (e.g. for all measures, time 
points, analyses), and if not, the methods used to decide which results to collect. 
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Section and 
Topic  

Item 
# Checklist item  

10b List and define all other variables for which data were sought (e.g. participant and intervention 
characteristics, funding sources). Describe any assumptions made about any missing or unclear 
information. 

Study risk of 
bias 
assessment 

11 Specify the methods used to assess risk of bias in the included studies, including details of the 
tool(s) used, how many reviewers assessed each study and whether they worked independently, 
and if applicable, details of automation tools used in the process. 

Effect 
measures  

12 Specify for each outcome the effect measure(s) (e.g. risk ratio, mean difference) used in the 
synthesis or presentation of results. 

Synthesis 
methods 

13a Describe the processes used to decide which studies were eligible for each synthesis (e.g. 
tabulating the study intervention characteristics and comparing against the planned groups for each 
synthesis (item #5)). 

13b Describe any methods required to prepare the data for presentation or synthesis, such as handling 
of missing summary statistics, or data conversions. 

13c Describe any methods used to tabulate or visually display results of individual studies and 
syntheses. 

13d Describe any methods used to synthesize results and provide a rationale for the choice(s). If meta-
analysis was performed, describe the model(s), method(s) to identify the presence and extent of 
statistical heterogeneity, and software package(s) used. 

13e Describe any methods used to explore possible causes of heterogeneity among study results (e.g. 
subgroup analysis, meta-regression). 

13f Describe any sensitivity analyses conducted to assess robustness of the synthesized results. 
Reporting 
bias 
assessment 

14 Describe any methods used to assess risk of bias due to missing results in a synthesis (arising from 
reporting biases). 

Certainty 
assessment 

15 Describe any methods used to assess certainty (or confidence) in the body of evidence for an 
outcome. 

RESULTS  
Study 
selection  

16a Describe the results of the search and selection process, from the number of records identified in 
the search to the number of studies included in the review, ideally using a flow diagram. 

16b Cite studies that might appear to meet the inclusion criteria, but which were excluded, and explain 
why they were excluded. 

Study 
characteristics  

17 Cite each included study and present its characteristics. 

Risk of bias in 
studies  

18 Present assessments of risk of bias for each included study. 

Results of 
individual 
studies  

19 For all outcomes, present, for each study: (a) summary statistics for each group (where appropriate) 
and (b) an effect estimate and its precision (e.g. confidence/credible interval), ideally using 
structured tables or plots. 

Results of 
syntheses 

20a For each synthesis, briefly summarise the characteristics and risk of bias among contributing 
studies. 

20b Present results of all statistical syntheses conducted. If meta-analysis was done, present for each 
the summary estimate and its precision (e.g. confidence/credible interval) and measures of 
statistical heterogeneity. If comparing groups, describe the direction of the effect. 

20c Present results of all investigations of possible causes of heterogeneity among study results. 
20d Present results of all sensitivity analyses conducted to assess the robustness of the synthesized 

results. 
Reporting 
biases 

21 Present assessments of risk of bias due to missing results (arising from reporting biases) for each 
synthesis assessed. 

Certainty of 
evidence  

22 Present assessments of certainty (or confidence) in the body of evidence for each outcome 
assessed. 

DISCUSSION  
Discussion  23a Provide a general interpretation of the results in the context of other evidence. 

23b Discuss any limitations of the evidence included in the review. 
23c Discuss any limitations of the review processes used. 
23d Discuss implications of the results for practice, policy, and future research. 
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Section and 
Topic  

Item 
# Checklist item  

OTHER INFORMATION 
Registration 
and protocol 

24a Provide registration information for the review, including register name and registration number, or 
state that the review was not registered. 

24b Indicate where the review protocol can be accessed, or state that a protocol was not prepared. 
24c Describe and explain any amendments to information provided at registration or in the protocol. 

Support 25 Describe sources of financial or non-financial support for the review, and the role of the funders or 
sponsors in the review. 

Competing 
interests 

26 Declare any competing interests of review authors. 

Availability of 
data, code 
and other 
materials 

27 Report which of the following are publicly available and where they can be found: template data 
collection forms; data extracted from included studies; data used for all analyses; analytic code; any 
other materials used in the review. 

From:  Page MJ, McKenzie JE, Bossuyt PM, Boutron I, Hoffmann TC, Mulrow CD, et al. The PRISMA 2020 statement: an updated guideline for reporting 
systematic reviews. BMJ 2021;372:n71. doi: 10.1136/bmj.n71. This work is licensed under CC BY 4.0. To view a copy of this license, visit 
https://creativecommons.org/licenses/by/4.0/  
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Source: Lesley A, et al(2015); referred reporting items for a systematic review and meta-analysis of individual participant data: the 

PRISMA-IPD statement. Jama, 313(16), pp.1657-1665. 

Figure 9: PRISMA research strategy  
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3.4.2  Systemic Four-Phase Approach   

The four-phase approach evaluates the literature in four phases, namely, Extraction of relevant 

literature, Organisation and Preparation for analysis, Coding and Analysis and Write up and 

Presentations. Each phase has sub-phases which will be discussed in further detail in this chapter, 

in Figure 10  which illustrates  the process flow of the Systematic  four-phase approach: 

 Source: Bandara, et al. (2015), Achieving rigor in literature reviews: Insights from qualitative data analysis and tool-support. 

Communications of the Association for Information Systems, 37, Article number: 8 154-204. 

Figure 10:  Systematic four-phase research approach 

3.6.2.1  Phase 1-Extraction of relevant literature  

The first phase of the retrieval strategy focuses on extracting relevant literature. We achieve this by 

determining and identifying the research questions. According to Bandara et al. (2015), once the 

goals are defined, the searching can commence. Before starting to identify and extract a sample of 

papers for review, one must clarify two main criteria: (1) the sources and (2) the search strategy. 

The sources refer to which outlets and databases to target, and the search strategy refers to the 

search terms and procedures to use during the paper extraction process. As Vom Brocke et al. (2009) 

state, “The quality of literature reviews is particularly determined by the literature search process.” 

It must be robust and described comprehensively. The search design should reflect and align with 

the review’s scope and goal; relying on defined samples or an unbounded subset of the literature 

risks misrepresenting the existing literature's diversity in findings, methods, outcomes, and frames 
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of reference. It is, therefore, essential to carefully design search and selection strategies and to 

embed quality assurance procedures to confirm the quality of the selected literature prior to 

progressing to the next phases. The selection of sources is important and needs to be creditable. 

There are many interdisciplinary research databases that can be used, such as science journals, 

medical journals, and also information systems and educational journals. Bandara et al. (2015) 

recommend integrating national or international journal ranking lists (with regularly updated 

journal citation reports) when selecting which journals to include in the search, as they provide an 

objective method for evaluating leading journals. Examples of international ranking lists include the 

Thomson Reuters (ISI) Web of Knowledge and the Harzing Journal Quality List. 

Bandara et al. (2015) derived the second component, the search strategy, from Booth et al. (2012), 

who proposed five stages for the literature search process. 

 

The scoping search process involves the initial screening of literature for existing reviews, 

determining useful databases, identifying key search terms, and developing and documenting a 

search strategy. 

Conducting a search involves searching selected databases using identified search terms, looking for 

grey literature, considering a methodological filter, and documenting modifications to the search. 

Conducting a bibliography search involves identifying key citations and conducting forward and 

backward searches for additional useful papers. 

Verification involves checking the indexing of papers missed by search strategies, revising search 

strategies, and contacting domain experts if necessary. 

Documentation involves articulating how sources were searched, using search strategies, 

determining the number of references found, and making decisions during the search strategy. 

 

First, use the identified key search terms in various scholar databases to identify potential articles 

and papers. Once you've achieved this, proceed to scrutinize each paper, using the initial criterion 

of higher citations as your first line of exclusion. We then apply these search terms to the papers, 

abstracts, and literature reviews to determine their relevance. These search terms, also known as 

key words, evolve as more research becomes more defined, and the process itself evolves 

accordingly. 
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The next step is to separate the articles into primary and secondary literature. Bandara et al. (2015) 

define primary literature as papers specifically focused on the target topic. To find the most relevant 

literature in emerging and novel fields, one may need to employ a variety of search strategies. 

Therefore, one can broaden their search beyond the initial keyword-based database search and 

seek out what we refer to as'secondary' literature. These papers do not specifically discuss the topic 

of interest but still provide important explanations and insights enriching the review. 

You may need to search for the target search term anywhere in the paper's body to find secondary 

literature. Another strategy is to simply screen relevant and non‐relevant papers and then focus on 

the specific sections that provide insights related to the review topic and/or research goal. Once you 

import papers into Vivo, you can run a simple "key word in context" (KWIC) query to identify the 

most frequently occurring terms, along with their location and surrounding text. This list can be 

meaningful to researchers who are unfamiliar with the topic because it can assist them in 

recognising when an extended literature search using certain keywords might be valuable. 

The study should conduct a quality test on the database to ensure it contains excellent and high-

quality articles. This is extremely difficult to measure, and it varies from the demographic and 

institutional level criteria. In our study, we will rely on citation numbers and relevance to identify 

high-quality data publications. 

3.6.2.2  Phase 2 – Organisation and preparation for analysis  

When the goal of the review is more interpretive, researchers may opt for the first approach, known 

as inductive analysis. Here, researchers look for more than evidence on a pre‐defined set of themes. 

They are instead keen to extract what the literature genuinely has presented to date and derive 

themes as they evolve. Researchers may employ the second approach, known as deductive 

reasoning, when they have a specific set of themes that they aim to gather evidence for from 

previous research. One could also use a mixed approach; that is, the researcher may enter the 

coding phase with some high-level coding scheme but allow it to evolve as new themes and insights 

are obtained from the literature. The primary mode of inductive analysis is developing categories 

from the raw data (e.g., a staple of literature) into a model or framework that captures key themes 

and processes that a researcher judges to be important. Scholars employ a variety of synonyms 

and/or terms to categorize text, such as coding concepts, segments, data bits or chunks of text, 

labels, incidents, units, thematic units, or categories. These various terms assign codes to portions 

of related text, and researchers should avoid confusion by sticking to a specific operationalization 

throughout their analysis. 
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The first step involves performing open coding to identify, (re)label, and/or build a set of concepts 

and insights based on the excerpts from the papers. With open coding, one identifies a set of 

categories and obtains an overview of the study’s findings unified by a set of theoretical and 

methodological insights. This process involves reading, noticing and connecting concepts, 

triangulating concepts, and operationalizing them (Wolfswinkel et al., 2013). 

The second step involves axial coding, which identifies the relationships between categories and 

their subcategories, including their properties. These higher-order categories (sometimes described 

as core, main, or key categories) “represent the main themes or patterns” of the studies’ results in 

the data (Wolfswinkel et al., 2013, p. 50). 

The researcher uses selective coding in the third step to integrate and refine the identified 

categories, primarily theorizing and reconceptualizing the data. Developing a singular thread of 

reasoning that could potentially explain one or a set of phenomena is the key task at this point. It is 

essential to document the coding process during these steps. As such, we strongly suggest 

researchers write memos and store information in a codebook to document emerging and changing 

ideas, which enables later tracing and retrospective comprehension (Wolfswinkel et al., 2013). We 

perform these three analytical coding steps in an intertwined fashion, alternating between papers, 

excerpts, concepts, categories, and subcategories. Preliminary results guide the consecutive reading 

and further analysis of the remaining texts, called theoretical sampling. This unbiased approach 

optimises the opportunities for noting aspects of the phenomenon under study that need more 

data. 

Researchers continuously compare papers and excerpts until they have read, understood, linked, 

and analysed them all, and until they reach theoretical saturation. Only when no new concepts, 

properties, or interesting links emerge during the development of the categories does this happen. 

3.6.2.3  Phase 3 – Coding and analysis  

In deductively coding literature, one begins analysis with potential codes and/or a priori coding 

schemes already in mind. Ali and Birley (1999, p. 103) explain how “Within this paradigm, the 

scientist formulates a particular theoretical framework and then sets about testing it.” Quantitative 

or logical positivist methods for analysis are commonly associated with deductive approaches. The 

value of this type of analytical approach is that one can align one’s review project from the outset 

with specific research questions, hypotheses, and/or a theoretical frame. Its limitation is that it is 

only possible to test whether or not, or to what extent, one’s hypothesised relationships exist. Since 
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the focus of this approach is on finding an answer to an already specified review questions or 

hypothesis, the approach does not help in identifying what other unanticipated factors and 

surprising insights may exist in the literature, such as contingent variables or new constructs and 

themes.  

3.6.2.4  Phase 4 – Write up and presentations 

All review papers should include an introduction, methods, results, and discussion sections. To 

provide an appropriate context and rationale for reviewing the literature, the introduction should 

state the review's scope and goal. In order to create reader interest, in the first section, researchers 

may point to trends in the research area, conflicts in the theory, methodology, and evidence in the 

field, or gaps in prior research requiring systematic synthesis of knowledge. A literature review in 

general starts with a “broad conception of what is known about the topic and potential areas where 

knowledge may be needed” (Torraco, 2005). Additionally, it is important to describe the target 

group of readers and the specific contribution of the review upfront. The report should include some 

information about the review's organization and structure (sequence) at the end of its introduction. 

The results may be organised around research questions, consensus, or contradictory viewpoints 

regarding the topic, inconsistencies, gaps, methodologies used across the reviewed studies, 

chronological development of the research area over time and in geographic regions, emerging 

themes, or a priori defined themes. A strong review paper does not only provide an objective 

account of the literature but also evaluates the state‐of‐the‐art of the body of knowledge reviewed 

and discusses “evidence about a topic, pointing out similarities and differences and offering possible 

explanations for any inconsistencies.”. 

A summary of the prominent authors on a topic in the current literature can also possibly assist the 

growth of a field. It may create potential collaborations on the topic or simply point to other 

researchers whose work should be considered in upcoming research in the field. 

3.5 Conclusion  

For this thesis, we used the four-phase approach, which we will further discuss in Chapter 4. The 

primary reason for selecting this method was its simplicity in understanding the data collection 

process, as well as its systematic approach to creating the final database and analysing it to meet 

research questions and objectives. Chapter 3.6's discussion integrates all current literature and 

develops a DM framework to identify current concerns and themes. 
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3.6 Conceptual Framework  

The conceptual framework illustrates the pertinent data associated with structured themes and 

categories. Additionally, it provides a concise analysis of how to answer the research question and 

its sub-questions. McGregor (2018), in the book called “Conceptual Frameworks, Theories, and 

Models in Understanding and Evaluating Research,” stated, “The framework organises the concepts 

and the constructs in a consistent way, making it easier to communicate the conceptualisation to 

others. These frameworks are a conceptual apparatus (a complex structure) and a matrix of 

terminology.”. 

When developing these concepts, researchers engage in an intellectually creative process that 

results in a new conceptualization of a phenomenon, supported by relevant material. But they do 

not test the concepts, nor do they propose relations between them. The testing happens when 

scholars choose to use the concepts to create a theory, whereupon they or others validate the 

concepts and constructs through research (Hieke, 2015). 

We have developed the conceptual framework into four main levels: Level 1: Mechanism, Level 2: 

Data management themes, Level 3: System design, and Level 4: Design principles. 

The conceptual framework's overarching structure/abstract idea explores the online surveillance 

and LMS context, as well as relevant themes. 
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3.6.1 The Level 1: Mechanism 

The first level of the conceptual framework is the mechanisms level, which identifies the abstract structure 

and purpose of the framework. This level looks at the theoretical concepts that need to be considered when 

starting the design of the learning management system.. 

 

Figure 11: Framework Level 1: Mechanism 

As discussed previously in Section 2.6, the structural governance mechanisms determine reporting 

structures, governance bodies, and accountabilities (Borgman et al., 2016). Procedural governance 

mechanisms strive to guarantee the accurate recording, secure storage, effective use, and appropriate 

sharing of data (Borgman et al., 2016). They consist of the following:: 

 the data strategy 

 policies 

 standards  

 processes; 

 procedures 

 contractual agreements  

 performance measurement  

 compliance monitoring 

 issue management 

A relational mechanism is defined as the communication and intersection between the structural and 

procedural elements. These elements include communication between the data structure and data owners, 

as well as the training and upskilling of staff to become various data stakeholders (Borgman et al., 2016). 

Table 10 below identifies the Van Aiken vs. data management concepts and how the categories will be 

classified. 

 

 

Online 
Surviliinace 
and LMS

Structural Procedural Relational 
Level 

1:Mechanism
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Table 11: Conceptual framework: Mechanism 

Mechanism  Data 

Management 

Theme 

Reason for Classification  

Procedural Data Storage  One of the aims of Procedural mechanism is to how data is and to ensure it held securely. 

Structural, 

Procedural and 

Relational 

Data 

Governance 

The data governance is important in each of the mechanism as in each mechanism the importance of 

roles and responsibilities are highlighted and the process that needs to be followed to achieve this. 

Procedural and 

Structural  

Data 

Warehousing  

Determine reporting structures, governance bodies and data are recorded accurately, held securely, 

used effectively, and shared. 

Structural and 

Procedural  

Data 

Architecture  

Determine reporting structures, governance bodies and data are recorded accurately, held securely, 

used effectively, and shared appropriately. 

Procedural Data Quality  Procedural governance mechanisms aim to ensure that data is recorded accurately, held securely, 

used effectively, and shared appropriately. 

Procedural Data Security  Procedural governance mechanisms aim to ensure that data is recorded accurately, held securely, 

used effectively, and shared appropriately. 

Procedural Meta Data 

Management  

Procedural governance mechanisms aim to ensure that data is recorded accurately, held securely, 

used effectively, and shared appropriately. 

Relational Data Privacy  This can be defined as the communication and intersection between the structural and procedural. 

This includes items such as communication between the data structure and data owners. The data 

structure needs to make sure that the data owners’ information is not vulnerable and secure and 

thus can only be used by the owner, such as document management within a personal domain. 

Relational Bi Management  This can be defined as the communication and intersection between the structural and procedural. 

This includes items such as communication between the data structure and data owners and the 

development of reports for end users and analysis  of  the information purpose. 
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3.6.2 Level 2: Data Management Themes 
 

The second level of the conceptual framework is the data management (DM) themes level, which identifies 

the themes from existing literature that one needs to consider when designing the learning management 

system in order to prevent any misuse of data on these platforms.. 

 

Figure 12: Conceptual framework: Data management themes 

3.6.3 Level 3: System design framework  

The third level of the conceptual framework is the system design level. Once the data management themes 

have been identified at the previous level, the system designer must begin the physical design of the 

system. The previous level can also be defined as the pre-defined or initial scoping of the design 

requirements. This refers to the process design that must be adhered to in order to achieve the overall 

goals.. 

 

Figure 13: Framework level 2 to Level 3: System design 

 

Online Surveillance and 
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• Data Governace
• Data Warehousing
• Data Architecture 

Procedural 
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• Data Warehousing 
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The object design structure is the planning part and specifies the various steps or sub-processes of 

the design process and their sequence and timing. The role structure is the organising part and 

specifies the actors and their roles in the design process (Van Aken, 2005). This aligns with the 

procedural mechanism structure, as during this design phase, the designer constructs a framework 

to establish context and specifications. We can also view this approach to process design as a form 

of evolutionary design within the discipline. Van Aken (2005) asserts that there are numerous 

models for process design. There are six stages: three decomposing the overall problem into 

subproblems, clarifying objectives, establishing functions, and setting requirements; and three 

stages synthesising the overall solution, generating alternatives, evaluating alternatives, and 

improving details. This design process aligns with the structural mechanism, which involves 

designing a system that can understand the requirements or data strategy, creating a solution 

within the system to establish standards, and continuously monitoring and evolving to meet 

compliance and issue management. 

Two essentially different human action systems drive the process of creating artefacts: one 

produces the design, while the other produces the artefacts based on those designs. The first 

operates in the essentially immaterial world of knowledge, texts, drawings, and the like; the 

second operates in the material world of physical processes, producing physical artifacts. Within 

the relational mechanism, the realisation design will concentrate on the initial phase of the 

physical process. It will act as a bridge between the two other mechanisms, providing the 

necessary knowledge and a platform for human decision-making and authority within the system 

design. An example of this would be the approval process of roles and responsibilities. 

Table 12: Conceptual framework: System design framework 

Mechanism  Data Management Theme Design Framework 

Procedural Data Storage  Object 

Structural, Procedural and 

Relational 

Data Governance Process, Object and Realisation  

Structural and Procedural Data Warehousing  Process and Object 

Structural and Procedural  Data Architecture  Process and Object 

Procedural Data Quality  Object 

Procedural Data Security  Object 
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Procedural Meta Data Management  Object 

Relational Data Privacy  Realisation  

Relational Bi Management  Realisation  

 

3.6.4 Level 4: Data Management Concerns   

The fourth level of the conceptual framework are the data management concerns identified in the literature. 

This will assist in identifying which design principles need to be considered when designing the learning 

management systems. These principles will assist the designer in solving the overall concerns around data 

usage and online surveillance. 

Figure 14: Conceptual framework: DM concerns 

The education industry gains advantages, especially for institutional achievement. Big data and analytics go 

together because analytic methods help user organisations get value from big data (which is otherwise a cost 

centre) in the form of more numerous and accurate business insights (Anirban, 2014). Administrators and 

departmental leadership must incorporate student voices into the implementation process when applying 

learning analytics to programmatic decisions. For instance, when using the 'Student View' feature to monitor 

students' learning progress and make predictions, instructors should provide students with an adequate 

platform to question or correct the use of their data in the predictive model, and to offer suggestions for 

more ethical use. 

Despite the importance and necessity of surveillance, public concerns exist regarding data mining and 

storage, particularly the extent to which technology encourages the integration of data from previously 

independent data record systems. High-speed networking and disturbing processing capacity have enabled 

the development of virtual databases, replacing earlier concerns about the development of centralised 

government data banks (Flaherty, 1989). 
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Although surveillance is important and to a degree necessary, there are public concerns about data mining 

and storage and to what extent the technology invites the integration of data from previously independent 

data record systems. 

Administrators and faculty are responsible for developing sound policies and protocols when creating 

documentation of learning analytics, ensuring a shared understanding of the mission, developing a code of 

ethics to guide data management, and maintaining transparency while protecting student privacy 

throughout the process. A lack of ethical operational procedures can lead to legal complications as well as 

diminishing trust from students and faculty alike. 

3.6.5 Thesis Conceptual Framework Significance  

 

Abraham, Schneider, and Vom Brocke (2019) have further discussed the initial framework, which 

derives from the literature on information technology governance (De Haes, Van Grembergen, 

2005; De Haes and Van Grembergen, 2009; Peterson, 2004, Weill, Ross, 2005, p). Abraham aimed 

to provide a comprehensive understanding of data governance, enabling practitioners and 

researchers to establish a framework and distinguish between various concepts within the 

government framework, including structural, procedural, and relational aspects. As part of their 

data governance approach, companies utilise a mixture of various governance mechanisms. These 

mechanisms help to plan and control data management activities (DAMA International, 2009, 2012). 

Governance mechanisms comprise formal structures connecting business, IT, and data 

management functions, formal processes and procedures for decision-making and monitoring, and 

practices supporting the active participation of and collaboration among stakeholders. 

This study’s purpose was to systemically identify the negative effects of online learning systems and 

to provide key considerations. The systematic review focuses on a higher education (HE) 

environment where system designers can implement the identified consideration framework in 

future system designs or enhance existing functionality. The framework discussed by Abraham, 

Schneider, and Vom Brocke (2019) focused on a holistic approach to governance and the various 

processes that create this framework. This study concentrates on a system design and key data 

management principles paradigm, which should be taken into account when designing online 

learning platforms to avoid their misuse for online surveillance and performance measurement 

purposes. Thus, this thesis used part of the theoretical framework focusing on structural, 

procedural, and relational mechanisms and enhanced this with this system design paradigm. This 
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system design structure paradigm focuses on using existing principles to ensure online learning 

platforms meet data management requirements in the future.  

We chose Abraham's (2019) framework as the foundation for our unique framework because it 

addresses the issue of data management principles and provides an excellent platform for 

elaborating on these principles within a system design paradigm. Abraham’s governance framework 

also considers consequence management. According to Abraham (2019), the consequence of data 

governance is the management of data-related risk (Dreibelbis et al., 2008; Malik, 2013; Otto, 2011c; 

Tallon et al., 2014). Risks may arise due to non-conformance with information policies or the 

absence of oversight regarding data quality (Loshin, 2008). Further risks concern security and 

privacy breaches (Loshin, 2008; Rifaie et al., 2009). Data governance reduces these risks by creating 

risk-mitigating policies and introducing controls for monitoring compliance (Khatri & Brown, 2010, 

Loshin, 2008; Thomas, 2006). This captures the essence of my thesis, which stems from the misuse 

of data and information in the online environment and the associated concerns. The final conceptual 

framework is presented as follows: 

Table 13: Thesis conceptual framework 

Online Surveillance and Learning Management Systems 

Level 1: Mechanism(by 
Abraham, Schneider and  
Vom Brocke, (2019) 

Structural Mechanism Procedural Mechanism Relational Mechanism 

Level 2: Data 
Management Themes 

 Data Governance(3,1,3,2 and 
3,3) Data Quality ( Chapter 3,2) Data Privacy (3,2) 

    Data Governance(3,1 Data Governance (3,1,3,2 and 3,3) 

   Data Warehousing(3,3 Data Storage(3,3)   

  
  Data Security Management Business Intelligence Management 

( Chapter 3,3) 
      
Data Architecture(3,3) Meta -Data Management(3,3)   

     Data Warehousing   
        
Level 3: Design 
Framework ( (Van 
Aiken,2005)) 

Process Design Object design Realisation design 

  Lack of Privacy  Chapter 3,2) Insufficient ability of student -
staff  collaboration  

Lack of education and training 
around Surveillance and data 
usage(3,2) 

Level 4: Data 
Management  Concerns Lack of Security(3,2) Lack of Security (3,2)   

    Lack of Online Surveillance 
protection(3,1+3,3)   
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3.7  Chapter Conclusion  

For this thesis, we used the four-phase approach, which we will further discuss in Chapter 4. We 

selected this method primarily due to its simplicity in understanding the data collection process and 

its systematic approach to creating the final database, which we then analyse to address the 

research question and objectives. Chapter 4 looks at the mechanical research methodology and 

principles used. 

The chapter identified the current literature by focusing on the main themes and intersections of 

online surveillance, data management, and learning management. 

The chapter develops the initial conceptual framework that the thesis will be based on and provides 

detailed explanations of each level within the framework. 

CHAPTER 4: Research Methodology 

This chapter describes the systematic steps that were followed to assess the data management 

principles, offers a detailed description of the methodological approach used in the conduct of this 

study, and is reported in a descriptive way. Sections and sub-sections divide the chapter, examining 

research methodology, objectives, research review questions, and the strategy for retrieving and 

excluding articles from the data set. Each subtopic delineates a crucial aspect of the research 

methodological process, resulting in a robust data set that enables the drawing of conclusions. 

4.1 Purpose  

In the wake of the COVID-19 pandemic and the resultant uncritical mass uptake of online and 

blended learning approaches to replace face-to-face lectures, learning systems/platform designers 

are re-evaluating the negative effects of online learning systems. The study's goal is to find and 

analyse all relevant articles from the last 20 years that talk about the bad effects of online learning 

systems on surveillance and to suggest important ways to make these systems better so that they 

have fewer of the bad effects that have been reported. The systematic review focuses on a higher 

education (HE) environment where system designers can identify and implement the considerations 

in future system designs or enhance existing functionality. 
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4.2 Objectives  

In order to achieve the intended outcome of the research, the research objectives were as follows: 

 To establish from existing literature all concerns related to online learning systems being 

used for either surveillance or performance measurement 

 To establish from literature what subset of the identified concerns relate to data and Data 

Management 

 To establish key data management requirements related to the data that is generated by 

online learning platforms, and the potential use of such data as related to the identified 

concerns 

 To propose system design principles that will ensure online learning platforms meet data 

management requirements in future, towards addressing the online surveillance and 

performance measurement concerns identified in literature. 
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4.3 Research Methodology     

Saunders et al. (2016) define the systematic review as a process that uses comprehensive pre-

planned strategies to locate existing literature, evaluate its contribution, analyse and synthesise the 

findings, and report the evidence to draw conclusions about what is known and what is unknown. 

Business and management have adapted the medical sciences guidelines, ensuring that the process 

is transparent, inclusive, and explanatory and enables learning (Deyner and Transfield, 2009). 

Systematic reviews usually, although not exclusively, focus on policy or practice questions, such as 

the effectiveness of a particular intervention and the associated mechanisms, with an emphasis on 

informing action. Prior to conducting your systematic review, most writers suggest you undertake 

an exploratory scoping study to assess whether or not other systematic reviews have already been 

published and determine the focus of the literature search (Saunders, Lewis, and Thornhill, 2016). 

Given the lack of penetration of systematic reviews into the higher education literature, it is 

important to ask what benefits there are in adhering to such a rigorous and time-consuming 

literature review methodology. A systematic review allows the reader to make their own 

judgements as to the quality and meaning of the evidence, as well as a judgement on the quality of 

the review methodology itself. 

The breadth of the search allows for all research to be considered, not just the most accessed or 

best-known work. In this way, an educator or educational researcher can quickly scan what is known 

about a topic, how trustworthy the research conclusions are, and what the collective implications 

of the research are. A good systematic review saves the reproduction of literature searches, directs 

readers to quality literature, and provides a formal synthesis of the research outputs. Gough (2007) 

summarises the primary advantages of systematic reviews for educational policy and practice, 

particularly their ability to provide access to a growing body of literature. 

This provides trustworthiness and accountability for the literature review. According to Gough 

(2007), the methods of systematic review enable us to clarify our knowledge and methods within 

various ideological and theoretical perspectives, exposing our conceptual and value positions. These 

mechanisms aim to reveal the inherent biases that could otherwise remain concealed within the 

discourse of knowledge.We deemed the systematic review appropriate because it facilitates the 

identification, evaluation, and interpretation of interrelated studies. The systematic identification 

https://uwcscholar.uwc.ac.za/home



 

72 
 

of studies not only addresses the core issue of limited empirical evidence, but also facilitates the 

identification of findings. The systematic identification can be characterised as a thematic systemic 

review, rigorous evaluation, and analysis of findings presented within relevant literature, allowing 

the creation of a comprehensive body of literature aimed at addressing the overall aim and 

objectives of the present study. This has resulted in identifying themes and common trends using 

descriptive statistics and data analysis techniques. 

4.4 Research Philosophies  

The authors of traditional reviews, who may be 'experts' in the field, use informal, unsystematic, 

and subjective methods to collect and interpret information, often summarizing it in a subjective 

and narrative manner. Usually, these reviews do not describe processes like searching, quality 

appraisal, and data synthesis, which makes them highly susceptible to bias. While conducting these 

reviews by 'experts' with thorough knowledge of the research field is an advantage, the authors may 

have preconceived notions or biases and overestimate the value of some studies, which is a 

disadvantage. 

American social scientists developed many of the tools of systematic research synthesis in the 

1960s. However, the evidence-based medicine movement, particularly the methods developed by 

the Cochrane Collaboration, heavily influences today's systematic evidence reviews. We define a 

systematic review as "a review of the evidence on a clearly formulated question that uses systematic 

and explicit methods to identify, select, and critically appraise relevant primary research, and to 

extract and analyse data from the studies included in the review." 

Within the higher education paradigm, Evans and Benefield (2001) called for the use of systematic 

reviews in educational practice and policy, illustrating the debate with a description of their own 

systematic review of interventions to support primary students with emotional and behavioral 

difficulties. In reflecting on their experience, they describe their work as the equivalent of any 

significant research project and conclude that a systematic review is an excellent mechanism for 

revealing the gaps in current research and providing direction for future funding decisions. 

The value of a good systematic review is that it saves reproductions of literature searching, directs 

readers to quality literature, and provides a formal synthesis of the research outputs. 

Gough (2007) enumerates the primary advantages of systematic review for educational policy and 

practice, including the ability to access the ever-expanding body of literature, as well as the 

assurance of its trustworthiness and accountability. He contends that the methods of systematic 
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review enable us to clarify our understanding of various ideological and theoretical perspectives, 

uncovering conceptual and value stances, by exposing the inherent biases that could otherwise 

remain concealed in the discourse of knowledge. 

In contrast, there is a concern that forms of research that heavily rely on qualitative and descriptive 

methods may not align with the fundamental principles of systematic reviews. Qualitative synthesis 

methodologies within a systematic review must take account of highly divergent traditions, such as 

phenomenography, ethnography, discourse analysis, phenomenology, and so on. Various 

publications suggest that variant analysis methods and presentation forms will challenge formal 

qualitative synthesis, aiming to transform context-specific information into a more general form 

(Barnett-Page and Thomas, 2009; Ring et al., 2010). 

4.4.1 Philosophies 

 

All researches have a view of the world and thus have their writing influenced in a manner of 

speaking, and there are various philosophies in the world, namely, pragmatism, interpretivism, 

realism and positivism. These will be discussed briefly and an overall philosophy will be identified. 

4.4.1.1 Pragmatism 

 

Pragmatism argues that the most important determinant of the epistemology, ontology, and 

axiology you adopt is the research question—one may be more appropriate than the other for 

answering particular questions. Also, if the research question doesn't make it clear whether a 

positivist or interpretivist philosophy is used, this supports the pragmatist view that you can work 

with different ideas about how we know what we know, what things exist, and what they mean. 

This aligns with a recurring theme in this book: mixed methods, encompassing both qualitative and 

quantitative approaches, are feasible and potentially highly suitable. Tashakkori and Teddlie (1998) 

propose that the researcher in a specific study should consider the adopted philosophy as a 

continuum instead of adopting opposite positions. They note that “at some points the knower and 

the known must be interactive, while at others, one may more easily stand apart from what one is 

studying” (Tashakkori and Teddlie, 1998). 

Tashakkori and Teddlie (1998) contend that pragmatism is intuitively appealing, largely because it 

avoids the researcher engaging in what they see as rather pointless debates about such concepts as 

truth and reality. In their view, you should “study what interests you and is of value to you, study in 
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the different ways in which you deem appropriate, and use the results in ways that can bring about 

positive consequences within your value system” (Tashakkori and Teddlie, 1998). 

4.4.1.2 Interpretivism 

Interpretivism advocates that it is necessary for the researcher to understand differences between 

humans in our role as social actors. This emphasizes the difference between conducting research 

among people rather than objects, such as trucks and computers. The term "social actors" holds 

significant importance in this context. The metaphor of the theatre suggests that as humans, we 

play a part on the stage of human life. An empathetic researcher is essential to interpretivism. The 

challenge here is to enter the social world of our research subjects and understand their world from 

their point of view. Some would argue that an interpretivist perspective is highly appropriate in the 

case of business and management research, particularly in fields as diverse as organizational 

behavior, marketing, and human resource management. Not only are business situations complex, 

they are also unique. They are a function of a particular set of circumstances and individuals coming 

together at a specific time. 

4.4.1.3 Realism 

Realism is another philosophical position which relates to scientific enquiry. The essence of realism 

is that what the senses show us as reality is the truth: that objects have an existence independent 

of the human mind. The philosophy of realism is that there is a reality quite independent of the 

mind. In this sense, realism is opposed to idealism, the theory that only the mind and its contents 

exist. Realism is a branch of epistemology which is similar to positivism in that it assumes a scientific 

approach to the development of knowledge. This assumption underpins the collection of data and 

the understanding of those data. When we contrast two forms of realism, this meaning becomes 

clearer. 

The first type of realism is direct realism. Direct realism says that what you see is what you get: what 

we experience through our senses portrays the world accurately. We refer to the second kind of 

realism as critical realism. Critical realists argue that what we experience are sensations—the 

images of things in the real world, not the things directly. Critical realists point out how often our 

senses deceive us. 

A simple way to think about the difference between direct and critical realism is as follows. Critical 

realism claims that there are two steps to experiencing the world. First, there is the thing itself and 

the sensations it conveys. Second, there is the mental processing that occurs after the sensation 
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reaches our senses. Direct realism says that the first step is enough. The direct realist perspective 

would suggest the world is relatively unchanging: that it operates, in the business context, at one 

level (the individual, the group or the organisation). The critical realist, on the other hand, would 

recognise the importance of multi-level study (e.g. at the level of the individual, the group and the 

organisation). Each of these levels possesses the ability to alter the researcher's comprehension of 

the subject under study. This would be the consequence of the existence of a greater variety of 

structures, procedures and processes and the capacity that these structures, procedures and 

processes have to interact with one another. 

According to the critical realist (Dobson, 2002), social conditioning results in our knowledge of 

reality, which we cannot understand independently of the social actors involved in the knowledge 

derivation process. 

4.4.1.4 Positivism 

If your research reflects the philosophy of positivism, then you will probably adopt the philosophical 

stance of the natural scientist. You will prefer "working with an observable social reality" and believe 

that the end product of such research can produce law-like generalisations similar to those 

produced by the physical and natural scientists (Remenyi et al., 1998). To generate a research 

strategy to collect this data, you are likely to use existing theory to develop hypotheses. These 

hypotheses will be tested and confirmed, in whole or in part, or refuted, leading to the further 

development of theory, which then may be tested by further research. 

4.4.1.5 Thesis research philosophies 

This study will be centered around the positivism philosophy. Although we have no data collection, 

such as a survey and interviews, the database created forms the research data, and from this we 

analyse the data and formulate themes and the context, which can be used to create a future 

framework to assist system designers in the future. 

4.4.2 Approaches 

4.4.2.1   Deduction: Testing theory  
The deduction testing theory owes much to what we would think of as scientific research. We 

develop a theory and rigorously test it. As such, laws serve as the dominant research approach in 

the natural sciences, providing the basis for explanation, enabling the anticipation of phenomena, 

predicting their occurrence, and ultimately enabling control (Collis & Hussey, 2003). The theory 

focuses on formulating a hypothesis, which is a testable proposition about the relationship between 

two variables, and testing it through the collection of quantitative data and environmental control. 
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The next crucial aspect of deduction involves operationalizing concepts to enable quantitative 

measurement of facts. The last characteristic of deduction is generalization. In order to be able to 

statistically generalize about regularities in human social behavior, it is necessary to select samples 

of sufficient numerical size. 

4.4.2.2   Induction: Building theory  
The purpose here would be to get a feel for what was going on so as to better understand the nature 

of the problem. Your task then would be to interpret the collected interview data through analysis. 

The result of this analysis would be the formulation of a theory. Research using an inductive 

approach is likely to be particularly concerned with the context in which such events were taking 

place. 

4.4.2.3   Thesis approaches 

This study focuses on an inductive approach. Although we have no data collection, such as a survey 

or interviews, the thesis will be that the database created forms the research data, and from this 

we perform analysis on the data and formulate themes and contexts that can be used to create a 

framework to assist system designers in the future. 

4.4.3 Strategies 

4.4.3.1 Archival research 

This strategy, archival research, makes use of administrative records and documents as the principal 

source of data. You can answer research questions, whether exploratory, descriptive, or 

explanatory, by using an archival research strategy. However, the nature of the administrative 

records and documents will inevitably constrain your ability to answer such questions. Even where 

these records exist, they may not contain the precise information needed to answer your research 

question(s) or meet your objectives. 

4.4.3.2 Ethnography 

The inductive approach forms the foundation of ethnography. It originates from the field of 

anthropology. The aim is to depict and elucidate the social environment that the research subject 

lives in, using their own words. Since the researcher will constantly be developing new patterns of 

thought about what they are observing, the research process must be flexible and responsive to 

change.We refer to the ethnographic strategy as the naturalistic approach. This means that in 

adopting an ethnographic strategy, you will be researching the phenomenon within the context in 

which it occurs and, in addition, not using data collection techniques that oversimplify the 

complexities of everyday life. 
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4.4.3.3 Grounded theory 

Classic grounded theory (Glaser and Strauss, 1967) is often thought of as the best example of the 

inductive approach, although this conclusion would be too simplistic. It is better to think of it as 

‘theory building’ through a combination of induction and deduction. A grounded theory strategy is, 

according to Goulding (2002), particularly helpful for research to predict and explain behaviour, the 

emphasis being upon developing and building theory. In grounded theory, data collection starts 

without the formation of an initial theoretical framework. Theory is developed from data generated 

by a series of observations. This data lead to the generation of predictions which are then tested in 

further observations that may confirm, or otherwise, the predictions. Constant reference to the data 

to develop and test theory leads Collis and Hussey (2003) to call grounded theory an 

inductive/deductive approach, theory being grounded in such continual reference to the data 

4.4.3.4 Action research 

Action research consists of four common themes or ideas. The first theme concentrates on the 

purpose of the research, emphasizing research in action rather than research about action (Coghlan 

& Brannick, 2005) 

The second relates to the involvement of practitioners in the research and, in particular, a 

collaborative democratic partnership between practitioners and researchers, academics, other 

practitioners, or internal or external consultants (Eden & Huxham, 1996). 

The third theme emphasises the iterative nature of the process of diagnosing, planning, acting, and 

evaluating. The action research spiral commences within a specific context and with a clear purpose. 

Robson (2002) likely expressed this as an objective. We undertake diagnosis, sometimes referred to 

as fact-finding and analysis, to enable action planning and a decision about the actions to take. 

The final theme suggests that action research should have implications beyond the immediate 

project; in other words, it must be clear that the results could inform other contexts. 

4.4.3.5 Case study 

Robson (2002, p. 178) defines a case study as “a strategy for doing research that involves an 

empirical investigation of a particular contemporary phenomenon within its real-life context using 

multiple sources of evidence." Yin (2003) underscores the significance of context, emphasizing that 

a case study blurs the boundaries between the studied phenomenon and its context. The 

experimental strategy, which we previously outlined, conducts research within a highly controlled 

context. The survey strategy, while conducting research within a context, restricts the scope of 
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exploration and understanding due to the limited number of variables available for data collection. 

You will be particularly interested in the case study strategy if you want to deepen your 

understanding of the research's context and the processes involved. 

4.4.3.6 Survey 

The survey strategy is usually associated with the deductive approach. Business and management 

researchers most frequently use this popular and common strategy to answer who, what, where, 

how much, and how many questions. Therefore, exploratory and descriptive research typically uses 

it. Surveys are popular as they allow the collection of a large amount of data from a sizeable 

population in a highly economical way. People often obtain this data by administering a 

questionnaire to a sample, standardizing it for easy comparison. Furthermore, people generally 

perceive the survey strategy as authoritative and find it relatively easy to explain and understand. 

The survey strategy allows you to collect quantitative data, which you can analyse quantitatively 

using descriptive and inferential statistics. Additionally, you can use the data collected through a 

survey strategy to propose potential explanations for specific relationships between variables and 

create models based on these relationships. You should have more control over the research 

process when using a survey strategy, and sampling allows you to generate findings representative 

of the entire population at a lower cost than collecting data for the entire population. The survey 

strategy is unlikely to collect data as wide-ranging as other research strategies. For instance, if we 

do not presume the respondent's goodwill, any questionnaire can only contain a limited number of 

questions. 

4.4.3.7 Experiment 

An experiment is a research method heavily influenced by the natural sciences, yet it also plays a 

significant role in many social science studies, especially in psychology. The purpose of an 

experiment is to study causal links; whether a change in one independent variable produces a 

change in another dependent variable (Hakim, 2000). In a classic experiment two groups are 

established and members assigned at random to each. This implies that the two groups will be 

identical in every aspect pertinent to the research, except for their exposure to the planned 

intervention or manipulation. Preplanned intervention or manipulation occurs in the experimental 

group. The other group, the control group, does not undergo any such intervention.. 
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4.4.3.8 Thesis strategies (research design) 

This study focused on the action research strategy. Action research consists of four common themes 

or ideas. The first focuses upon and emphasises the purpose of the research, research in action 

rather than research about action (Coghlan, Brannick 2005). In this study, we initially examined the 

phenomenon of online surveillance and the data management principles necessary to reduce or 

prevent its misuse. Then, we created a dataset based on approximately 80 articles, focusing on 

themes and ideas to address the abstract phenomenon, and deriving themes from all literature to 

establish a framework. 

4.4.4 Research choices 

4.4.4.1 Multi-method 

 According to Tashakori & Teddlie (2003), the term multi-method' refers to combinations of multiple 

data collection techniques and associated analysis techniques, limited by either a quantitative or 

qualitative world view. Therefore, you could opt to gather quantitative data through various 

methods such as questionnaires and structured observation and then analyse this data using 

statistical procedures, thereby conducting a multi-method quantitative study. Alternatively, you 

might choose to collect qualitative data using, for example, in-depth interviews and diary accounts 

and analyse this data using non-numerical (qualitative) procedures—a multi-method qualitative 

study. Therefore, if you adopted multi-methods, you would not mix quantitative and qualitative 

techniques and procedures. 

4.4.4.2 Mixed methods 

The mixed methods approach refers to the use of both quantitative and qualitative data collection 

techniques and analysis procedures in a research design. It is subdivided into two types. Mixed 

method research uses quantitative and qualitative data collection techniques and analysis 

procedures either at the same time (parallel) or one after the other (sequential) but does not 

combine them. 

4.4.4.3 Mono method 

 The monomethod refers to individual quantitative and qualitative techniques and procedures that 

do not exist in isolation. In choosing your research methods, you will therefore use a single data 

collection technique and corresponding analysis procedure. 
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4.4.4.4 Thesis choices  

This study focused on the monomethod approach. We used the created databases as a resource to 

identify qualitative data from the current literature from 2000 to 2021. We then identified the 

themes found in this literature to create a theoretical framework that could inform future studies. 

4.4.5 Time horizons 

4.4.5.1 Longitudinal 

The main strength of longitudinal research is the capacity that it has to study change and 

development. Adams and Schvaneveldt (1991) point out that in observing people or events over 

time, the researcher is able to exercise a measure of control over variables being studied, provided 

that they are not affected by the research process itself. 

4.4.5.2 Cross-sectional 

It is probable that your research will be cross-sectional, the study of a particular phenomenon (or 

phenomena) at a particular time. This is because we recognise that most research projects 

undertaken for academic courses are necessarily time-constrained. Cross-sectional studies often 

employ the survey strategy (Easterby-Smith et al., 2008; Robson, 2002). 

4.4.5.3 Thesis time horizon 

This study focused on the cross-sectional time horizon approach, as we first looked at the online 

surveillance phenomenon and the data management principles required to minimise or prevent 

abuse of this kind. Secondly, we restricted the analysis of the literature to the period from 2000 to 

2022. 

4.4.6 Techniques and procedures  

4.4.6.1 Data collection  

Data collection has to meet some criteria before, during, and after collecting, such as reliability, 

validity, and generalisability. 

4.4.6.1.1 Reliability  

Reliability refers to the extent to which your data collection techniques or analysis procedures will 

yield consistent findings. There are also threats to reliability. The first threat to reliability is subject 

or participant error. If you are researching the level of enthusiasm employees have for their work 

and their employer, it's possible that completing a questionnaire at different times of the week will 

yield different results. The second factor is subject or participant bias. Interviewees may have been 

saying what they thought their bosses wanted them to say. This issue is particularly prevalent in 
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organisations that exhibit an authoritarian management style or face the threat of employment 

insecurity. Thirdly, the possibility of observer error exists. In a particular research project, we 

conducted interviews using three different methods, each capable of eliciting answers in a unique 

way. Introducing a high degree of structure to the interview schedule will lessen this threat to 

reliability. Finally, there may have been observer bias. Of course, there could have been three 

different interpretations of the replies. 

4.4.6.1.2 Validity 

Validity is concerned with whether the findings are really what they appear to be about. Is the 

relationship between two variables causal? We sometimes refer to this as external validity. A 

concern you may have in the design of your research is the extent to which your research results 

are generalisable that is, whether your findings may be equally applicable to other research settings, 

such as other organizations. 

4.5 Review Questions  

The structured review looked to evaluate the following main question with some sub-questions: 

What are the key data management principles that should be considered during the design of online 

learning platforms to prevent the misuse of such platforms for online surveillance and performance 

measurement? 

Sub-questions towards answering the primary research question were as follows: 

 What does the online surveillance debate in existing literature say about online surveillance 

within learning platforms? 

 From a data management perspective, what are the key concerns [requirements] around 

the data that is generated by online learning platforms, and the potential use of such data 

for surveillance purposes? 

 What system design principles will ensure that online learning platforms meet data 

management requirements related to online surveillance? 

4.6 Criteria for Inclusion  

We used the following criteria to determine whether a study identified important data management 

principles that online learning platform designers should take into account: 
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4.6.1 Time Period 

The time period covers two decades, from 2000 to 2021. It includes the Internet, 3rd and 4th 

industrial revolution and COVID-19 pandemic which has forced the students and staff to remotely 

interact with each and thus having an issue with data security. 

4.6.2 Types of Studies 

The research study aimed to examine and evaluate a range of study types, encompassing qualitative, 

quantitative, and mixed-method approaches. Electronic databases at the UWC Google platform 

provided access to the included studies. Studies were required to be full text, peer reviewed, and in 

the English language. The results of these studies were compiled and presented in this study. We 

allowed the statistical presentation of study results, and these studies were suitable for inclusion in 

the determination of data management principles. 

4.7 Criteria for Exclusion  

Studies were excluded if they had not been published within the designated time period, if they 

were not accessible in the University of the Western Cape’s library databases, and if they were not 

present in the public domain. The initial exclusion criteria were based on the number of citations 

and abstracts analysed. 

4.8 Method of Review (Research design)  

We conducted the initial study at the identification level, using strings of search terms and 

keywords. This strategy is call Boolean Logic. This is also called search strings (Saunders, Lewis and 

Thornhill, 2016). The assessment involved the screening of relevant titles and their abstracts. We 

identified eligible titles after removing duplications across database searches. We conducted an 

independent full-text review of each pertinent study. 

4.9 Article Research Approach (Instrument development) 

We identified and filtered the articles to generate a data set of approximately 80 articles. We used 

the systematic four-phase approach as the preferred retrieval approach to analyse and filter all 

possible articles. 

The four-phase approach employs a systematic process and framework to identify, evaluate, and 

assign relevant scores to each article. The four-phase approach consists of four major processes, 

namely, extraction of relevant literature, organisation and preparation for analysis, coding and 

analysis, and writing and presentations. This chapter will delve deeper into these processes, 
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scrutinizing the specific steps involved in each process. Figure 15 illustrates the steps involved in the 

systematic four-phase approach. 

 
Source: Bandara, et al. (2015), Achieving rigor in literature reviews: Insights from qualitative data analysis and tool-

support. Communications of the Association for Information Systems, 37, Article number: 8 154-204. 

Figure 15: Article research approach   

4.9.1 Extraction of Relevant Literature 

We conducted an initial search to identify appropriate search terms. The preliminary search terms 

identified in the literature were data management (DM), system design (SD), learning management 

system (LMS), performance management (PM)and online surveillance (OS). We determined the 

effectiveness of preliminary keywords by the number of hits they produced during initial searches 

within the UWC Google Scholar database. However, these preliminary keywords appeared to limit 

searches, resulting in a higher than anticipated number of hits. The next step in the process was the 

use of the Boolean Logic or search strings to identify the possible articles to insert in the database. 
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Figure 16: Phase 1:  Systematic Four-Phase approach - Extraction of relevant literature 

 

The below Table 14, identifies the initial search result based on the generic themes criteria and 

number of citations of online surveillance: 

Table 14: Online Surveillance (Search Strings/Boolean Logic) 

Online Surveillance 
 

initial Search Key and Search Strings Number of outcomes 

 Online Surveillance, Year 2000 to 2021  2 190 000 

 Online Surveillance, Year 2000 to 2021, Higher Education   82900 

 Online Surveillance, Year 2000 to 2021, Higher Education, System Design  17800 

 Online Surveillance, Year 2000 to 2021, Higher Education Data 

Management 

 17800 

  Online Surveillance, Year 2000 to 2021, Higher Education Learning 

Management Systems 

17800 

 

The below Table 15, identifies the initial search result based on the generic themes criteria and 
number of citations of data management: 

Table 15: Data management (Search Strings/Boolean Logic) 

Data Management  
 

initial Search key and Search Strings Number of outcomes 

Data Management, Year 2000 to 2021  762000 

Data Management, Year 2000 to 2021, Higher education   22500 

Data Management, Year 2000 to 2021, Higher education, Online 

Surveillance 

 17800 

Data Management, Year 2000 to 2021, Higher education, System Design 17800 

Data Management, Year 2000 to 2021, Higher education, Learning 

Management Systems 

17800 

 

The below Table 16, identifies the for the initial search result based on the generic themes criteria 
and number of citations of system design. 

Table 16: System Design (Search Strings/Boolean Logic) 
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System Design  
 

initial Search key  and Search Strings Number of outcomes 

System Design, Year 2000 to 2021  791000 

 System Design, Year 2000 to 2021, Higher education  17800 

 System Design, Year 2000 to 2021, Higher education, Online Surveillance  17800 

 System Design, Year 2000 to 2021, Higher education Data Management 17800 

 System Design, Year 2000 to 2021, Higher education Learning Management 

Systems 

17800 

 

The below Table 17, identifies the for the initial search result based on the generic themes criteria and 
number of citations of learning management systems: 
 
Table 17: LMS (Search Strings/Boolean Logic) 
  
Learning Management System   
Initial Search Key and Search Strings Number of outcomes 
LMS, Year 2000 to 2021  1 290 000 
LMS, Year 2000 to 2021, Higher Education   133000 
LMS, Year 2000 to 2021, Higher Education, Online Surveillance  17800 
LMS, Year 2000 to 2021, Higher Education, System Design 17800 
LMS, Year 2000 to 2021, Higher Education, Data Management 17800 
  

 

 

 

 

The below Table 19, identifies the for the initial search result based on the generic themes criteria 
and number of citations of learning analytics : 
 
Table 19: Learning analytics   (Search Strings/Boolean Logic) 

The below Table 18, identifies the for the initial search result based on the generic themes criteria and 
number of citations of PM: 
 
Table 18: Performance Management (Search Strings/Boolean Logic) 
  
Initial Search Key  Number of outcomes 
Performance Management, Year 2000 to 2021  954 000 
Data Management, Year 2000 to 2021, Higher Education   28200 
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Initial Search Key  Number of outcomes 
Learning Analytics   900 000 
Higher Education  108 000 

 

4.9.2 Organisation and Preparation for Analysis    
                                                                                                                                       Criteria Setup and guidelines 

 

 

 

 

 

 

 

Figure 17: Phase 2: Systematic Four-Phase approach - Organisation and preparation for analysis 

From the initial Phase 1, which consists of the original term search and the creation of the initial 

database, the initial criteria setup and guidelines were created to identify which articles can be 

included in the dataset. The criteria were as follows: We achieved this by (1) citing the number in 

each article from themes/search keys; (2) evaluating abstracts; and (3) identifying themes within 

the articles/journals. After evaluating these criteria alongside other factors, we created the final 

database. We created approximately 80 articles, each spanning over two decades and the respective 

themes. All analysis and findings will utilize this data. 

 

 

4.9.3 Coding and Analysis 
 

 

 

 

 

 

Figure 18: Phase 3: Systematic Four-Phase approach - Coding and Analysis   

4.9.3.1 Coding (Research methods) 
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From the above themes, we use the citation as “initial scoring”; the higher the number of citations, 

the more favourable the article would be in the initial database. Each theme encompasses a diverse 

range of topics and articles, each with a unique citation threshold that automatically excludes all 

articles below a predetermined number of citations from the study. After the initial topics, which 

give a broad understanding and perspective of the theme, the second step would follow by adding 

abstract analysis as a criterion by identifying the themes within the abstracts. The third criterion 

would be to identify the themes within the journal articles and map them against the  data 

management principles until the relevance themes were included and final criteria established. We 

created the database in an Excel Workbook to capture each article under the following structure, as 

shown in Table 20 below. : 

Table 20: Variables and Definitions 
 

Variable  Definitions 

ID This variable would be the number in the dataset  

Year of study  This is when the study was written  

Author’s name The name of the author who contributed to the literature  

Name  The name of the literature/thesis 

No of citations The number of times an article was referenced in other literature   

Reference This would be the HARVARD style referencing that was used   

Research journal  This refers to the research publication in which it was published  

Region The country where the research has taken place  

Industry  The area of study such as commerce, education, etc 

Data research type This will identify if the data collection was qualitative, quantitative or mixed   

Overall themes The theme of the article   

Data management principles The various data management principles within an article 

Theoretical  framework Where the article fits into the theoretical framework 

 

4.9.3.2 Analysis (Data analysis) 
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After the coding has been completed and the final 80 articles have been collated in a single Excel 

document with the above categories mentioned, the database then goes through a data quality 

check in order to firstly confirm that all coding and criteria make sense and to vet that the articles 

are relevant and in the correct time horizon. 

From the 80 articles, there will be common themes and principles identified, and this will be 

represented in the form of descriptive statistics. This analysis will also look at identifying which 

research journals have more relevance around the themes and which regions in the world focus 

more on these ideas and topics. Also, from the analysis, we should be able to identify the research 

vigor of this topic over the past 20 years, showing the years in which the topic was more applicable 

than in other years. 

4.9.4 Write up and Presentations 
 

 

 

 

 

Figure19: Phase 4: Systematic Four-phase approach - Write up and presentation    

Once the themes and descriptive analysis were completed, the findings and recommendations were 

written up and thus answering the research questions, sub-questions and objectives. 

The research question was as follows: 

What are the key data management principles that should be considered during the design of online 

learning platforms to prevent the misuse of such platforms for online surveillance and performance 

measurement? 

Sub-questions towards answering the primary research question were as follows: 

 What does the online surveillance debate in existing literature say about online surveillance 

within learning platforms? 

 From a data management perspective, what are the key concerns [requirements] around 

the data that is generated by online learning platforms, and the potential use of such data 

for surveillance purposes? 

 What system design principles will ensure that online learning platforms meet data 

management requirements related to online surveillance? 
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The research objectives were as follows: 

 To establish from existing literature all concerns related to online learning systems being 

used for either surveillance or performance measurement 

 To establish from literature what subset of the identified concerns relate to data and data 

management 

 To establish key data management requirements related to the data that is generated by 

online learning platforms, and the potential use of such data as related to the identified 

concerns 

 To propose system design principles that will ensure online learning platforms meet data 

management requirements in future towards addressing the online surveillance and 

performance measurement concerns identified in literature. 

 

4.10 Ethical Considerations 

 

The Senate Research Committee at the University of the Western Cape granted permission to 

conduct the present systematic review (Appendix A). The review included all published articles in 

the public domain, ensuring transparency. The current study did not require further access. The 

primary researcher is a registered student at the institution and has full access to the databases 

available in the library of the University of the Western Cape. 

 

 

4.11 Chapter conclusion 

The thesis provides a detailed explanation of the methodology and processes used to extract and 

develop the database for analysis and recommendations. The thesis relies on distinct philosophies, 

approaches, strategies, and techniques. We used this database to identify themes, which we then 

incorporated into a conceptual framework. Chapter five will discuss the write-up, including the 

findings, themes, and analysis. This section will examine the current literature and the finalised 

database, identifying common themes in the literature that address the research questions and 

objectives. Additionally, it will provide a descriptive analysis of the database, highlighting any clear 

evidence found within it. Descriptive graphs and accompanying analysis will present these findings. 
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CHAPTER 5: Findings and Analysis 

This chapter provides a descriptive analysis of the findings of all included studies in the systematic 

review. A descriptive analysis will take the form of content analysis, which evaluates a data set and 

provides qualitative data analysis. The section will identify patterns in the data set and identify 

themes that can be used to answer the research questions and sub-questions. 

5.1 Introduction  

 

According to Harwood and Garry (2003),” Content analysis is a method for analysing the content of 

a variety of data, such as visual and verbal data. It enables the reduction of phenomena or events 

to defined categories so as to better analyze and interpret them. We present the basic concepts and 

techniques for operationalising content analyses. As a methodology, it can be both qualitative, 

usually in the developmental stages of research, and quantitative, where it is applied to determine 

the frequency of phenomena. Thus, it lends itself to the use of computers to analyse data, and, 

therefore, some of the main packages currently available to researchers are mentioned. The 

benefits and limitations of adopting content analysis are discussed along with an introduction to 

sequential analysis, a complementary approach that may be used to enhance understanding and 

strengthen research design.” 

Descriptive statistics describe the main features of a quantitative collection of data. Descriptive 

statistics provide simple summaries about the database and the measures. This forms the basis of 

quantitative analysis of data (Fisher & Marshall, 2009). 

 

5.2 Conceptual Framework 

 

This study’s purpose was to systemically identify the negative effects of online learning systems and 

to provide key considerations. The systematic review focuses on a higher education (HE) 

environment where system designers can implement the identified consideration framework in 

future system designs or enhance existing functionality. Abraham, Schneider, & Vom Brocke (2019) 

discussed a framework that emphasizes a holistic approach to governance and the various processes 

involved in its creation. This study centers on the system design and the key data management 

principles paradigm, which should be taken into account during the design of online learning 

platforms to prevent their misuse for online surveillance and performance measurement. Because 
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of this, some of Abraham, Schneider, and Vom Brocke's (2019) theoretical framework will be used 

in this thesis. This framework focusses on structural, procedural, and relational mechanisms and 

improves them with system design principles in a data management paradigm. This system design 

structure will focus on using existing principles that will ensure online learning platforms meet data 

management requirements in the future. 

In Table 12, the thesis conceptual framework, which identifies firstly identifies firstly the abstract / 

overall paradigm (OS+LS), secondly, it identifies level 1: Mechanism which identifies the abstract or 

the theoretical concepts that need to be considered when starting the design of the learning 

management system. The second level is Level 2: Data management (DM) themes level which 

identifies the themes from existing literature that one needs to consider when designing the 

learning management system in order to prevent any misuse of data on these platforms. The next 

level. After identifying the data management themes on the previous level, the designer of the 

system needs to start the physical designing of the system. The previous level can also be defined 

as the Level 3: pre-defined or initial scoping of the design requirements. The final level is named, 

the Level 4:data management concerns identified in the literature. This will assist to identify which 

design principles need to be considered when designing the learning management systems. These 

principles will assist the designer in solving the overall concerns around data usage and online 

surveillance . The Figure 20 below identifies a high level conceptual framework  from chapter 3: 
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Figure 20: High level thesis framework  

5.3 Findings and Analysis  

5.3.1 Descriptive Analysis  
 

5.3.1.1 Timeline analysis 

 

Timeline analysis, according to Rogers (2016) in the book Digital Forensics, is an important 

component. The visualisation of a timeline combined with a frequency analysis can be used to 

category a view point. Visualization of the data during this phase provides an opportunity to discover 

patterns or linkages 

OS+LMS

L1:Mechanism

L2:DM Themes

L3:Design 
Framework

L4:DM Concerns
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Figure 21: Timeline analysis 

Figure 21 provides a good overview of the time line of the within the dataset. We can see the fluctuations 

over time as the themes become more relevant and topical as the population incurred a disease outbreak in 

2012 we had the MERS , 2002 to 2005, SARS and COVID from 2019, we will see as similar pattern.  
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5.3.1.2 Areas of research journal 

 

Figure 22: Areas of research journal analysis 

 

Figure 22 provides a good overview of the research disciplines within the dataset, as there are a 

variety of research areas. This gives a good few from various sectors. The majority of the of 25% of 

the study focus on education technology. The focus of this thesis is on higher education and thus 

the finding and descriptive analysis supports this. 
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5.3.1.3 Region/Countries 

 
Figure 23: Country analysis  
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Figure 24: Region analysis  

 

Figures 23 and 24 identify an overview of the regions within the dataset; the majority of the 

research on online surveillance is within the USA, which has a majority of 26% of the literature. In 

the top five countries/regions, we have Australia (12,99%), the UK (6,49%), Taiwan (5,2%), and 

Malaysia (5,2%). This study clearly indicates that the more advanced a country is in terms of 

technology, the more applicable the concepts of online surveillance and data management 

are.The United States has been very active in exploring and teaching digital literacies, as befits the 

nation of Silicon Valley and a large higher education and cultural heritage ecosystem. At the same 

time, European, Middle Eastern, and African nations (EMEA) have developed a robust set of digital 

literacy frameworks and policies, including competency listings and a re-engagement with media 

literacy. Generally speaking, the United States digital literacy frameworks tend to focus on 

educational policy details and personal empowerment, the latter encouraging learners to become 

more effective students, better creators, smarter information consumers, and more influential 

members of their community. The Bryn Mawr digital competencies framework, for instance, aims 

to assist individual Bryn Mawr students in identifying the digital skills and critical perspectives 

necessary for 21st century leadership. 21. In contrast, international structures dwell on human 

rights language and media literacy. The latter may arise from a different media ecosystem, one 

that features more central or state-controlled media outlets while also grappling with the impact 

of new media. The use of human rights language in certain digital literacy frameworks seems to 
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draw on the established norms of international organizations, especially in the humanitarian non-

governmental organization (NGO) sector. Further differences appear when focusing on individual 

regions or continents. European projects, for example, often refer to digital competencies, a term 

not used as widely elsewhere.Media literacy continues to play a crucial role in discussions about 

refugee representation and the rise of populism. National policies play a crucial role in European 

digital literacy efforts, which may come as a surprise given the continent's dense population of 

nation-states and their ongoing efforts to redefine themselves, all while attempting to grow their 

economies in the aftermath of the 2008 financial crisis and subsequent financial pressures.Some 

frameworks and projects include content creation as a key digital literacy component, as with this 

recommendation for Balkan digital strategy: “Media and information education (with an emphasis 

on critical thinking and switching from consumption to action) should start in the early ages, but 

address all ages.” In contrast, African digital literacy is more business-orientated. Frameworks 

often speak to job skills and digital entrepreneurship. The call for "new collar" positions symbolises 

the emphasis on new skills and professions. The major resource gap between much of Africa and 

the developed world clearly shapes this construction of digital literacy, highlighting a technological 

skills gap driven by uneven development and exploitation while suggesting a digital path forward 

to economic development. Creativity and content production receive less emphasis here than in 

other nations and may reflect the relative lack of African-sourced content available online.
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5.3.1.4 Publications per Field of Research 

 

 

 

Figure 25: Original themes    

 

Figure 25 provides a good overview of the various themes within the dataset, the LMS, the various 

aspects within learning management, and the requirements around the dataset (42%). This looks 

into data management (18%) as a holistic concept and various sub-sections of data management. 

The second most common theme relates to OS (13%). These data management themes pinpoint the 

ideas and concepts that form the foundation of this study's framework 
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5.3.2.1 Themes - specific analysis 

 

 

                         

Figure 26: Theme specific analysis    

  

Figure 26 provides an overview of the specific themes within the database. The data points identify 

the critical DM themes and concerns within the paradigm. We can also classify these data 

management themes as LMS environment concerns. These theme design principles can be 

identified, and solutions via the conceptual framework can be developed to assist future system 

designers. The following is a breakdown of the specific themes within the database analysis: 

 

 

Figure 27: Theme specific analysis pie chart 
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5.3.2.1.1 Privacy  
The dataset provides that 9% of the articles have a common theme which relates to privacy/security and thus 

clearly shows that this is a key data management concern and principle that needs to be identified when 

developing an LMS . 

From the articles, data privacy plays an important role in any data management process. The key purpose of 

privacy from the data is: 

 Data privacy 

 Prevent the misuse of data 

5.3.2.1.2 Data Governance Importance 
The dataset provides that 44% of the articles have a common theme which relates to governance importance   

and this clearly shows that this is a key data management concern and principle that needs to be identified 

when developing an LMS. 

From the articles data governance plays an important role in any data management process. The key purpose 

of privacy from the data is: 

 Data governance  

 Quality  

 Data Security  

5.3.2.1.3 Learning analytics  
The dataset provides that 6% of the articles have a common theme which relates to learning analytics and 

this clearly shows the principle that needs to identified when developing a LMS. The system must have the 

functionality of making analytics available but also the ability to inform students and staff of the purpose and 

reasons for the analytics. From the articles there are two key uses and purposes for learning analytics: 

 Analysis of student data (trend analysis) 

 Early warnings for at risk students  

5.3.2.1.4 Behavioural manipulation 
The dataset provides that 1% of the articles have a common theme which relates to behavioural manipulation 

within the learning environment. Behavioural manipulation is a critical theme and provides a huge concern 

for the development of students. This behavioural modification can be used in a nefarious way in order to 

create a specific behaviour pattern and specific trains of thought. More research needs to be conducted in 

this area as it identifies a critical development of society and future leaders. 

5.3.2.1.5 Online surveillance 
The dataset provides that 40% of the articles have a common theme which relates to online surveillance and 

this clearly shows that this is a key principle that needs to identified when developing LMS. 
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From the articles online surveillance plays an important role in any data management process. The key 

purpose and prevention of online surveillance from the data is: 

 Data security  

 Prevention of misuse of information  

 Tracking of information and misuse   

5.4 Content  analysis of qualitative data and findings 
 

As mentioned in 5.1, Content analysis (CA) is a qualitative data analysis method that involves reading 

through a data set (such as transcripts from in-depth interviews or focus groups), and identifying 

patterns in meaning across the data. CA is a method of systematically identifying, organising, and 

offering insight into patterns of meaning (themes) across a data set. 

From the analysis and interpretation, the content table shows the following categories and 

information: 

Table 21:  Content analysis column analysis 

1 Authors’/Authors 
2 Study’s findings 
3 Author’s conclusions 
4 Themes 

  
 

In table 22 below, the analysis and interpretation of the database and other literature has been 

summarised and themed. These themes are critical in the analysis of answering the research 

questions and objectives within the study. The table is divided into categories /identifies such as 

themes, authors and conclusions within the articles and journals 

Table 22 :Content analysis (findings and recommendations)
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Authors Study’s Findings Author’s Conclusions Themes 

Jamie Manolev, 
Anna Sullivan & 
Roger Slee (2018) 

“Managing student behaviour is an aspect of teaching in which many teachers 
encounter persistent challenging professional dilemmas (Evertson and 
Weinstein, 2006a). Schools and teachers are subject to consistent pressures to 
‘control’ student behaviour in order to maintain ‘good order’ (Johnson and 
Sullivan 2016). In fact, this incessant, often politicised issue has led to ‘an 
uncritical acceptance of discipline as a synonym, and ultimately a verb, for 
control’, rather than viewing school discipline as an educational endeavour 
(Slee, 1995, p. 7). 

 This contextual backdrop creates an environment in which teachers frequently 
adopt discipline approaches designed to control the conduct of students 
(Armstrong 2018), despite research associating this approach with student 
alienation (Hoy 1972). ClassDojo provides teachers with a disciplinary model 
based on the control oriented paradigm of behaviourism (Slee 1995). Relying 
heavily on external positive reinforcement, or rewards, ClassDojo ultimately 
controls through seduction (Deci and Ryan, 1985). This type of disciplinary 
approach provides teachers with the allure of a behavioural quick fix while 
appealing to a broadly accepted, uncritical, common-sense logic that rewards 
are an effective and efficient means to get children to do what they are told 
(Kohn 1993). This is despite a strong body of research demonstrating that 
rewards undermine intrinsic motivation and the development of self-regulation 
(Deci,Koestner, and Ryan 1999), questioning their use as a strategy to achieve 
long-lasting behaviour change. 

 Due to such conditions a culture of surveillance has become normalised in 
schools (Steeves and Jones 2010), creating a context in which the predilection of 
schools to adopt data-centric surveillance technologies in support of 
educational and institutionally designated objectives has carried on unchecked 
in recent times (Taylor 2017). ClassDojo exemplifies one such technology, one 
that promotes itself as a support for both school and institutional objectives 
relating to discipline. The effect of ClassDojo’s datafied surveillance is an 
increased volume of behavioural data available to teachers and schools from 
which a wide range of decisions about students can be made. Therefore, 
ClassDojo can be understood as yet another data-gathering surveillance 
technology that is contributing to a culture of surveillance that has become 
normalised in schools.  

This paper has critically examined the ways in which ClassDojo is influencing 
the disciplinary landscape in schools and classrooms, in particular its 
datafication of school discipline and student behaviour. ClassDojo’s popular 
appeal, and the relative scarcity of critical research investigating its influence 
on school discipline, was the motivation for this critical analysis. Moreover, this 
combination of factors indicates a necessity for further research into ClassDojo 
to uncover deeper understandings of its impact on teacher practice, student 
behaviour development and the education landscape more broadly. We have 
argued that within contemporary education’s techno-friendly zeitgeist 
(Boninger and Molnar 2016) ClassDojo frames itself as a successful innovative 
educational technology (Williamson 2017a). However, despite representing 
itself in this way, closer inspection reveals a technological layering over older 
ideas and practices (Watters 2017b), resulting in a reconstitution of 
behaviouristic techniques that incorporate the datafication of student 
behaviour.  

This datafication and numeration of students entices teachers with the 
prospect of a new and supposed efficient method of student organisation and 
decision-making, a governance by numbers. Furthermore, this form of 
psychologised discipline situates responsibility for behaviour entirely with the 
student, problematically decontextualizing and erasing the complexities of 
behaviour, in particular those influenced by structural and contextual 
components of schooling (Sullivan et al., 2014a). 

Through the proliferation of ClassDojo, schools and classrooms across the 
globe participate in the process of increasingly normalising and promoting 
systems of student surveillance, and data-driven performative cultures of 
discipline. Such practices impede the enactment of school discipline through 
an educational, as opposed to a management discourse (Slee 1995). More 
must be LEARNING, MEDIA AND TECHNOLOGY 47 demanded of a disciplinary 
system than coercive compliance techniques associated with external 
regulation, and the taken for granted uncritical acceptance of discipline as a 
synonym for control. If it is not, schools risk failing to develop in students the 
skills and qualities necessary for their future success as ethical, successful 
twenty-first-century citizens – skills such as participation, critical thinking, 
creativity, inclusiveness and a sense of fairness (Taylor and Kearney 2018) 

Behavioural 
manipulation 
and normalising 
of surveillance 
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Chen, W., Quan-
Haase, A. and 
Park, Y.J., 2018. 

“Park, Chung, and Shin, in this special issue, examine the dynamics between 
users and producers by mapping out the complex interplay in the personal data 
ecosystem. Drawing insights from Anthony Giddens’ (1984) structuration 
theory, they argue that the current status of privacy protection (or the lack of it) 
is a joint product of structure and agency among various stakeholders. In other 
words, the data practices and related interests of different stakeholders 
constitute the reproduction of a data ecosystem. Building on a conceptual map 
of the data ecosystem that includes both data production and consumption, 
Park, Chung, and Shin illustrate institutional data practices and their unintended 
consequences through three examples—Google, Netflix, and NSA—on how 
personal identities and privacy can be compromised through commercial 
interests. As a potential solution, they highlight the role of policy in unlocking 
the gridlock of privacy protection (Park, 2014; Park & Jang, 2014). Calling for 
and advancing a producer’s perspective, Chen and her co-authors, in this special 
issue, understand privacy practices as a negotiated process that involves 
entrepreneurs and multiple social and institutional stakeholders. Their work, 
through ethnographic fieldwork and in-depth interviews of 45 tech 
entrepreneurs in the United States, makes a unique contribution by 
documenting and articulating the producer perspective that remains rare in the 
literature. Among their alarming findings is the candid acknowledgement 
among tech entrepreneurs that they design digital platforms to acclimate users 
to share personal data. As importantly, they found that government regulations 
were not only left behind by industrial practices, but also had received limited 
attention from the entrepreneurs. This article offers a rich, accurate 
representation of how tech and media start-ups design their privacy and data 
policy and practice behind the scene. Few entrepreneurs leverage better privacy 
management as a competitive advantage. This study presents us with 
challenging yet thought-provoking questions related to how policy makers 
should develop more effective incentives for industrial producers to develop 
more rigorous privacy protection. 

Compared with the producer perspective, the user perspective has been the 
mainstream approach in the privacy literature. A growing body of literature has 
examined privacy concerns and risks in digital media as well as the motivations, 
patterns, and consequences of individual users’ privacy management. The rapid 
development of this literature aside, the five articles in this special issue fill 
important knowledge gaps from the user perspective.4 American Behavioural 

The seven articles in this special issue take a renewed look at the various 
aspects of the messy gridlock of privacy practices in the United States, Canada, 
and Hong Kong from the producer and the user perspectives, drawing on 
diverse theoretical and methodological approaches. Together these articles 
have numerous implications for policy makers, industry, and community 
practitioners. First, the special issue shows that training and support in the 
development of digital skills, and specifically privacy skills, are central to the 
use of digital resources and of particular relevance to the successful 
implementation of eHealth (Li, this issue). Training has to be age- and 
culturally-appropriate for enhancing privacy literacy and recognizing threats 
(Elueze & Quan-Haase, this issue). As importantly, privacy training should 
incorporate digital skills that help improve self-control because individuals’ 
levels of self-control can help reduce the risk of online victimization (Mesch & 
Dodel, this issue). Second, entrepreneurs and developers need better privacy 
policies and practices when developing their products, especially considering 
the needs of vulnerable populations such as high school students, older adults, 
or the residents of public housing communities. Third, and perhaps most 
important, both the producer and the user perspectives demonstrate that 
policy makers have a significant role to play in unlocking the gridlock of privacy 
protection (Park, Chung, & Shin, this issue). More specifically, as Chen and co-
authors (this issue) illustrate, policy makers need to develop policies that give 
industry producers incentives to develop more rigorous privacy practices. To 
conclude, we call for a more integrative, multi-layered understanding of 
privacy management in the hope for more theoretically engaged, empirically 
innovative, policy-driven research and advocacy. Mark Zuckerberg’s 
congressional testimony in Spring 2018, once again, shows a strong need for 
studies that investigate privacy practices as a negotiated process, involving a 
web of stakeholders such as governments, entrepreneurs, academics, and 
advocates (Zuckerberg, 2018). Zuckerberg claimed having been naïve about 
the role of Facebook in making big data available for unanticipated uses. 
According to his testimony, Facebook realized that it needed to do a lot more 
to protect user privacy, playing a more active role in the development of 
policies and regulations. Facebook is modifying many aspects of how the 
platform operates, from its goals to its relation to third parties to the kind of 
data it shares. Most important, Zuckerberg is increasing transparency and 
public scrutiny. He has created a committee of academics who will study the 
platform and its relation to public opinion, Chen et al. 7 politics, and key social 
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Scientist 00(0) First of all, highlighting the producer’s perspective does not mean 
letting individual users off the hook. Mesch and Dodel, in this special issue, make 
an appealing case that individual users have an important role to play in privacy 
practice. Analysing a U.S. national survey data set, Mesch and Dodel evaluate 
the implications of low self-control, online activities, and the disclosure of 
personal information for the risk of being an e-mail fraud target. People with 
low self-control and more online activities are more likely to disclose personal 
information online and be targeted with a fraudulent offer. Furthermore, people 
with low self-control and more digital disclosure of personal information online 
are more likely to respond to a fraudulent offer. In other words, the risk of online 
victimization can be reduced as the levels of self-control increase. Thus, privacy 
training should incorporate skills that help improve self-control. Second, articles 
in this special issue expand the scope and typology of the existing privacy 
literature, which, similar to the larger literature on digital media and 
technologies, tends to focus on younger users or privacy behaviours via personal 
computer. Many times, studies use convenience samples such as university 
students (Young & Quan-Haase, 2013). By contrast, privacy attitudes, concerns, 
and choices among people on the margins such as senior citizens or members of 
disadvantaged communities have only gained greater scholarly consideration 
more recently. Several contributors to this special issue help close this gap (see 
Elueze and Quan-Haase on older adults aged 65+ years, Robinson and Gran on 
the disadvantaged yet upward mobile rural high schoolers, and Li on the 
predominantly low-income racial and ethnic minority public housing residents). 
Studying individuals’ privacy concerns has been one of the most enduring 
research questions in the privacy literature. Elueze and Quan-Haase, in this 
special issue, build on Westin’s typology as well as previous discussions on the 
concept of “privacy cynicism” and “privacy apathy” (Hargittai & Marwick, 2016; 
Hoffmann, Lutz, & Ranzini, 2016; Westin, 2000) and further extend these 
categories by highlighting the lived experience of older adults in their specific 
context. By analysing in-depth interviews conducted with a sample of 40 older 
adults (aged 65 years and older) in East York, Canada, Elueze and Quan-Haase 
propose an alternative typology of five categories: fundamentalist, intense 
pragmatist, relaxed pragmatist, marginally concerned, and cynical expert. They 
demonstrate considerable variability among the East York older adults as well 
as similarities and differences in regards to privacy concerns between older and 
younger adults. With greater granularity and sensitivity, the typology opens the 
door for future work to replicate and refine the categories and related 
dimensions. Hsuan-Ting Chen, in this special issue, refines the privacy calculus 
model by examining self-efficacy and social capital in parallel. The study makes 
a remarkable contribution by providing a unique perspective on privacy based 

behaviours; Facebook will have no say in the studies nor be able to veto the 
outcomes (Wang, 2018). Yet, it is not clear to what extent the current privacy 
crisis has sparked positive change. Scholars need to interrogate who sets the 
terms of the costs and benefits of privacy and the ways in which these costs 
and benefits are unevenly distributed. As Robinson and Gran (this issue) 
powerfully demonstrate, the disadvantaged, yet high-achieving, high school 
students in rural California are not the only users who have a privacy trade-off 
despite limited options and it is certainly not them who set the terms of 
service. Privacy scholars must illuminate how service providers and resource 
gatekeepers set such terms for whom. Articulating the producer perspective, 
this special issue aims for levelling up the theorizing of privacy from the 
individual to the institutional and the industrial. Refining the user perspective, 
this special issue invites greater scholarly attention on the typology, scope, and 
implications of privacy studies at the individual level. 
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on a representative two-wave panel, which was collected in Hong Kong—a 
highly tech savvy metropolis. The research painstakingly demonstrates the need 
of distinguishing between self-disclosure and self-withdrawal behaviours as 
distinct concepts as well as highlighting three types of privacy management 
behaviours: self-disclosure, limiting profile Chen et al. 5 visibility, and friending. 
Furthermore, privacy self-efficacy, on the one hand, elicits self-withdrawal, yet 
contrary to privacy concerns, enhances self-disclosure and friending behaviours 
on the other hand. Her findings illustrate the interesting and complicated role 
of social capital (as an expected benefit) in an extended privacy calculus model, 
affecting various privacy management strategies in different ways. Moreover, 
social capital can modify the direct and indirect impacts of privacy self-efficacy 
on privacy management behaviours. Last, and perhaps more illuminating for 
future research, the privacy literature tends to theorize various manifestations 
of privacy as the dependent variable, often in isolation from other significant life 
domains. By contrast, contributors to our special issue innovatively situate 
privacy in the context of education (Robinson & Gran) and health.”  

Kintu, M.J., Zhu, 
C. and Kagambe, 
E,2017 

“However, learners became skilled at navigating around the learning 
management system (79%) and it was easy for them to locate course content, 
tools and resources needed such as course works, news, discussions and journal 
materials. They effectively used the communication tools (60%) and to work 
with peers by making posts (57%). 

They reported that online resources were well organized, user friendly and easy 
to access (71%) as well as well-structured in a clear and understandable manner 
(72%). They therefore, recommended the use of online resources for other 
course units in future (78%) because they were satisfied with them (64.3%). On 
the whole, the online resources were fine for the learners (67.2%) and useful as 
a learning resource (80%).  

The technology quality during the blended learning intervention was rated at 
69% with availability of 72%, quality of the resources was at 68% with learners 
reporting that discussion boards gave right content necessary for study (71%) 
and the email exchanges containing relevant and much needed information 
(63.4%) as well as chats comprising of essential information to aid the learning 
(69%). Internet reliability was rated at 66% with a speed considered averagely 
good to facilitate online activities (63%). They however reported that there was 
intermittent breakdown during online study (67%) though they could complete 
their internet program during connection (63.4%). Learners eventually found it 

An effective blended learning environment is necessary in undertaking 
innovative pedagogical approaches through the use of technology in teaching 
and learning. An examination of learner characteristics/background, design 
features and learning outcomes as factors for effectiveness can help to inform 
the design of effective learning environments that involve face-to-face 
sessions and online aspects.  

Most of the student characteristics and blended learning design features dealt 
with in this study are important factors for blended learning effectiveness. 
None of the independent variables were identified as significant predictors of 
student performance. These gaps are open for further investigation in order 
to understand if they can be significant predictors of blended learning 
effectiveness in a similar or different learning setting. 

In planning to design and implement blended learning, we are mindful of the 
implications raised by this study which is a planning evaluation research for 
the design and eventual implementation of blended learning. Universities 
should be mindful of the interplay between the learner characteristics, design 
features and learning outcomes which are indicators of blended learning 
effectiveness. From this research, learners manifest high potential to take on 
blended learning more especially in regard to learner self-regulation exhibited. 
Blended learning is meant to increase learners’ levels of knowledge 
construction in order to create analytical skills in them. Learner ability to assess 
and critically evaluate knowledge sources is hereby established in our findings. 

Learning 
management 
efficacy 
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easy to download necessary materials for study in their blended learning 
experiences (71%).” 

This can go a long way in producing skilled learners who can be innovative 
graduates enough to satisfy employment demands through creativity and 
innovativeness. Technology being less of a shock to students gives potential 
for blended learning design. Universities and other institutions of learning 
should continue to emphasize blended learning approaches through 
installation of learning management systems along with strong internet to 
enable effective learning through technology especially in the developing 
world. 

Dawson, S., 
Burnett, B. and 
McArdle, F., 2005 

“The preliminary results indicated differences in student awareness of the two 
investigated modes of surveillance the information facilities policy and the 
ability for academic staff to approve forum contributions prior to release. Ninety 
(90%) percent (n=30) of those surveyed indicated an awareness of the 
information facilities policy while seventy six (76%) percent (n=29) indicated 
that they were unaware of the ability for academic staff to approve or 
disapprove forum contributions.” 

As universities invest more heavily in developing their online infrastructure in 
order to enhance flexible learning options and the overall student learning 
experience, there is clearly the potential for unobtrusive modes of surveillance 
to impact on the teaching and learning experience. This study offers a 
preliminary investigation into the impact of particular modes of surveillance 
on student learning behaviours and indicates that students unaware of the 
specific surveillance measures enacted by the institution undertake a high 
level of self-regulation. Surveyed students indicate that their browsing 
behaviours, the range of topics discussed and the writing style of their 
contributions made to asynchronous discussion forums are influenced by the 
degree to which such activities are perceived to be surveyed by both the 
institution and teaching staff. The implications of this new mode of governance 
for teaching and learning relate specifically to ensuring students are cognisant 
of surveillance techniques and the boundaries in which the policies operate 
and in the manner asynchronous discussion forums are integrated within the 
pedagogical framework designed by teaching staff. 

Behavioural 
manipulation 

Kintu, M.J., Zhu, 
C. and Kagambe, 
E,2017 

“First, descriptive statistics was conducted. Shapiro-Wilk test was done to test 
normality of the data for it to qualify for parametric tests. The test results for 
normality of our data before the t-test resulted into significant levels 
(Male = .003, female = .000) thereby violating the normality assumption. We 
therefore used the skewness and kurtosis results which were between −1.0 and 
+1.0 and assumed distribution to be sufficiently normal to qualify the data for a 
parametric test, (Pallant, 2010). An independent samples t-test was done to find 
out the differences in male and female performance to explain the gender 
characteristics in blended learning effectiveness. A one-way ANOVA between 
subjects was conducted to establish the differences in performance between 
age groups. Finally, multiple regression analysis was done between student 
variables and design elements with learning outcomes to determine the 
significant predictors for blended learning effectiveness. 

An effective blended learning environment is necessary in undertaking 
innovative pedagogical approaches through the use of technology in teaching 
and learning. An examination of learner Characteristics/background, design 
features and learning outcomes as factors for effectiveness can help to inform 
the design of effective learning environments that involve face-to-face 
sessions and online aspects. Most of the student characteristics and blended 
learning design features dealt with in this study are important factors for 
blended learning effectiveness. None of the independent variables were 
identified as significant predictors of student performance. These gaps are 
open for further investigation in order to understand if they can be significant 
predictors of blended learning effectiveness in a similar or different learning 
setting. 

Blended 
learning  
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Learner satisfaction was reported at 81% especially with instructors (85%) high 
percentage reported on encouraging learner participation during the course of 
study 93%, course content (83%) with the highest being satisfaction with the 
good relationship between the objectives of the course units and the content 
(90%), technology (71%) with a high percentage on the fact that the platform 
was adequate for the online part of the learning (76%), interactions (75%) with 
participation in class at 79%, and face-to-face sessions (91%) with learner 
satisfaction high on face-to-face sessions being good enough for interaction and 
giving an overview of the courses when objectives were introduced at 92%.” 

Yebenes, J. and 
Zorrilla, M(2019) 

 

 

 

“One of the biggest challenges is transforming corporate data policies into 
processes and procedures that ensure its compliance. It is about defining how 
these policies and standards are implemented, translating them into processes 
and activities, that means, describing what the organization should do and how, 
with what technologies, models and languages suitable for a 3GP architecture. 
In this sense, the special characteristics of 3GP architecture makes the processes 
automation a fundamental element for DG in these environments, mainly 
regarding processes related to metadata. It should be also considered that 3GP 
need people with profiles that are capable of evolving with the new technologies 
and dealing with the changes in the new way of operating with data and 
developing the automation of industrial processes. We must keep in mind that 
most data will be captured, stored and even analysed in the lower levels of the 
network (edge computing layer), sometimes with the need for real-time 
processing, which will require specific tools for the management of quality, 
security and metadata, in real time, at different levels of integration. 

So, in terms of domain areas of DG, we will mainly focus on three issues: data 
security and risks management, which will require special attention when 
dealing with distributed environments and most data coming from of a large 
number of heterogeneous devices. Another important aspect is to guarantee the 
data quality (accuracy, completeness, consistency, credibility, accessibility, 
compliance, confidentiality, efficiency, precision, traceability, understandability, 
availability, portability, recoverability, timeliness, relevance, reliability, etc. 
[13]), that is affected by a greater quantity and complexity of the data 
(structured, semi-structured and unstructured), as well as the need to process 
low latency data. This leads to the need to manage a greater variety of 
metadata assets and develop more complex processes associated with them, in 
order to capture all the information, we need for each type of data: data 
sources, means of creation, purpose, time and date of creation, applications 
using the data, data ingestion rate, sensitivity level, level of importance for the 
business, the useful life of the data, where it persists, etc. Likewise, it is 

Enterprise data are now one of the most critical of company assets. Therefore, 
data must be managed and governed as any other valuable company asset 
especially in regulated industries and global markets. In addition, the 
complexity of modern industrial supply chains makes today’s data pipelines 
even more complex having to deal with hundreds of source systems (on-
premises and in the cloud) and thousands of sensors and machines, collecting, 
integrating, cleansing, preparing, relating, protecting and delivering trusted 
data to be consumed by applications and analytic project users. Thus, defining 
a simple, maintainable and extendible DG framework for 3GP in I4.0 is highly 
necessary. Given that the architecture is data-oriented, we consider that the 
data life cycle is the central element of our proposal, supported on three 
pillars: an adequate metadata management, data quality and risk 
management (security and privacy) and all of it governed by policies directed 
towards company goals. As avenue for future work, we plan to develop 
models, templates and tools that help companies to apply our framework in 
real case studies. As a first step we are developing a reference global metadata 
model and the associated processes for the provision / consume of data in the 
platform. 

Data governance 
importance  
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imperative to use and integrate the specific semantics of the business. Finally, 
the data lifecycle management is essential in these environments where large 
amounts and variety of data are generated, at high speed, so the consumption 
and processing of data occurs quickly and their outcomes, in turns, are shared 
by several business processes. Therefore, it is necessary to identify each data 
and be able to trace its evolution, that is, to know when it appears or is 
generated in the system, the transformations that it suffers, where it can be 
found, in what tasks and processes it is involved and its relationship with the 
strategic business objectives.” 

Kwet, M. and 
Prinsloo, P., 
2020) 

“EdTech advocates believe that with enough data, they can assess people in 
ways useful to education. Their ideology expresses a frontier logic that seeks to 
extend Big Data surveillance to the field of education (Kwet 2019b). Learning 
analytics aims to fulfil the decades-old dream to ‘personalize’ learning for 
individual students, often using one-tone intelligent tutors that cater to students 
on an individual basis (Pardo et al. 2019). Other applications for learning 
analytics include early alerts for students deemed at risk of failure or dropping 
out, course recommendation, and curriculum design (Sclater 2017,33–76). Data 
can also be utilized by administrators for applications like longitudinal studies 
that track the performance of students, teachers, departments, and universities 
over time (Ferreira 2015). 

While the notion of the ‘classroom’ originated in traditional education settings, 
it is also used in the context of distributed learning environments, whether 
online, blended, and/or distance learning. These forms of educational delivery 
often differ not only with regard to student demographics, costs, retention, and 
drop-out, but also pedagogical strategies, admission requirements, and 
flexibility (e.g. Shachar and Neumann 2010; Subotzky and Prinsloo 2011). While 
education (no matter the delivery format) has always used a variety of data (e.g. 
demographical and behavioural data) for planning, operational, and 
pedagogical purposes, smart technologies offer new opportunities to expand 
the ‘data gaze.’ As such, smart classrooms offer not only new forms of data, but 
also a greater variety, granularity, and velocity of data that can be used, inter 
alia, to inform teaching and learning. Cameras and sensors are typically used to 
transform or alter the learning environment for a range of purposes, including 
informing pedagogical strategies, by way of surveillance, monitoring, and 
sharing outside of the original context of collection. Smart classrooms can stand 
on their own, or they can be integrated with broader smart campus and 
university initiatives. 

There are several additional issues which lead us to believe current smart 
classroom initiatives cannot be ethically justified. First, there is the prospect of 
turnkey totalitarianism. When infrastructure is put in place that can collect 
personal data, even if monitoring devices are not currently doing it, 
educational participants are threatened by the prospect of ubiquitous 
surveillance. For example, if Bluetooth beacons are installed in classrooms for 
a student art exhibits, that same technology could later be used for tracking 
student behaviours with an official campus app. Once mass surveillance 
infrastructure is installed, the key is already in the ignition, and totalitarian 
surveillance is ready to be turned on. The dystopian university is a mouse click 
away. Second, there is no practical way to individually opt out of smart 
classroom surveillance. Even if an individual could be excluded from personal 
data collection, aggregated surveillance can still harm teachers and students. 
Let’s say a video camera monitors how often students doze off without 
collecting individual names. Teachers may use that data to discipline the 
group, while administrators may use it to discipline the teachers. This outcome 
could create an unhealthy sensation of moment-to-moment 
micromanagement ill-suited to education. Third, even ‘privacy-friendly’ 
sensors could pose problems to education. For example, infrared sensors 
might offer a ‘privacy-preserving’ alternative to video analytics for applications 
like body counting to coordinate classroom bookings. However, the first 
problem (turnkey totalitarianism) is in effect if the data can be used in 
conjunction with personal data, 

The second problem (aggregated micro-management) could also be in effect 
in some cases. We recommend that any smart classroom solution which 
imposes physical surveillance devices on classrooms should be banned. Mass 
surveillance violates the rights of individuals, chills freedom of expression, 
undermines dissent, and puts marginalized communities at risk. Strong privacy 
laws are needed to protect students and teachers from the encroachment of 
surveillance and the corporate-driven technological overhaul of classroom 

Privacy and 
smart 
universities 
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Indeed, according to D’Mello (2017), thanks to advances in computer 
technology and data analytics, researchers are devising new ways to evaluate 
teachers with machines. For instance, Wang, Miller, and Cortina’s (2013) 
‘pioneering study’ used audio recordings to predict the level of discussions in 1st 
and 3rd grade classes. Their work was recently expanded to include instructional 
activities, such as small group work or supervised seatwork, using teacher audio 
alone (Donnelly et al. 2016a), or a combination of teacher and classroom audio 
(Donnelly et al. 2016b). D’Mello, a distinguished researcher in the field of 
affective computing, states, ‘The next step in this line of work is to use 
information on what teachers are doing to contextualize how students are 
feeling, which in turn influences518 M. KWETANDP.PRINSLOO what they think, 
do, and learn’ (D’Mello 2017, 121–122). Teachers can be subjected to the data 
gaze directly, through physical teacher surveillance, or indirectly, if students’ 
affective states and movements are linked to learning outcomes and viewed as 
a reflection of teacher performance. 

Scholars have long recognized ethical issues in education projects driven by 
computer analytics (Slade and Prinsloo 2013; Watters 2014; Williamson 2015; 
Sclater 2016;Kwet2017; Prinsloo and Slade 2017). Upon launching the field of 
affective computing, Rosalind Picard (1997) observed that computers could 
‘potentially build up models’ of our emotional lives ‘over long periods of time, 
and these models might be particularly sought after, e.g. in lawsuits, insurance 
matters, and by prospective employees’ (118). If accuracy keeps improving, 
Picard warned, new capabilities such as lie detection could become problematic 
if they are imposed on society. She also worried that politicians could use the 
data to manipulate the public. When equipped with emotion recognition 
technology, advertisers, marketers, employers, and even potential lovers might 
likewise alter people’s behaviour ‘by subliminal influences and by overt 
requirements to engage in tasks believed to lead to certain emotions. 

Chilling effects and student performance: Most would agree that free speech 
and inquiry is critical to education and democracy. Yet studies have shown that 
people conform to the status quo when they know they are being watched 
(Penney 2016, 2017). Smart classroom technologies look for active engagement 
through gestures, activity, and so on, but there is educational value to silent, 
reflective practices and quiet contemplative spaces. A classroom that detects 
and scrutinizes every single movement can stifle independence and induce self-
censorship among students and teachers, who strive to meet the expectations 
of the all-seeing machines– and the humans who operate them (Kwet, 2017). 

spaces. Laws must prevent coercive terms and conditions that allow data 
controllers to impose surveillance on data subjects. In in its 2019 annual 
report, research institute AI Now recommended that government regulators 
ban the use of affect recognition technology for important decisions about 
human lives– including student performance in school– due to its contested 
scientific foundations and potential to amplify discrimination (Crawford et al., 
2019, 6, 51).  

We take this recommendation further and propose a hard ban on affect 
recognition for all educational activity, even if the technology is accurate, 
because it violates educational freedom and feeds into a broader industrial-
scale push towards a total surveillance society. It is also worth noting that 
technology could be constructive in the classroom without resorting to 
surveillance and control. Strong Free and Open Source Software policy 
preferences combined with preferences for federated, decentralized Internet 
services should be explored by policymakers. Governments can help by 
subsidizing the development and maintenance of public interest technology, 
or ‘People’s Tech,’ to push the tech ecosystem towards digital socialism. 2522 
M. KWETANDP.PRINSLOO Technologies respecting the freedom of teachers 
and students should be developed and deployed without imposing tools of 
surveillance and corporate control. The Free and Open Source Software 
community provides an array of options for core infrastructure and functions, 
such as operating systems (GNU/Linux), office suites (LibreOffice), anonymous 
web browsing (Tor), communications services (Jitsi, Signal), and social 
networking (Mastodon, Fediverse). Smart classroom developers should 
consider using local cloud solutions like FreedomBox and privacy-minded 
virtual assistants like Almond. However, it should be noted that freedom-
respecting technology cannot always protect classroom participants. In the 
context of hierarchical power relationships in schools and universities, 
administrators and educators might still force students and teachers to use 
devices that spy on them or exploit them, even if those technologies are 
designed for end-user ownership and control. A shift towards less hierarchical 
and more democratic models of education would help ensure the technology 
used serves the interests of classroom participants.  

Lastly, school systems should equip their students with the tools to think 
critically about the digital ecosystem. Students and teachers should 
collectively determine what a ‘smart’ classroom should be, and what role 
technology should have in twenty-first century classrooms. 
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Eric James 
York(2021) 

Pre-Pandemic  

Driven by technological, economic, and social changes in recent decades, writing 
courses such as first-year composition, business writing, and technical 
communication have undergone a “migration” ( Warnock, 2009 , p. xiii) into 
online and virtual environments. Writing scholars, long on the forefront of these 
technological shifts, have raised concerns about multimodal assessment 
practices (Davis & Blake Yancy, 2014 , p. 13), technological access and “the 
technology/wealth gap” (Moran & Selfe, 1999 , p. 48), and students’ perceptions 
of their learning ( Rendahl & Breuch, 2013 , p. 298; Webb Boyd, 2008 , p. 224) 
in online environments among many other topics. Despite these criticisms, and 
despite often entrenched resistance from faculty (The Campus Computing 
Project 2018), the online migration looks only to continue. According to recent 
National Center for Educational Statistics data, online enrollments (i.e. the 
number of students taking any distance education courses) grew to nearly 32% 
of all enrolments, or nearly 6.3 million students (Digest, 2017). Surveillance 
technologies not only affect fully online courses, but also an increasing number 
of hybrid or blended learning courses. The same National Center for Educational 
Statistics report shows that 19.9 million students are expected to enroll across 
all institutions of 2 E.J. York Computers and Composition 62 (2021) 102680 
higher education in 2018, and we find that, according to Campus Computing 
Project data from the same year, that 73.1% of all classes at reporting 
institutions “use LMS / course management tools for online course resources” 
(Green, 2016 , p. 25). While we can’t extrapolate directly across all of Higher Ed 
(since only 339 institutions reported), even if it’s closer to 50%, we’re still talking 
about half of 20 million. It seems safe to say the number of students affected in 
our programs is not insignificant. Finally, it’s worth noting that the majority of 
systems—as much as 70%—are owned by for-profit corporations (“6th Annual,” 
2018; “Academic LMS,” 2017 ). 

Post-Pandemic 

It seems likely that the pandemic that began disrupting higher education in 
February 2020 will leave an indelible mark on online instruction. As the vast 
majority of U.S. institutions of higher learning have shifted partially or fully to 
models of remote instruction, the numbers above are surely outdone by a 
significant margin. While it’s far too early to speculate about a permanent 
increase in online enrolments, it seems reasonable to expect that the current 
increase will persist for a period ranging from a few more months to a few years, 

As scholars and researchers, first and foremost, we need to stop conflating 
system activity with student activity in our studies, and in general we should 
resist taking at face value the labels and terms used by corporate-owned 
LMSes and educational technologies—they do not have our best interests at 
heart. Instead, we should remain mindful of black boxing technology and seek 
to better understand how it works before we try to use it and write about it. 
Likewise, we should focus our discursive efforts on uniting and unifying the 
various branches of study that impinge on surveillance. In particular, scholars 
working in areas related to online privacy and identity and those in areas 
related to analytics and datamining would do well to recognize the umbrella 
of surveillance under which they operate. Researchers and theorists should 
strive to situate a variety of work in online identity, online discourse, and social 
media within a larger surveillance-oriented frame. Furthermore, Baudrillard is 
not the latest word on surveillance, and new models need to be proposed, 
defined, and discussed. Just as importantly, researchers in our allied fields 
need to start to systematically study how well different methods of 
surveillance actually work for teaching complex things like rhetoric and 
composition. If activity metrics aren’t good enough to assess participation, 
what methods might work better? How can we test them? How should we 
theorize them? What are the important differences between composing 
essays, for example, or infographics, and conceptualizing a chapter in a science 
textbook? How should these differences inform the tools we use and the ways 
we use them? What we need to be asking ourselves is what kinds of things we 
need to do to be in a position where we have agency to develop our own tools 
as well as the means to test and weigh them. Fundamentally, what I’m calling 
attention to is a lack of meaningful access to the underlying digital 
technologies themselves. For those of us who are also technology developers, 
who Michael Day, among others, has called “technorhetoricians” (Day, 2009, 
p. 131), this analysis shows just how problematic a reliance on corporate-
developed LMSes actually is. Rather than merely criticizing the tools we’ve 
been given, we need to start thinking seriously about how we can leverage the 
power of our systems to provide information we actually want to know, that 
we would actually use in some process. As more of us become conversant with 
digital technologies, more of us become better poised to contribute to future 
solutions. Ideally, we ourselves need programming knowledge so we can craft, 
modify, and collaborate to build the kinds of tools that would benefit our 
students the most. 

Online 
surveillance 
(Pre-post 
pandemic) 
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and that it will fluctuate and stabilize at some permanently higher point than 
pre-pandemic levels. The economic and technological forces driving growth in 
online education are unlikely to weaken in the near term, and so even if and 
when vaccination programs and other measures have resulted in the near total 
resumption of in-person learning, the already trending upward rates of online 
enrolments will likely be significantly higher than the numbers cited above. 
What will this mean for online writing instruction? Well, in terms of data 
surveillance we can expect that it will mean corresponding increases in digital 
surveillance as well as, since more and varied activities are being performed 
online which necessitated new and different digital tools,that more and 
different kinds of digital surveillance will occur. Why? Because digital 
surveillance technologies are ubiquitous. In order for the internet to function, all 
data must be logged. The logs can be destroyed, the data can be obfuscated, 
and measures can be taken to anonymize senders and receivers, yet 
nevertheless, the whole operation relies on a strict record of who sent what to 
whom, at what precise point in time. Even the humblest open-source server, 
such as one I might stand up in an afternoon or one I could purchase, with a few 
clicks, for $5 to $10 per month, comes already equipped with technologies 
(apache2, nginx, etc.) that log every single data exchange and which expose a 
wide variety of interfaces for even the greenest system administrator to use; 
furthermore, far more sophisticated surveillance tools are only a few curl 
commands away. Most students will at the very least use a learning 
management system (LMS), and most teachers using these systems will have 
access to the surveillance dashboards that are typically available in menus 
under terms like “activity reports,” “course participation,” and other more 
egregious misnomers. It is this class of surveillance tools whose extreme ubiquity 
calls for our attention.” 

From a pedagogical standpoint, there are a number of concerns, but our 
primary goals should be to protect student data and counter the harmful 
effects of surveillance tools. In our own classrooms and online courses, aside 
from making certain that we ourselves are not using the activity metrics 
generated by LMSes to assess student participation, we can also work to 
educate others on the deceptive misinformation that surveillance tools 
provide. Once we stop relying on these flawed tools, we will need to develop 
more effective surveillance instruments, such as self-completed logs, that help 
teachers understand what activities students engaged in, what they struggled 
with, what they succeeded at, independent of system-generated statistics. 
Ideally these measures would be part of course-wide assessment practices and 
be fully integrated into our online pedagogies. Even if not ideal, surely they are 
better than system logs re-packaged to dissimulate that there is no way to 
properly assess participation based on server logs. 
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5.5 Comparison of existing LMS’s based on Data Management Design Principles  

In the wake of COVID-19, companies provide staff with the opportunity to work from home. As a result of 

this phenomenon, the development of virtual office software played a role  to assist staff  with the ability to 

interact with colleagues in a safe environment. An example of this is the industry LMS of Gather, according 

to author Mascarenhas (2021): “Sequoia Capital puts millions of dollars into Gather, a virtual HQ platform”. 

He interviews the CEO of Gather, Phillip Wang. Gather helps people, well, gather in virtual spaces for any 

reason, whether it be for weddings, magic conventions, or, just a regular day at work. The platform also uses 

spatial audio technology, which is popular in video games, so that users can get the feel of running into each 

other. The technology basically allows you to hear someone’s voice louder when you are near them, and 

softer as you walk away. Wang says that it built its own video-conferencing system from scratch because 

other solutions didn’t work well with spatial technology. The aims of the virtual platform Gather (2022), as 

per the website are: 

 Build digital spaces for your distributed team to make virtual interactions more human. 

 Make virtual interactions more human. 

 Build a connected and productive team with interactive objects like whiteboards, documents, and 

games. 

 Start with a template, decorate your desks, or create a fully custom space. It's an extension of your 

company culture! 

 Creative spaces. We've seen concerts, birthday parties, escape rooms, product launches, and even 

wedding venues hosted on Gather. 

These are examples of actual platform interfaces and spaces that are possible within Gather: 

 

Source : Maguire,S(2021),”Building Metaverse with Gather ,URL: https://medium.com/sequoia-capital/building-the-metaverse-with-gather-

7cef0a6256ca 

Figure 28: Creation of divisions and teams within Gather platform 
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Source: Gather (2023), URL : https://www.gather.town/ 

Figure 29: Creation UNIQUE SPACES for interactive chat with rules. 

 

Source: Gather (2023), URL : https://www.gather.town/ 

Figure 30: Collaboration and integration of teams and ideas via the brainstorming function 
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Table 23:  IKAMVA vs GATHER 
Design Principle  IKAMVA  GATHER  

Safe space x  

Consent  x  

Privacy  x  

Online surveillance rules x  

Learning analytics  x 

Behavioural manipulation   x  

Normalisation of surveillance x  

Surveillance rules x  

Collaborative spaces x  

 

Although Gather was not built with the learning analytics function, these are the type of design 

principles and solutions that need to be created and implemented with future LMS in the Higher 

Education environment. This will alleviate the concerns of staff and students. 
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5.6 Design principles within the framework  

 

Table 24:  Design principles (conceptual framework) 

Principle 
Number  

System Design Framework Design Principle  Remedy/Solution  

1 Object, Realisation and  

Process  

Safety: Creation of SAFE online 
COLLABORATION spaces for 
learning, with user control of 
surveillance in place (spaces 
without any surveillance or 
data capture) 

Development of the flexibility within the 
system to allow spaces to be safe and apply 
rules within a specific space. 

2 Process Design  Consent: LMS workflows to 
include ethical consent steps, 
with clear underlying privacy 
policies and 
education/information 
available.  

The establishment of (1) data policy which 
specifically govern the data life cycle within 
the LMS, (2) in the design of LMS workflows 
allowing for opt in option and opt out options 
related to data.  The design must also 
promote and give education/knowledge to 
staff/students regarding data usage. 

3 Realisation Design No surveillance: 
Denormalisation of 
surveillance: Within LMS 
workflows, clearly indicate 
potential surveillance risk, and 
allow mitigation of risk.   

[Example: indicate when a user enters a 
space that is being recorded; with consent 
workflow options are available] 

4 Process Design  Regulatory principles: Enforce 
regulatory requirements 
related to Privacy/Surveillance 
rules (Regulatory of POPI act), 
which includes data storage 
and data sharing. 

The establishment of (1) data policy which 
specifically govern the data life cycle within 
the LMS, and (2) the design must meet the 
regulatory requirement within the POPI act. 
(Safety of data storage and security). 

Make it possible for LMS users to work with 
data as required for learning purposes, as 
well as the ability to revoke data access and 
ownership when learning workflows have 
completed. 

5 Process design  Overcome the Learning 
Analytics Paradox: LA 
integrations can easily overstep 
the boundaries of DM, and 
allow sensitive views of private 
information. Access to LA 
interfaces must be possible, but 
controlled.  

The establishment firstly of data governance 
policy which specifically governance LMS; 
secondly in the design by allowing user with 
the terms around data usage and storage. 
Also, policy of learning analytics and policies. 

6 Realisation design Prevent behavioural 
manipulation.   

SOP for using LMS as management tool, with 
clearly documented and communicated list of 
allowed uses/functions.  

 

https://uwcscholar.uwc.ac.za/home



 

116 
 

 

5.7 Chapter conclusion 

This chapter provides two forms for data analysis, namely content and descriptive, from all the 

articles that form part of the systematic review. First, we presented the information in the form of 

descriptive graphs, which identified potential trends in each dataset. The extraction of the 

information yielded the following summary results: 

Descriptive analysis 

 The timeline analysis revealed an initial surge in articles about online surveillance and its 

consequences in the early 2000s. This decreases as we progress through the 2010s, but it 

increases from 2017 to 2023 as the impact of COVID-19 begins to rekindle thoughts on data 

management, online surveillance, and the potential negative impact and consequences of 

these types of technologies. 

 The regions and countries highlighted in the analysis, which focus more on the online 

surveillance narrative over the last 20 years, have better mechanisms and infrastructure to 

deal with the new norms of full online teaching and learning. 

 The regions also identify the technological advancement of the countries, which are 

predominantly first-world. 

 The analysis also considers the digital skills level, as a more structured technological 

infrastructure leads to a greater focus on data awareness and data security. 

 

Content analysis (Refer to Table 22 ) 

 Behavioural manipulation and normalising of surveillance  

 Online surveillance/Blended learning  

 Online surveillance (Pre-post pandemic ) 

 Data governance importance 

 Privacy and smart universities 

 Data privacy within an online surveillance perspective 
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CHAPTER 6: Conclusion and Recommendations  

This chapter takes the form of a theory explication and summary of the analysis as well as answering 

the research questions and sub-questions. This chapter states the final conclusion for the thesis and 

provides the recommendations. The recommendations are explained in the form of a framework 

that can be used by all future system designers and developers when creating a higher education 

online platform. This considers all the Chapter 4 and Chapter 5 arguments and highlights the themes 

and evidence. 

6.1 Research Questions  

What are the key data management principles that should be considered during the design of online 

learning platforms to prevent the misuse of such platforms for online surveillance and performance 

measurement as per the findings and analysis as well as the literature?  

Answer: 

Table 25: Answer - key data management principles  

Online Surveillance and Learning Management Systems 

Level 1: Mechanism(by 
Abraham, Schneider and  
Vom Brocke, (2019) 

Structural Mechanism Procedural Mechanism Relational Mechanism 

Level 2: Data Management 
Themes 

 Data Governance (3,1,3,2 
and 3,3) Data Quality ( Chapter 3,2) Data Privacy (3,2) 

    Data Governance(3,1 Data Governance (3,1,3,2 and 3,3) 
   Data Warehousing(3,3 Data Storage(3,3)   

  
  Data Security Management Business Intelligence Management ( Chapter 3,3) 
      
Data Architecture (3,3) Meta -Data Management(3,3)   

     Data Warehousing   
        
Level 3: Design 
Framework ( (Van 
Aiken,2005)) 

Process Design Object design Realisation design 

  Lack of Privacy  Chapter 3,2) Insufficient ability of student -
staff  collaboration  

Lack of education and training around Surveillance 
and data usage(3,2) 

Level 4: Data Management  
Concerns Lack of Security(3,2) Lack of Security (3,2)   

    Lack of Online Surveillance 
protection(3,1+3,3)   

        
Level 5:Design Principles Creation of Safe space  Creation of Safe space  Creation of Safe space  

  
Creation of  Ethical 
Consent/Privacy policies and 
education  

  Normalization of surveillance   

  Surveillance rules (Regulatory 
of POPI act)   Preventing of Behavioural manipulation   

  
Creation of Learning Analytics  
interfaces  
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 Table 26: Answer: Key data management principles (Literature) 

Literature analysis  

Data Governance  “Data governance specifies a cross-functional framework for 

managing data as a strategic enterprise asset. In doing so, data 

governance specifies decision rights and accountabilities for an 

organization’s decision making about its data. Furthermore, 

data governance formalizes data policies, standards, and 

procedures and monitors compliance” (Abraham, Schneider 

and Vom Brocke, 2019). 

Data Privacy  The synoptic capabilities surveillance has produced greater 

number of powerful individuals and intuitions with interest in 

avoiding new of forms of scrutiny. Privacy rights that were 

originally envisioned as a means for individuals to secure a 

personal space free from state scrutiny are reconfigured by 

corporate and state interests. 

Data Quality  The driver and goal for high DQM is to increase the value of 

organisational data and the opportunities to use it, to reduce 

risks and costs associated with poor quality data, improve 

organisational efficiency and productivity and protect and 

enhance the organisation’s reputation. 

Meta-data Management Metadata encapsulates the conceptual, logical, and physical 

information required to transform disparate data sets into a 

coherent set of models for analysis. Metadata captures the 

structure of the data that is being used for data warehousing 

and BI. The recording of operational metadata provides a road 

map for deriving an information audit trail. Metadata 

management processes provide a way to segregate the 

different meanings associated with source data and provide 

methods for the analyst to ensure coherence once data has 

been made available for reporting and analytics 
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6.2 The Objectives of the Study  

In order to achieve the intended outcomes of the research, the research objectives were as follows: 

The first objective of the study was to establish from existing literature all concerns related to online 

learning systems being used for either surveillance or performance measurement. 

The second objective of the study was to establish from literature what subset of the identified 

concerns relate to data and data management. 

Answer 

Since the thesis contains intersecting themes, we can analyse and answer both objectives 1 and 2 

together. 

Without a doubt, mass surveillance in smart cities brings forth multiple benefits in terms of safety 

and security. Sensors, cameras, and tracking applications aggregate data to achieve these benefits. 

However, as a single agency analyses all the collected data, the continuous surveillance raises 

privacy issues. 

The introduction of new surveillance technologies and regimes can alter social structures, practices, 

and opportunities in ways not envisioned by their advocates (Tenner, 1996; Winner, 1986). The 

prospect that new surveillance devices will evolve into tools of totalitarian control is perhaps the 

most familiar example of the unintended consequences of surveillance. More generally, analysis 

focuses on negative unintended consequences, such as how surveillance underpins regimes that 

erode privacy rights, create new forms of inequality, and lack mechanisms of accountability. 

Although surveillance is important and to a degree necessary, there are public concerns about data 

mining and storage and to what extent the technology invites the integration of data from 

previously independent data record systems. During the early period of concern about the emerging 

surveillance society (Flaherty, 1989), concerns about the development of centralised government 

data banks have given way to worries about the types of virtual databases enabled by high-speed 

networking and disrupting processing capacity (Solove, 2001). 

Often, discussions about privacy rights proceed as if privacy is a stable phenomenon that requires 

protection from intrusion or erosion. Such a conceptualisation tends to downplay the historical 
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variability and political contestation accompanied by the precise content of privacy. One of the more 

intriguing developments in this regard is the increasing appeal to such rights by powerful interests. 

The synoptic capabilities of cometary surveillance have produced a greater number of powerful 

individuals and intuitions with interest in avoiding new forms of scrutiny. Corporate and state 

interests reconfigure privacy rights, originally envisioned as a means for individuals to secure a 

personal space free from state scrutiny. Corporations routinely appeal to legal privacy and secrecy 

protections. One of the more ironic examples of this is when firms conducting massive commercial 

data surveillance attempt to restrict the release of the market segment profiles, they derive from 

this information, citing them as "trade secrets.". 

Another concern is the data management and data quality of the information generated. Security 

systems also produce a considerable volume of errors, although not all are as drastic as the case of 

the two Welsh football fans deported from Belgium after being erroneously entered on the police 

‘hooligans’ database. No longer able to travel in Europe, they had to undertake a six-year struggle 

simply to remove their names from the Belgian database (Norris & Armstrong, 1999). 

Data has become a social and political issue because of its capacity to reconfigure relationships 

between states, subjects, and citizens. Data and politics are now inseparable: data is not only 

shaping our social relations, preferences, and life chances but also our very democracies. Expert 

international contributors consider political questions about data and the ways it provokes subjects 

to govern themselves by making rights claims. Concerned with the things (infrastructures of servers, 

devices, and cables) and language (code, programming, and algorithms) that make up cyberspace. 

From the above we can identify the following for objective 1 and 2 within Table 27 : 

Table 27: Answer: Key data management principles (Literature) 

Objective  Summary  

Objectives 1 Privacy, behaviour manipulation, surveillance 

management of staff and inappropriate 

performance management of staff and 

students. 

Objectives 2 Privacy, data mining, data quality, data 

governance  
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The third objective was to establish key data management requirements related to the data that is 

generated by online learning platforms, and the potential use of such data as related to the 

identified concerns. 

Answer 

From the above objective, the answer is summarised in Table 28, which identifies key data 

management requirements: 

Table 28: Answer: Key data management principles (Literature) 

Mechanism  Data 

Management 

Theme 

Reason for classification  

Procedural Data Storage  One of the aims of procedural mechanism is to identify how data is stored and to ensure 

it is held securely. 

Structural, 

Procedural and 

Relational 

Data 

Governance 

Data governance is important in each of the mechanisms as each mechanism looks at the 

importance of roles and responsibly and highlights the process that needs to be followed 

to achieve this. 

Procedural and 

Structural  

Data 

Warehousing  

Determine that reporting structures, governance bodies and data are recorded 

accurately, held securely, used effectively, and shared. 

Structural and 

Procedural  

Data 

Architecture  

Determine reporting structures, governance bodies and data are recorded accurately, 

held securely, used effectively, and shared appropriately. 

Procedural Data Quality  Procedural governance mechanisms aim to ensure that data is recorded accurately, held 

securely, used effectively, and shared appropriately. 

Procedural Data Security  Procedural governance mechanisms aim to ensure that data is recorded accurately, held 

securely, used effectively, and shared appropriately. 

Procedural Meta Data 

Management  

Procedural governance mechanisms aim to ensure that data is recorded accurately, held 

securely, used effectively, and shared appropriately. 

Relational Data Privacy  This can be defined as the communication and intersection between the structural and 

procedural. This includes items such as communication between the data structure and 

data owners. The data structure needs to make sure that the data owners’ information is 

not vulnerable and secure and thus can only be used by the owner such as document 

management within a personal domain. 
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The fourth objective was to propose system design principles that will ensure online learning 

platforms meet data management requirements in future, towards addressing the online 

surveillance and performance measurement concerns identified in literature.   

Answer 

The objective four can we summarised within table 29, which identifies design principles that will 

assist with the concerns of privacy and misuse of information.  

Table 29: Answer: Propose system design principles 

Principle 
Number  

System Design Framework Design Principle  Remedy/Solution  

1 Object, Realisation and  

Process  

Safety: Creation of SAFE online 
COLLABORATION spaces for 
learning, with user control of 
surveillance in place (spaces 
without any surveillance or 
data capture) 

Development of the flexibility within the 
system to allow spaces to be safe and apply 
rules within a specific space. 

2 Process Design  Consent: LMS workflows to 
include ethical consent steps, 
with clear underlying privacy 
policies and 
education/information 
available.  

The establishment of (1) data policy which 
specifically govern the data life cycle within 
the LMS, (2) in the design of LMS workflows 
allowing for opt in option and opt out options 
related to data.  The design must also 
promote and give education/knowledge to 
staff/students regarding data usage. 

3 Realisation Design No surveillance: 
Denormalisation of 
surveillance: Within LMS 
workflows, clearly indicate 
potential surveillance risk, and 
allow mitigation of risk.   

[Example: indicate when a user enters a 
space that is being recorded; with consent 
workflow options are available] 

4 Process Design  Regulatory principles: Enforce 
regulatory requirements 
related to Privacy/Surveillance 
rules (Regulatory of POPI act), 
which includes data storage 
and data sharing. 

The establishment of (1) data policy which 
specifically govern the data life cycle within 
the LMS, and (2) the design must meet the 
regulatory requirement within the POPI 
act.(Safety of  data storage and security). 

Make it possible for LMS users to work with 
data as required for learning purposes, as 
well as the ability to revoke data access and 

Relational Bi Management  This can be defined as the communication and intersection between the structural and 

procedural. This includes items as communication between the data structure and data 

owners and the development of reports for end users and analysis of information 

purpose. 
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ownership when learning workflows have 
completed. 

5 Process design  Overcome the Learning 
Analytics Paradox: LA 
integrations can easily overstep 
the boundaries of DM, and 
allow sensitive views of private 
information. Access to LA 
interfaces must be possible, but 
controlled.  

The establishment firstly of data governance 
policy which specifically governance LMS; 
secondly in the design by allowing  user with 
the terms around data usage and storage. 
Also, policy of learning analytics and policies. 

6 Realisation design Prevent behavioural 
manipulation.   

SOP for using LMS as management tool, with 
clearly documented and communicated list of 
allowed uses/functions.  

 

6.3 Significance of the Study  

The systemic view of these principles will give system designers a minimal framework that identifies 

considerations when developing an online education platform. These considerations will enhance 

the online data management of individuals (students and staff). The second significance is to create 

a stepping stone for future researchers to use in order to evolve the areas under study. 

6.4 Limitations of the Study  

This iteration of the study has limited its scope to UWC Google Scholar. I believe that there should 

be a push for empirical evidence on the UWC campus to test the theoretical framework and run a 

few iterations of this in order to prove the notations and theories. These could take place by using 

test environments on the current LMS systems and testing this new framework within a focus group 

set-up to determine if the data management concerns have been resolved. This will then give 

empirical evidence to confirm the current systematic analysis. The next iteration will involve 

implementing this system across all universities in South Africa. This could be a stepping stone 

towards developing a standardised governance framework for the sector as a whole, as universities 

have large volumes of data within LMS and other operating systems.  

6.5 Recommendations  

From the findings of the current thesis, the following recommendations are made: 

1. Evidence has clearly indicated a need for further research focusing on acquiring empirical data 

within the university context in order to test this framework. 

2. Staff and students are prohibited from using the LMS tool for performance management, and 

the LMS interface should be more transparent. We recommend strict adherence to policy and 

guidelines to prevent misuse and abuse of power. 
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3. Additional LMS-focused research is necessary to advance the field in light of recent technological 

advancements. 

4. Since many articles concentrate on data security policies and preventative measures, more 

research into data privacy from the perspective of online surveillance is necessary. 

5. The higher education intuitions should build into their governance policies and SOPs the 

regulation of learning analytics within the higher education context and the role that this plays 

in empowering the university. 

6. Educate students and staff about the online surveillance and policies that are currently at the 

university. 

6.6 Conclusion/Summary  

The thesis aimed to develop a conceptual framework that identifies critical design principles. This 

research employed a systematic literature review as its method. The systematic four-phase 

approach, which involved identifying the database and key articles with identified themes and 

principles, enabled the achievement of this goal. 

The conceptual framework identifies six key design principles that need to be considered when 

developing an LMS with the HEI. These are, namely: (1) Safety: Creation of safe online collaboration 

spaces; (2) Consent; (3) No surveillance and denormalisation of surveillance; (4) Regulatory 

principles; (5) Learning analytics paradox; and (6) Preventing behavioural manipulation. 

The key research for evolving the framework and future research would be to focus on research on 

data privacy within the online surveillance perspective, as the current research focuses on data 

security policies and preventative measures. 
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